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Encryption ensures that the resulting ciphertext cannot be understood by the enemy if
they do not have the key. Before encryption can be done, both the transmitting and receiving sides
have to reach an agreement regarding how the key is exchanged. Direct exchange using wireless
channel can easily be wiretapped. In this work, we employ the mutual received signal strength
indicator (RSSI) to construct the key independently at both sides without the need for key
exchange. The level-crossing algorithm is used for this purpose. Due to the randomness and noise
in the wireless channel, the key constructed by the algorithm are not exactly the same. Therefore,
the key reconciliation using Hamming-code generated redundancy (HGR) is proposed to reduce
the number of different key bits. In addition, a new protocol is proposed to increase the key
generation rate by maximally three times. The protocol employs a trusted neighboring node for

this purpose and uses secure network coding for transmitting some secure side information.
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1. The frequency (Monobit) test

2. Frequency test within a block

3. The runs test

4. Tests for the longest-run-of-ones in a block
5. The binary matrix rank test

6. The discrete fourier transform (Spectral) test
7. The non-overlapping template matching test

8. The overlapping template matching test
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9. Maurer's "Universal Statistical" test

10. The linear complexity test

11. The serial test

12. The approximate entropy test

13. The cumulative sums (Cusums) test

14. The random excursions test

15. The random excursions variant test
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A A Jd o = s A .
o erfc A0 WINFUADUNANUNITAANAIA (Complementary error function) AW
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2. The runs test
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k=1
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Alice: Charlie
mode a mode a
define n define n
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s . _ ) _Bl
end end
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end and
end end
Bob:
mode a
define n
fori=1ton
CollectRSSI_Alice(i) = RSS1_A() and
CollectRSSI_Charlie(i) = RSS1_C{i)
i++
end
or mode b
fori=1ton
if CollectRS5_Alice(i) = RSSI_A()
glse if CollectRES1_Charlie{i)= RESI_C{i)
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2. Alice &9 L ;. ¥ Bob
3. w593 Bit_C enuswansdsinds L, Alé%uain Charlie
n = length(CollectRSSI_Charlie)
for =n
I L crgise (1) =0
i Bit_C()=0or 1
Lt 1= L e (1)
end
else
1=1#1
end
end
4 Alice &3 L', 1 Charlie uaz 5u L', 270 Bob
5 Alice toffiwaumansdiwmio L',
dammnunigdumnie L', . afenaua K,

afenua K o uaz

Alice Charlie
1w L, 19 Lo
n =length{CollectRSSI_Bob) n =length(CollectRSSI_Alice)
for 1= n-m fori=n-m
if Bit_B(i)= Bit_B(i+1) . = Bit_B(i+(m-1)) if Bit_A(i)= Bit_A(i+1)...= Bit_A(i+{m-1})
fg = 1#M-1 i .=
L ypiee g ) = (170,402
else
L ()0
i=i+1
end
end

2. Charlie @9 L oy, W Alice
3. pv23 Bit_B e wmanisdiumis Lo, Wlaéfuain Bob
n = length(CollectRSSI_Bob)
fori=n
if L g, (1) 20
ifBit_C()=00r1
L0 (0= Lgsp ()
end
else
1=+
end
end
4. Charlie a9 L';,, 14 Bob waz §u L'y, 270 Alice
5 Charlieldfinasmonisdiumiia L'y, afenaua & ;. uaz
daeusansdiunle L., adenaus K .

Bob:

131 L g,
n =length(CollectRSSI_Charlie)
fori=n-m
if Bit_C(i)= Bit_C(i+1)...= Bit_C{i+{m-1))
Iy = 1M1
)= (it ;)02

end

end
2. Bob a4 L 5,, Tvi Charlie
3. n713 Bit A eusanisdiuwiia L
n = length(CollectRSSI_Alice)
for i=n
if L g, (1) =0
if Bit_C(i)=0or1
Lr.{.-'s‘re (l) = “{A.::E (I)
end
else
=i+
end
end
4. Bob aa L',;,,, 1 Alice uaz 5u L', 21n Charlie
5 Boblafieenusiannsdiumils L', asn9naua K o uaz

finmuaansdnig L, anemnaul X .,

ldsuann Alice

Alice

AT 3-7 Algorithm: M35 19nayud 1Ag75 Level-crossing Y94 Alice Bob Wag Charlie



32

MInsIduTeHaNaIalnnaalaald Hamming-code Generated redundancy:
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Number of bits
a m passing level-crossing P-value
threshold

0 0 2,784 0.0124

0 3 460 0.0932

0 5 240 0.7963

0 7 120 0.8551

0 9 56 -
0.2 3 396 0.0348
0.2 5 168 0.0206
0.2 7 56 -
0.2 9 36 -
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Number of Bits
a m Passing Level-crossing P-value
Threshold

0 0 2,784 0.0407

0 3 460 0.1129

0 5 240 0.3017

0 7 120 0.8551

0 9 56 -
0.2 3 396 0.0049
0.2 5 168 0.0206
0.2 7 56 -
0.2 9 36 -
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Number of bits
passing level-
a m . m-1/51 1 P-value
crossing
threshold (n)
0 0 16,000 0.4360 0.0158 -
0 3 2,964 0.1670 0.0367 -
0 5 1,055 0.0289 0.0616 4.83%10”
0 7 478 0.0126 0.0915 1.95%x10
0 9 244 0.0041 0.1280 4.20%107
0.2 3 1,830 0.0497 0.0467 -
0.2 5 572 0.0472 0.0836 3.39x107
0.2 7 222 0.0225 0.1342 0.1132
0.2 9 112 0.0089 0.1890 0.0235
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Number of bits
passing level-
a m . |TC- 1/2 | T P-value
crossing
threshold (n)
0 0 16,000 0.4360 0.0158 -
0 3 2,964 0.1289 0.0367 -
0 5 1,055 0.0602 0.0616 5.93x10™
0 7 478 0.0586 0.0915 3.92x107%!
0 9 244 0.0410 0.1280 1.36x107'°
0.2 3 1,830 0.0934 0.0468 -
0.2 5 572 0.0559 0.0836 1.44x107%
0.2 7 222 0.0315 0.1342 4.35%10”
0.2 9 112 0.0357 0.1890 1.60x107
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k) axy
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Number of bits
passing level-
a m _ |TC- 1 / 7| T P-value
crossing
threshold (n)
0 0 2,784 0.1473 0.0379 -
0 3 460 0.0391 0.0932 1.27x10™"
0 5 240 0.0083 0.1291 2.88x10°
0 7 120 0.0083 0.1826 2.08x10®
0 9 56 - - -
0.2 3 396 0.0530 0.1005 3.98x107"
0.2 5 168 0.0893 0.1543 0.0035
0.2 7 56 - - -
0.2 9 36 - - -
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Number of bits
passing level-
(04 m . |TC- 1 / 7| T P-value
crossing
threshold (n)
0 0 2,784 0.1390 0.0379
0 3 460 0.0370 0.0933 5.77x10%
0 5 240 0.0333 0.1291 3.28x10 7"
0 7 120 0.0083 0.1826 1.19x107
0 9 56 - - -
0.2 3 396 0.0707 0.1005 4.40x10™"
0.2 5 168 0.0893 0.1543 2.73%107
0.2 7 56 - - -
0.2 9 36 - - -
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M50 52 nfieuieunainldlumsadwianyuanazanulasassvesaaz Tilanea

HGR New protocol with Time needed for AES- Security
Charlie 128 key generation
No No 110,933 sec (30.81 hrs) Strong
Yes (a) 36,978 sec (10.27 hrs) Weak
Yes (b) 73,955 sec (20.54 hrs) Weak
Yes No 52,000 sec (14.44 hrs) Weak
Yes (a) 17,333 sec (4.81 hrs) Weak
Yes (b) 34,667 sec (9.63 hrs) Weak
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HGR New protocol with Time needed for AES- Security
charlie 128 key generation
No No 110,933 sec (30.81 hrs) Strong
Yes (a) 55,467 sec (15.41 hrs) Strong
Yes (b) 110,933sec (30.81 hrs) Strong
Yes No 208,000 sec (57.78 hrs) Strong
Yes (a) 104,000 sec (28.89 hrs) Strong
Yes (b) 208,000 sec (57.78 hrs) Strong
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