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CompatTelRunner, Runtime Broker wagiwasia Superfetch) Lﬁai‘diwaﬁﬂﬂa'ngﬂwmaaﬂm
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(svo17a1lun1s deploy Tusgifuruinvosweniuag) uenanidsdinisindsszuudfiins
Julnd 10 fiflvunnlvid 3.66 GB HuszUL SCCM 2012 R2 Ssanunsafnseszuudioinis
Juland 10 16vis 59 1a3es Tngldinadies 42.56 undl wieusiessuu SCCM 2012 R2 &
annsndmanszuuUiianisiuled 10 ldmniedesdnidu 100% drunissmanlusunsy
osfula¥a Windows Defender ¥i1léf 58 1a3os Antfu 98.30% Tnofdnvirarudinusle
asavaeuiAsesfinuayn nuirannsadmanld FainagiAnainseuu SCCM 2012 R2 Aigl]
swavnalmduagiu
nnsneaesdalusieailisniuuaznaaedldszuuuimsianisnisaerinin
d1unang (System Center 2012 R2 Configuration Manager: SCCM 2012 R2) Aumsufiaines
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58910117: MAJOR: INFORMATICS; M.Sc (INFORMATICS)

KEYWORDS: TROUBLESHOOTING DELAYED PC PERFORMANCE IN THE COMPUTER
LABORATORY / SOFTWATE INSTALLATION MANAGEMENT / SCCM 2012 R2
THANACHAI PUTTIPORN: CONFIGURATION MANAGEMENT FOR A LARGE

COMPUTER LABORATORY AT FACULTY OF INFORMATICS, BURAPHA UNIVERSIRY.

ADVISORY COMMITTEE: NUTTHANON LEELATHAKUL, Ph.D., 208 P. 2017.

In this thesis, we present a configuration management system (using Microsoft
System Center Configuration Manager (SCCM 2012 R2)) for a large computer laboratory
at Faculty of Informatics, Burapha University. Our goal is to troubleshoot the sluggish
lab’s computers, and to reduce the time to manage and install softwares in the
laboratory. We have analyzed the problems that slowed the computer down (i.e.,
CompatTelRunner, Runtime Broker and Superfetch Services). When the processes are
killed, the computers ran a lot of faster. For managing softwares in the computer, we
use SCCM 2012 R2 for 1) deploying the softwares, 2) installing Windows 10, 3) updating
Windows 10, and 4) updating Windows Defender antivirus software. We also deployed
a total of 8 software packages. All are deployed successfully. (The deployment time
depends on the size of the software.) We also installed Windows 10 operating system
with a file size of 3.66 GB via SCCM 2012 R2 on all 59 PCs, with only 42.56 minutes.
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melunazneuenauy Jagduamginginsasaumealiviesiinisneuitamesdniuiu 6
vos (nuAdasindaszuUfoRn1siuland 10)

31NN15d5AVTARUNINAINE MU Tdn 9191585 deU Hinriaudnuslasunds
Hyvmsldnueeuiaweineluesufjiinmansdes wu seznailddmiunisivan
seuuUuinmaiuladunnifiuly ssesiiansenlduagldrenduisuiuniiung uwagddnvih
uinusliinaiosreufiamesluiesufiinisinulgmuniiesey mndiiagiaain
Hade dwielud

1. ieidnnTesudrszuuufuanisiulaadnieulda wuienfafadiinisie
Jeuuazeudoyasgnasaiial n1svhauvesssnfandu 100 % (Active time)

2. \dlelauaTosudszuuuuansiulaadndesldam wuin CPU fantugnisvieu
0¢ 100 % \Hunanuniuedosmeuiumesinly

3. ileWaeseandaszuuUfuiRnfiuladnienldes wuidnsiinuves Service
YosureNdIiunaenian TrlalldSenldny

fumeunisfindeszuuufiansiulmduarsenduisuszgnduuuiAuldisnsuuy
Taau (Clone) KuszuulATeteuaudsindondiosiAulndduatiu (Master) 1dmsuld
Aasslifuiniesnonfinned dudntiivhnisfadannaiadounisine wedestunns
unsnszanevedlida UfuusssruudiRnnsiulend uasiiumerduiindndusonisldauly
wiaznaSeun1sanu Gaednlngudidmiiniasliausenduiivesnmadsunsinuinoy
wiioon) nslaauurazadsldinaussana 3 Flusdenreufinmes 60 des warlaauldun
flanatiay 20 iwdemioury udansliniesneufinmeiuszann 360 wdes vl iy
AlAAUIIUINIIN

ndgynisenan uinusisuauesyuuuinmstnnisnisaeAandIunans
(System Center 2012 R2 Configuration Manager: SCCM 2012 R2) kagn15%191uY9958 Uy
Active Directory wiiaufUgmdnsdu waziioannailunisdiudlopsssneufiomesiiny
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USAYUe191599N1US YT SuAnu
A9INS

!

AnwiAuaimdeyaineliu Active
Directory (AD)

!

Ana Windows Server 2012 R2 way
Active Directory (AD)

!

Anwazaauiln Policy 984 Active
Directory (AD)

NPABUNIT Join Domain Lagnasaay
Policy MiinaneLA3ninoNialnes
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el naTasti

ADULANLASY

Usgguiuannsdnusnuiitem
ulguisivungauiuasuiae sy
WiosluRn1g

AnY LAY eeNLUURRRISYUULIMS
Jan1suuugugnans (System Center
2012 R2 Configuration Manager:
SCCM 2012 R2)

A

v

AnseszuuUuRnTIulnaduas
FanAwISlUTNAToIRURILADS
Wnung

1 Profile Mandatory

Iarienasuilnus

aaulnniuan

¥




|
unnm 2
= va d o
‘Vlf]‘l‘.‘}a LasAIMUINLNEIUDN
9

nsmuANNIAnGeazlduTE UL TRNTIUlE wargerduasaindiunans
Judundefidrvannisznisinanuvedmiiffuinveunistisaguainuiiagos
reufilnesuazfsildiutiogualiosnnuvasadeiiinein hia Yeelninng q veq
sxuUUURNIARUTIWBSITOTRNALIS

suinusiiissuuuimsdanisnisdaruuugudnans (System Center 2012 R2
Configuration Manager : SCCM 2012 R2) wag Active Directory diedae 1) fvuauleue
(Policy) 2) AuANMsRRRITeRLISIar s ULURTRNTIUTAE 3) TRessuy SCOM 2012 R2
oAy Active Directory awe faiufdavhauinusieuiusiosdnuiniseonuuy
Tnssadneunamsheumas Active Directory niaufufinundunaunsyinauses SCCM 2012
R2

2.1 98UV Active Directory

Active directory Haglviauaszuudnnsiudaddly, aauiames, Usumes a1n
Audnasle gauasruuieninunyiannsen1suinsinnisteyavesdly Wy ¥e-
wana, Bwa, lweslnsdni) uaziludselevisenisldnunuuleuisvedodng wu goua
szuvannsai lduesestiedmsuivundnsnmadnfalndludsaesuazinunananis
wnlduesespeuiiinesia
2.1.1 1n59a579989 Active Directory

1A598319099 Active Directory Hgiail

2.1.1.1 lawu (Domain)

Tawuuly Active Directory ‘vimaﬁfmfjwuaﬂ Computer, User, Group, Shared
folder, Printer agnnelulasnneigiudeyaiieniu wasiiuleviemiulasasiedeaiu

2.1.1.2 Domain Controller

Domain controller (DC) Aptasoadsniiosivimiiidugiudaya vea Active
Directory (AD) Waz DC int9insivaeusiinuveglneunalnansiindminginsuay

a ' - ac s v | A Ny oy a ua
U3IN9919 9 YauAIeudiniiesnegnielanisauares AD wu ledifldidrgssuuufianig
a cal = o o gy 1% = |
Julmdiieglu AD Wieaiu ssuu DC gnsadeuitaydldioggudeyaves AD wislil wax
anfsiarugnaemsell MURTHlduarsaR1ugndes DC aggaulidnfminginssng 9
Aeglulawuu (Domain) 1a ¥30138N8n08197MWIUN1TATIAARUENS (Authenticated) Taelu
' & Y aac saa v A g " =

wiaglauliuaAesl@sniesniintidu DC egeloy 1 1AT0q



2.1.1.3 Root Domain

Root domain @® Immumﬂmaiwaﬂmﬂu Active directory LLavlmuImuuauaaiu
i“ﬂ‘U“VI?I\‘iﬂ’J’] #8819 Root domain L¥u informatics.lab lneddedsnanAe Root Domain uu

zluuimuuauaqiwwgqmw

2.1.1.4 Child Domain

Child domain Ae Taluugesfignaitaegnelé Root Domain 13U fLATes
AoNTIMEsSIEsMesTe7 scem agn1elsl Root Domain §091 informatics.lab 1A3atiu
99iTelauugasdn sccm.informatics.lab 170 Root Domain favuauleuiela 9 Aniu
Weneduazdsluddawudes wuiu

2.1.1.5 Domain Tree (aulslatiu)

Domain Tree o Tassad1alamuditinainn1ssauiuves Root Domain waz Child
Domain Wun1sinEesmuaiuiu ad1efu Domain Name Service (DNS)

2.1.1.6 Domain Forest

Domain Forest Ae Tnssadrsaslamuiinannissiufuresdulilamy dusaes
suliflauduly Towsaslnmmuaziinisdoulosiuriunis Trust Relationship WUUE8INI
(2 way trust) fanndi 2-1

Forest A Forest B

Forest Trust

/NN

Domnain B Domain C Domain E Dornain F

mwﬁ 2-1 Domain and Forest



2.1.1.7 Object
Object 18glu Active Directory 441 Organizational unit (OU), Lab-01, Server,
User “1a%

File Action View Help
e 20 0/ XT o Bm teaTan

3 Active Directory Users and Com Description
p [ Saved Cueries
4 3 informaticsocal
b [2] Additional User
- [7] Builtin
4 (3] BUU
2] Lab-02
[Z] Lab-03
|2 Security Group
&1 Server
I [2] System Account
2] User
- [ Computers
- [2] Domain Controllers
I (] ForeignSecurityPrincipal:
I [ Managed Service Accour
p 5] Users

il 2-2 Object Active Directory

Al 2-2 wana Object Organizational unit (OU) ¥84 Lab-01 v Computer
TuriosufiAnstineldlawm informatics.lab

2.1.1.8 Class

Class YinM 1 ﬁ UBNIYUAVUDIDBULING LU Attributes, Containers, Site,
Organizational units (OU), User account, Computer account, Group Wuduy



Active Directory Users and Computers -

=
File Action View Help
N EEIEEE EE Y Y Y

Active Directory Users and Computers [AD.informa!
Y P!
[» [ Saved Queries
b ) Builtin o
a 2] Buu
b [2] Lab-413
b 2] Server
b & System Account
B 2] User

F] 53 informatics.lab
a [ informatics
b &) Staff Account
Computers

> &
b =]
> E
v @
» &
> E
LS|
b ] Users

I ] NTDS Quotas
> [ TPM Devices

Domain Controllers
ForeignSecurityPrincipals
LostAndFound

Managed Service Accounts
Program Data

System

Name

[ Users

(1 TPM Devices

[ System

[ Program Data

[l NTDS Quotas

[ Managed Service Ac
[ LostAndFound
Infrastructure

| ForeignSecurityPrinc|
(21 Domain Controllers
[ Computers

(51 Buu

[ Builtin

B |

ini lab Properties

| General | Managed By | Obiect | Securty | Attnbute Edior |

Canonical name of cbject:
‘lnfurmatlcs IsbA

E=ES

Created: 21/4/2560 13:47:14

Modfied 16/7/2560 21:27:24
Update Sequence Mumbers (USNs)
77839

4089

Cument:

Original:

Protect object from accidental deletion

oKk | [ cancel Apply Help

mwﬁ 2-3 Class awy informatics.lab

A9 2-3 LeAdnva1LNeLan Properties NlALNY informatics.lab WaaLdaen
Object Active Directory a¥kand Object class LYuAT Domain F4U18AINI1BBULANG
informatics.lab 1uwila Domain

E| Active Directory Users and Computers =B 2
File Action View Help
Y LIEIERNERE N EEIER Y R Y

Name
(=] User
|2 System Account

M atics Properties _

iect | Secuity | COM- | Attrbute Editer |

Active Directory Users and Computers [AD.informa
Y P

B [ Saved Queries

4 3 informatics.lab

| General | Managed Eyl

I [ Builtin 3
= ﬂ Staff Account Canonical name of object
- [E Buu 1= Server
4|5 ‘Tfolzn:i:g 57 Lob-413 ||rrfonnat\cs.lab/Buuf’|rﬂonﬂaﬂcs |
b [ Lab- 2 Groups-Lab413
- ps-La |Ob' . -
ject class: Organizational Urit|
4 ﬂ Server %Groups-LabO
b (2] Staff Account Created: 15/5/2560 15.25.38
2 System Account

v J v Modified: 15/5/2560 15:32:02
b (2] User

B [ Computers Update Sequence Mumbers {LISNs):

I |21 Domain Controllers Curent: 17008

- [ | ForeignSecurityPrincipals .

b 7 LostAndFound Original 17001

I [ | Managed Service Accounts

p [ Program Dats Protect object from accidental deletion

B[] System

B[] Users

I [ NTDS Quotas

B | TPM Devices

Apply

< m >

AT 2-6 Class Organizational units



Amdl 26 \lleadnvaiiielden Properties isouLang informatics waaden
Object Active Directory 2zuans Object class {ufn Oreanizational unit Fsvanenuing
BULANGA informatics Wuwila Organizational unit (OU)

2.1.1.9 Attributes

Attributes unllfuenpaidnuazvesdouland 1wu Sadilduazmaise awdu
doulandvaslnyTgly

E Active Directory Users and Computers = =] =
File Action View Help

I EEIEEEN E R YR 25

] Active Directory Users and Computers [AD.informa New Object - User escription

p [ Saved Queries
4 3 informatics.lab

3 — Builtin .; Createin:  informatics Jab/Buu/informatics/|ser
4 [3] Buu i
4 (3 informatics
B 2] Lab-413 First name: |lhanachai | Initials: | ‘
I 2] Server
I+ (2] Staff Account Last name: |DUﬂiD0m ‘
b :T System Account Full name: |lhanachai puttipom ‘
= | User

p [ Computers
. User logon name:

I 2 Domain Controllers h Pl - -
[ [ ForeignSecurityPrincipals I =nachal I|@|nf0rrnatlcs.|ab v‘
| LDStA”dFDU"C! User logon name (pre-Windows 2000):
b [5] Managed Service Accounts [INFORMATICS\ | [raracha |
I L Program Data
B[ System

| Users
p [Z NTDS Quotas < Back Nexd > | | Cancel |

b [ TPM Devices

A 2-5 Attributes vaatyFgld

Al 2-5 Aouazszuvaeydildlaeivunen Attributes Value %o Full name
Iy thanachai puttiporn (Fauanslunseudung) uagnseuduassuans User logon name
uanarveslaydglidmiunsdensou fiedosnonfiunesidvualiiu Attributes To

2.1.1.10 Schema

Schema 1iutafvunfig q Afmuadin Seulandudazyszinnaziinadnuns
(Attributes) azl3U13 1w dauLandingu (Group) dnmanvazie Group name, Group scope
waz Group typelluu

2.1.1.11 Containers

Containers pdneiulnlawmodazadranldndouiunisings Active directory Tng
v deuandsing 9 13 lneasdlog 3 Useian Ae 1. Domains, 2.Sites, 3. Organizational
Units (OU)



E| Active Directory Users and Computers == =
File Action View Help
e d8 XEd=z BHE T 2aETE%R
= Active Directory Users and Computers [AD.informs| | Name M s s [ [
b [ Saved Queries 82, WinRMRemoteWM|Users_
4 [ informatics.lab B2, Schema Admins General | Object | Securty | Attibute Editor
8 Readonly Domain Conoler] | e rame o cect:
b 1 Computers :!J:Pmtecte A Ueore ‘\rvfurmatmslah/\.lsers|
i (@] Domain Controllers a. krbtgt . .
b (5] ForeignSecurityPrincipals 3, Goen [obectsess contarner |
b [ LostAndFound 82, Group Policy Creator Owners|| | Created 21/4/2560 134720
b [ Managed Service Accounts ) )
b 7 Program Dats %Entsrpr!se Read-only Domain | Modfied 21/4/2560 13:47:20
b [ System 82 Enterprise Admins Update Sequence Numbers (USNs)
= Users 9 _‘EDomam Users Cumert 5621
» [ NTDS Qu 82, Domain Guests
b [ TPM Devices 52 Domain Controllers Oniginal: 621
52, Domain Computers
2, Domain Admins [] Protect object from accidental deletion
82, DnsUpdateProxy
B2, DnsAdmins
52, DHCP Users
SLDHCP Administrators
52, Denied RODC Password Repli
B2, Cloneable Domain Controller
52, Cert Publishers oK Cancel Aoply Hel
82, Allowed RODC Password Repl [ o ] P ®
< m > < m >

mwﬁ 2-6 Container n8l@lawy informatics.lab

AN 2-6 wand Container ¥o User Tuszuu Active directory lagiilandneini
NELEY 1 Wauden Properties a@11150A53980UAT Object class 16 (FsAfe Container)
2.1.1.12 Organizational Units (OU)
Organizational Units (OU) THAudouLanARIg s Computer, User, Printer %39
=3 @V v M o s @ (3 dl' Y o PN
221U OU Alg weilianusanudeuand anlauduls aenini 2-7

] Active Directory Users and Computers |L|i-
@l = TaEvER
] Active Directory Users and Computers [AD.informa|| Mame - Type Description ~
b [ Saved Queries K LAB413-1 Computer
4 3 informatics.lab 1% AB413-10 Computer
| Builtin i L AB413-11 Computer
4 uu 1 LAB413-12 Computer
4 [&] informatics 1 LAB413-13 Computer =
d] Lab-213 o 1L AB413-14 Computer
b (2] Server o LARAI3-15 Computer
b (2] Staff Account 1L AB413-16 Computer
b @ System Account 1 LAB413-17 Computer
b 2] User P
» £ Computers 11 AB413-18 Computer
» &1 Domain Controllers WELAB413-19 Computer
» 7 ForeignSecurityPrincipals i LAB3-2 Computer
p [ Managed Service Accounts 1A LABA3-20 Computer
» O Users 1 LAB413-21 Computer
11 AB413-22 Computer
1 LAB413-23 Computer
1L AB413-24 Computer
11 AB413-25 Computer
1 LAB413-26 Computer
11 AB413-27 Computer
1 LAB413-28 Computer
11 AB413-29 Computer
1L AB413- Computer v
< [ >[[< 0] [ T>

A 2-7 OU Lab-413 vesnenfiumesluriesufiing
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A9l 27 uans OU To Lab-413 fiudeutandmenfiames (elunsouduasd 2
Yii0)

2.1.1.13 User Account

User Account 1udoutand fiuteyasiie 9 vesifld fe Jeffld (Username),
W& (password), @11%n (member) user account i 2 UszLAn (Domain user account
ey Local User Account)

Domain User Account Hugnifiuuagdanislag Active Directory Ingasifiuaglu
gudoyavedaunlulvdde NTDS DIT FslwddanAvlulamuneulnsamoiyniiiieades

Local User Account t8u User Account asndnvaaidsniesudenoufinnes e
Auuazdanisuuy Local TnsaziAvlugrudoyaluszuuujdanisiulailulidde sam
(Security Account Manager) Falnddas 0 nimLAUe dlulWainas % System
root%\Windows\System30\config\

N159AN1T User Account ‘S‘u §1.8u Domain User Account a¢ld a3 esile

Yo
Active Directory Users and Computers wiawdu Local User Account agldiasesilond

a
1
%8

Computers Management

& Comnputer Management
File Action View Help

| = BE

& Computer Management (Local
v [f& System Tools
@ Task Scheduler
E Event Viewer
[l Shared Folders
w #& Local Users and Groups
| Users
_| Groups
I\E‘E}l Performance
% Device Manager
v =5 Storage
= Disk Management
:L:,_-; Services and Applications

Narme
¥, Administrator

el Asus
| Defaulthcco...

Py Guest

Full Narme

Description

Built-in account for administering...

A user account managed by the s...

Built-in account for guest access t...

Actions
Users -

More Actions

A9 2-8 1ATBIeYI8 Computer Management tool ULLATOIABUNILADS
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AT 2-8 LanaAIeadie Computer Management (JulaSasiiefiaunsadnnis
Toyir L iy Local User Account 14

B Active Directory Users and Computers = = -
File Action View Help
ez nE FO|XEE He 2 aETaa
: Active Directory Users and Computers [AD.informa|| Name 7 Type Description -
I [ Saved Queries .EWindowsAu... Security Group... Members of this group ...
4 & informatics.lab H2, Users Security Group...  Users are prevented fro...
| Builtin iiZTermlnaI Ser.. Security Group..  Members of this group ..
4= Bf'” 2, Server Opera... Security Group.. Members can administe...
b (50 informatics E’E,Replicator Security Group... Supports file replication ...
b Curnp.uters S‘E,Remote Ma... Security Group.. Members of this group ...
bal Dor'r!am Cont.rolle.rs R #2 Remote Des... Security Group... Members in this group a...
= ForelgnSecurlt;,rPrlnclpals ii_!,RDS Remote.. Security Group...  Servers in this group ena..
I | Managed Service Accounts & X X
b O Users ?_!,RDS Manage... Security Group.. Servers in this group can..
H2, RDS Endpoi... Security Group... Servers in this group run... =
S‘\E,Print Operat... Security Group... Members can administe...
#2, Pre-Window... Security Group... A backward compatibilit...
ii_!,Performanc..‘ Security Group..  Members of this group ..
ii\E,PerFUrmanc.” Security Group.. Members of this group ...
E_E,Network Co..  Security Group.. Members in this group c...
ﬁlncoming Fo.. Security Group... Members of this group ...
H2115_IUSRS Security Group...  Built-in group used by |...
ii_iH)rper-‘u‘Ad..‘ Security Group..  Members of this group ..
iiz,Guasts Security Group... Guests have the same ac...
ii_!,E\rent Log R..  Security Group... Members of this group ...
S‘\E,Distributed .. Security Group... Members are allowed to...
#2, Cryptograph... Security Group... Members are autherized...
ii_iCertificate 5. Security Group... Members of this group ..
< m > Q,Ea(kup Ope... Security Group... Backup Operators can o.. e

AN 2-9 Active Directory User and Computer VULATOUTTNLIDS

Al 29 uanaedesile Active Directory User and Computer At Sauiy
nsfadelauddiied uasnduniediefiarunsadanistnddldddu Domain User
Account 19

2.1.1.14 Computer Account

nngguaszuudoanisiiudeulandsing o lu Active Directory Muia3os
ﬂamwama%‘lmﬂuam%ﬂiu‘lmuu douaszuvdeaiinaiesnouiinmesidniuandnlulamy
LW@IMWJ&I‘W’JLG]E)?LLmauLﬂSaWBQﬂﬂUUQJﬂLﬂSBQ Lwa‘lﬁumﬁzummwaamsaauu q e
TayBusias Unyddesileniu ndinfinenfinnesfuaudnlulawuuds Computer Account
%Qﬂ%’mmﬂ% Active Directory Kup3osdle Active Directory Users and Computers

2.1.1.15 Group

Group Wudeulandfiandnenadu 1) §lt 2) inTesnenfiumes 3) ngudu 4 lag
Group 1y f¥mqusrasdiiielinisivunansliungldvindy Ussinnves Group i 2 suluy
il

1. Distribution Group tHunga #l#lfamefudiua dmiunisiu-aduawiiiy



. & ! e ¥ o v o a £ o
2. Security Group tJungu AEUSUMUUAFNSUaE AU

NUNININTHng o Tumsuiumesvsedlylungutiu 9
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Permission Tun1sly

3
3
b B
3
3

4 3 informatics.lab

| Builtin
4 [3] Buu

a

27 informatics

o Lab-413
I (3] Server
b [Z] Staff Account
- (2] System Account
B (2] User

% Computers
2 Domain Controllers

ForeignSecurityPrincipals

= Managed Service Accounts
1 Users

=7 System Account
2 Staff Account
2 Server

2 Lab-413

52, Groups-Lab413

El Active Directory Users and Computers = [[=] 23
File Action View Help

e nE §8XECER BE 2 eETER

] Active Directory Users and Computers [AD.informa{| Name M Type Description
I [ Saved Queries 2| User Organizational Unit

Organizational Unit

Organizational Unit

Organizational Unit

Organizational Unit
Security Group - Global

Groups-Lab413 Properties

General | Members

| Member OFf | Managed By ‘

L+ I

Members:

Name Active Directory Domain Services Folder ~
P D121 tomats o Bumomsties Lo 412
1 LAB413-10 informatics.lab/Buu/informatics./Lab-413 =
1A LAB413-11 informatics lab,/Buu/informatics /Lab-413

i LAB413-12 informatics lab/Buu/informatics/Lab-413

1A LAB41313 informatics.lab/Buu/informatics./Lab-413

I LAB413-14 informatics.lab/Buu/informatics/Lab-413

i LAB413-15 informatics lab,/Buu/informatics /Lab-413

1A LAB413-16 informatics.lab/Buu/informatics/Lab-413

1A LAB413-17 informatics.lab/Buu/informatics/Lab-413

&L AB413-18 informatics labs/Buu/informatics /Lab-413

1A LAB413-19 informatics.lab/Buu/informatics/Lab-413

1 LAB413-2 informatics.lab/Buu/informatics./Lab-413

& LAB413-20 informatics labs/Buu/informatics /Lab-413

1 ADA12 91 imfarmating Lok Dus Aefamtion =k 112

< m

AT 2-10 Security Group d@msuNudeuldIndrauiamesluiesUfURNS

¥

Al 2-10 wananguUuuuYila Security ifpuaszuvas ety Jo Group-Laba13
LﬂumjuLﬂsamammLmaﬂwawgumms

Uy

2.2 nMsnmuauleuiensatatifusg 9 (Group Policy)
Group Policy Aoulgungnsetatedusing 9 Nauaszuudaansiigldnurionun

w‘%awﬁaué’mﬂﬁﬁamu AALATEUUAINIAMIMUA Policy TuiTeesine 9 Ly ﬁwm’ﬂ%uﬁ
Reglstry mwﬂ%mummwaﬂmma wnuldau flash drive [ Judu Group Policy Vg
faudBuiauidonseudnglaiuy wiosroufinnesarunsaldau Group Policy usneonidy

2 @ fAv

1. 139985 MuMT Ay Domain Controller

2. 1ASRIARNNIMD TV YT ITuGTNNeTRY 1
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2.2.1 N385 Group Policy

Group Policy Management Console (GPMC) L8 uta3oafiafifivradnniswasy
fvuaulounglfednsazain uazdsfinudnuugianlunisdans wu mahmsanuiieadu
uleung Fanmi 2-11

9 Group Policy Management - |a

(% File Action View Window Help
@ n[E Xa B

(5 Group Policy Management GPO_add and remove printer in Control Panel

4 A Fore ticslab

50006 | Detais | Seffings | Delegation

Links.

5/ Default Domain Policy Display links in this location: irformatics Jab v
-/ GPO Client Firewall .
J/ GPO SQL Port SCCM 2012 R2

The s, domaing, and OUs are linked to this GPO

Location Erforced  Link Enabled [ Path
51 User Ne Yes informatics Jab./Buu/infommatics. User

Security Filtering

The settings in this GPO can only appiy to the following groups, users. and computers:
Name

istry in {||| | 82 Authenticated Users

b 5 WMI Filters

b (5] Starter GPOs
b (@ Sites
{5 Group Policy Modeling
% Group Policy Resuls
'WMI Filtering
This GPO is linked to the following WMI fitter:
[ .
] e [ 13:51
= _5 a 7 ENG
S a-EN W [0l e o

Al 2-11 Group Policy Management Console (GPMC)

Group Policy Management Console (GPMC) @1u15aa1nuaulauiy (Group
Policy) Lileffauaszuuataulsuiaiaia Active Directory axdiSoulansifignasnstiumnFends
“Group Policy Object” (GPO) FaldifuA1n15inundesig 9 YouAanguE LY lagan
fanand 2 d@iulng Ao

1. Computer Configuration fnuaailifiuiadesneufinmes iy funualiiinng
\Jouserugunsalniouen (printer, storage) 1usu

2. User Configuration fwualiiudayddldanunsuiames wu n1sviuldau
\3asile Registry nsvuRndeenduad (udu

GPO fia$19lu Group Policy sluldenulglulaseadrsves Active Directory a¢d
GPO ﬁgﬂﬁ%ﬂﬂﬁumﬂméﬁuﬁa%ai’] Default Domain Policy fiu Default Domain Controller
Policy

Default domain controller policy t9u GPO ﬁﬁﬂmaﬁunﬂ 9 flinTe A3
Aawfiunashulawy W Mrualrsiadiulens 90 U wasivuAAUeISARY




14

2.3 Profile Mandatory

n15%1 Profile Mandatory Aa n1sivuadaydglelussuy Active Directory ol
Profile 11m15g1u (WU Wallpaper, Icon wag Folder {udu) wasanmmun Profile 1asgu
ué fauaszuuastmuasudsiiiiv Profile dliutindgldaussuu Active Directory

Slofld Sign In YaydgldRdmuadu Profile Mandatory fia3esnoufiawnes (#ld
Join Domain fUsEUU Active Directory) 3euSasudn w3osnauiinnesazinnisaiiilvan
Profile snasguiiimualiszuy Active Directory TuifuliTieTasaoufiunesiu Tnegldan
g19vhmsiiy USuud wieau unsdsunsegneuy Desktop %3elu My Documents wivdiain
4 Sign In 1WiaTesroufinmesdnads fldagnuindeildutluazmely (nnegeaz Roll
back ndulumileulu Profile 3NAsg1W) Fn i 2-12 uaznnd 2-13

a o a4 a qu
ﬂ’§m’1UﬂLﬂ§a~1LuaLaﬂ1°lI~1’1u .

AUTINYINTENTAUINA £Y

|

BiyDm

HeWp B

27 2-12 asslndlinmandied
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a o =] a ¥
nyunUaiasaliaianlyeu .

AUZAININTANTAUINA &Y

T2y
X LY
Barnm

@ s . m S ©® ® 4 B A

A7 2-13 Tanasrsianineanielmeld

2.0 ynifinusiAeades seuu SCCM 2012 R2

feruanansnguiesiiiieatiu SCOM 2012 R2 Fosdu 1 Aldlunuinusi wu
1AS9E419M588NUUUNNTTHNIILYBISTUU SCCM 2012 R2 wazlassadnsddusunissinany
SCCM 2012 R2 Talugudinusves 192Wus n29303 (2560)



<
unn 3
adq o A
BmMsatiulasuy

Tuunil filsusuinusagndmiamsduiulassnu masmunuleuelitueios
AouiwesluiesfuRnig nmsvihuuudimianisidaugensiuisiureslfiinisaouianmnes
msienendgmiviliieIosneufiamesluvesujiinisd uaznisaauaunisldeu
gonAwrd TneldszuuuinissanisnisdaAianndiunan (System Center 2012 R2
Configuration Manager: SCCM 2012 R2) vosustnlulasgons

3.1 AMFINUNUNITTIUENUS (System planning)

finvheuinusAnusluvunisindszuuujinisiuladuazsendusly
osFtRnsreufiumes aaineimsarsauma unine1deysn ieAnwguuuUnsg
UImsdanisvenswsuaznIsn1sunlatymeng 9
3.1.1 nsfingUuuunsEUIUNITIansUIsYendw Tl flues fiRns

f¥aviaudnuslidnuvinisiadissuuujoanisiulnnduazeenduad lu
o fuRnsaeuiames anrIneinisansauma uninerdeysw nuindmihaldisns
Trauszuuuftanisiulenduarsendung Inofinsuazfiulid fuatu (Masten T37indes
B$nnesiiiorinisfassinussuuiaiotns mndeeufinnoiiissiuiusidudesinlng
fuatu (Master) flannsndfuiniesoufimosjuneufiamediiu «

nsfasariuedadisdaddaulunsdiliiaiosroufinnesyn (Boot) Hiussuy
iAdetneusazeios uazdlevinisfnduieuiesudroufinmesnnaioduies fidnsd
srvuUfanisiulaaduazsenduriiviieutunniades Tnenshndeiiuadetistuas
ansnsovildadeay 20 iwdomieuiy

osnaufiunosluiosu fiRmsrgnindarensiuag Deep Freeze Miftonsanin
i“wﬂgjﬁaﬂ1i‘iuimaéLLav%vxlﬁmﬂﬁmﬁamﬁm mmﬁ%ltf’flmmﬁxqﬁim‘%aamﬁgq/aau
godwaslafny nsudloduagligniuly mamﬂmﬂiamavmmim Fefumngguaseuy
Fosnsfindarendasifiusznianentuasdoshnisfindefiosedes warldaulunisfings
Wugauann
3.1.2 mAneidgmiilreufianesdn

finvhaudnuslimmulgmieiesnsuinmesluies foRn1sd1 91ne191569
USnwn fanvhaudnusliinedosmeuinmesuiitiyvuinsnsilaemsldindesiiens o
YU

1. Lansweeper TUsunsudrsgendminaunmelueiesmeuianes

2. System Explorer JUsunsunsinaeunisvinauveslusiea (Process) #ing 9
vhaueguuaIesnoNfianes
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3. NetCrunch WMI Tools Tswnsumsdieseiiwesia (Services) fivhenliiaios
ADURILADT
4. TCP Viewer 1Usunsunsivaeunisinauvendnisa (Network) neluades
ARumesIlnssunsedeyasanlugdumesidaneuenialy
5. Task Manager TUSLNSUATIVEDUNTNNUYBIB15AREN (Hard disk) BNGELE
AoufimeslusznineiinIewinuiiniseruniol@ouainwesia (Services) lathafivinla
g1$aRar (Hard disk) Simsvemanniusasilfiasesmeuimeidas
3.1.3 unuaulunisetiueu
3.1.3.1 MIINUNUAITVINUTENUS (System planning)
1) M3fnwgULUUNSTUIUMSIANsUIMsTeAwas Tl e sUfRnNs
2) Myiasidymiviilvreufiamesd
3.1.3.2 NNTBRNLUUTEUU (System Design)
1) MseonkuvasunIunNsldugendLIsluelfufinisneuiames
2) N158ONKUUANTNNITNAADUNSTINUTBLATeIRaNRIMDS nouwazIa
UfuRnutinug
3) PONUWUUITUULATOUY
4) n1590nUUUlASIAZ195EUUUEMTINNSNSReAandIuNaNg (System
Center 2012 R2 Configuration Manager: SCCM 2012 R2)
5) mslduszuuuimsinnismsseaanaiunans (System Center 2012
R2 Configuration Manager: SCCM 2012 R2)
5.1 MsinseszuuURtRnsiuladeiumaszuy SCCM 2012 R2
5.2 M5 deploy wevldusluiieesnoniumesluriosufiinsg
5.3 NM35USuUTe (Update) Fulmidni@sniiaes SCCM 2012 R2
5.4 N35USUUTe (Update) MWsunsudesiulida Windows Defender
5.5 ns3lunlufiiadesnauiiumestitussuu SCCM 2012 R2
5.6 N3NNIV
3.1.3.3 M3ARRILALAIAISTUY Active Directory
1) vy Organization Unit
2) msfmuanguuleuie (Group Policy)
3) N13911 Profile Mandatory
3.1.3.4 M3ARRIUaTAIASTUU SCCM 2012 R2
1) MafiaReszuy SCCM 2012 R2 i@$ulnasgudeya (Database site)
2) MsAnRasEUU SCCM 2012 R2 i@3nlaeindn (Primary site)
3) N158519 Boundary
4) nsaenguAsuiuneslu SCCM 2012 R2 (Device collections)
5) nnsAnds Agent ﬁLﬂ'%laQﬂauﬂamaﬂuﬁaaﬂﬁﬁ’ami (Client setting)
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6) N3 deploy @oMALAslUR Collection inFasnonfiunesluviosjifns
7) M3ald PXE on Distribution Point
8) N1sHeATIdIUNTS Deploy s¢uuUUuAnns (Operating system
deployment)
9) MssaFdruNIMUANIINNINSzaring (Helpdesk remote assistance)
3.1.3.5 nadauseuu SCCM 2012 R2

3.2 N1999NLUUTEUU (System design)
drniuniseenwuuvedszuy negdaviauinuslduuimsinuesendu 5 du

adl

1. M3eenwuvasuaunsldnugendwsiuiesujuiinsneuiunes

2. N1998NKUUAITNNITNAFBUNITNINIUYBLATOIABUNILA DI NOULATNAY
UfuRnutinug

3. NI0RNKULLATEUNY

4. 11390NWUUTATIES1NTEUVUINITIANITNITRIAIAINEIUNEIS (System
Center 2012 R2 Configuration Manager: SCCM 2012 R2)

5. msldnuszunUImssanisnisaaAaIndIunans (System Center 2012 R2
Configuration Manager: SCCM 2012 R2)
3.2.1 mysenuuugsuaunsidnugendwsiuiejifnsreniunes

n1seenLuuasuaIunsidurenduisluiosujiRnisneuiiames 1unis

28NkUUAITIINNTIUINTENALITIUTRIU  URN SAONTINES AN INITaTauLA
uAnendeysm ielddsuinanislduaslilivondniusazviavesorasdgasuus
agviuluangineinsansaumna sninerdoysni ethluasunadiuiuvesnisldau
gofiITusardin uarfinnsanaunisinsaeensiuasilaiigldou fuandumanuan n.
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3.2.2 N1398ALUUMMININAGEUNTYNUTBALATBsAeNfalne fioulasnd U fRY
fiwug

nsUszdiunanisitnuvesaiesreuiamesluiesy fUAnns neunaznds
UfvRsuinug ielvimsuisszansainnounagndainisu joRnuinusveinios
poufnosiimane Taauseidiudail

1. nageuszoznafiszurUfiAnsiuladndeuldou fnsed 3-1

2. nageuszazafivedInTorldou (Hodenld) dmsed 3-2

3. MnAoUITLEIATiRAs e NFLsluRe RN Mmenadi 3-3

4. veaeumsSuLleuean Active Directory famns1eil 3-4

5. na@ou Profile Mandatory Fapn571971 3-5

M3 3-1 As1mRERUsEEEnaNszuuUURAN Il sdan el

' 1Y) o o 9]

e naumsuﬁ'l'u{ltumm%mm naansunlutgwiniesdn | _ ca .
STUUUUANIS v o~ v m Amduivesidus
LaTlE Guad) Ladils Gund)

M1 3-2 AS1MRERUSEYEaTTeNdsnS ety (Wesunld)
. o . . | Aoumsudletiguiaiesdh | ndamsudleligmiedesin Amdu
dwu | Jovenwduas - - o . e,
LadilE Guad) nadild Guadh) wWoasigus
2
3
MT197 3-3 MTeEeUTEEgaAaRmeiLI e RS
iy dogaiduns uAlng STUUAY SUU SCCM 2012 R2
(MB) nanilld i) Lanilld i)




AT 3-4 MITNNTNAFDUNNTSULLEUIBIN Active Directory
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. o | TEMINguUlauy
a1nu . Computer
(Group Policy)
1 1 2 5 6 8 9 10
2
3

3197 3-5 AsreVAEDU Profile Mandatory

. g d
IMUIUANYINAADU Profile Mandatory

o FeinIosneuiiomes
1 2 3
1| Lab413-10
2 | Labd13-20
3| Lab413-30
4 | Labd13-40
5 | Laba13-50
6 | Laba13-60

3.2.3 N1599NKUULATDYNY

IANIINITAIAIINAIUNATN (System Center 2012 R2 Configuration Manager : SCCM

AanvinuinuslaisuesnuuussuuATeT el uaenAdasiusTULLIIG

2012 R2) lnglas9a51900958 UUTNADIMININTODNLUUABNITOBNWUUSEUU Active Directory

NN39BNKUUTEUY Active Directory Aen1seanwuunsdniudeyavesdiuusznousing 9

i Yydldau Yadneuiiumes Wudu lnenisudadunguldun desufiRinisreuiunes

413 JwieslfuRnsienignldnaaeuassil wazngudld iielidiesanisivunngy

wleune (Group Policy) NidawasienauiiunesluresUjifinistu q uaznaudly denmi 3-1

N1598NWUY Active Directory dmsunasUfjUiAn1sAauiinges AeIngINgansauLne

UNINYIRBY TN
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Informatics lab
ARy

‘ m Buu CU
‘ m Informatics OU
m Lab-413 OU

Server OU

Systemn Account OU

Q
Q
33

Computer Group

AT 3-1 NN9PRNUUUTZUU Active Directory

3.2.4 MsooNUUUTASIESTUULIMIIANSNSRaAI9InEIunans (System Center 2012
R2 Configuration Manager: SCCM 2012 R2)

nsoenuUUlASE3IsEUULS NSNS NsReAN1ndIunand (System Center
2012 R2 Configuration Manager : SCCM 2012 R2) ffdavihanufinuslaldindoadimies
$1U 2 1583 Usznaume ndeudsninesdmiu Active Directory wazin3aadsniaes
dmsu SCCM 2012 R2 Fanndi 3-2

ﬂ’]‘W‘ﬁl 3-2 N3eRNWUUlATIAS1S SCCM 2012 R2
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eavidunvetiasdilaesanaind 3-2 Uszneulude

1. AD Server fap3aai@sniiosdmsu Active Directory ¥intinfilun1susnis
N3 Yeydeld (User) Unymeuiiaimes (Computer) wagn1siviuanguuleuis (Group
Policy) Bnvsdavinmiiilunissivuauasiulusiag (Profile) dmsutnyddldlunisldam
ADURILADT

2. SCCM Server Aaipsandsnnesdmiussuuudmsianisniseaaindiunans
(System Center 2012 R2 Configuration Manager: SCCM 2012 R2) wamtilunisuinng
FamsedmanduiiAulndsenduiisne q fiazsiinis Deploy TWieSesnaufinmes wazi
wihidugudeyaidaifiuneazidoaveaniealfidu aiaveaniosmeuiinmes Ju 8ve
LazgNALITSIAN LasHusng 9

3.2.4.1 Teasidoandendinies

8azidunvanAIoudsuinesUsenoudie 2 @i Aedudl 1 uanisvazBunves
A30uFSNI8S AD uazdull 2 wansruanBunranadendinines SCCM Fim1sneit 3-6
LAZANSIT 3-7

AN5199 3-6 MNTILARNISITALLDEALATDUTSNINES AD

AD Server (1n389U3msdanTs gldeuuazimunulauie)
seuuU{URNS Lulpsgondiuladidsnies 2012 R2
NIBAIUIN 8 GB

ginnan C: 100 GB

ANS197 3-7 ANTILARNISIUALLDEALATONTSNIDS SCCM

SCCM Server (in3smanlun1susmssnn1sseuy SCCM 2012 R2)

sxUUUHURnIg Lulpsgondiuladi@snies 2012 R2

PUILAIIUDN 16 GB
gsaRan C: 300 GB




° o
3.2.4.2 mifmundeirdewuarlof

Yo o a v o =~ = S o o d' ac s a o
Q%ﬂ%ﬁﬂﬂuuwuﬂﬂﬂWMUW%aLﬂiaﬂLLavaa‘W FANNTULATDIUYINLIDG WisﬂUﬂqimﬂfﬂ\‘i

55UU SCCM 2012 R2 §39n51991 3-8

= ° = < =~
A58 3-8 MTLERINSITUAToLATsLaylaf

Foiedos Towau lofl \@ined
AD Informatics.lab 10.80.5.11 Active Directory
SCCM Informatics.lab 10.80.5.14 Primary Site

3.2.4.3 A1SAIUANSRIAAT DU INNeS

A¥avinaudnuslanivuanisasanaIodsniesdmulauigigiy
Gateway , DNS wag Subnet mask f91519% 3-9 Lagm15199l 3-10

ANS199 3-9 MITAPUANITHIAIEINSULALLY

Domain, Gateway, DNS, Subnet mask

Folamuiigngu Informatics.lab
Gateway 10.80.5.11
DNS1 Server 10.80.5.11

Subnet mask

255.255.255.0




A15199 3-10 MITANMUANITAIANLATDUTSNIDS
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° Y o
MYUANITAIALATELEINIBS AD

Az SaAIes 18312035 Active Directory

A uAnsS AMEINEINITATAULNA

Fo3oadsnies AD

lofiiedas 10.80.5.11

Subnet mask 255.255.255.0

Gateway 10.80.5.11

DNS1 10.80.5.11

ﬁiy‘?iéﬂ:ﬁ NAdministrator

TRANIY XXXXXXXX

fmunnshernieieadiniaes SCCM

enziEtnides 185Mesnan SCCM 2012 R2 (Primary Site) was
Databases Site

anuiinnn AREINYINTATAUNA

Fo3nadsiies SCCM

lofiidas 10.80.5.14

Subnet mask 255.255.255.0

Gateway 10.80.5.11

DNS1 10.80.5.11

Unyr L \Administrator

AN XXX

A
Y

3.2.4.4 nsmvuadgy N tua

Tudruvean1snInum

[

AV ULNUS AR UAGINNT1N

1 4 a/

SARNudMSURRARISEUY SCCM 2012 R2

¥ % 1

VULALINAN

v
v
Y

v A

Uy

o

3-11

ol

U

NudmSURAGITEUY SCCM 2012 R2
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M13N 3-11 anseivuadnydylduas swanu

Uyl *sWanu Tgasidun
, Todmsuusuasasng o Tu
adminsccm HXXXXHXHXHKHKHKXXXXXXK
SCCM 2012 R2
. lgdwiuinadluasewldiie
admininstall SOOXXKHKXKXKKKKK 2
W Agent
. lodmsuneseauan
adminreport XHXXKIKIIKIKXKXKX Y
Futoya
. 198 m5un1s Remote
adminremote XHOKKIOKXHKRKXKKXK 4 )
Desktop LA389 Client

° 1 1 " a .
3.2.4.5 AvusatlefiaIetiawnsssrsuiimeslu SCCM boundaries

Y v o

AInvinuinusladsiavieslfiRn1sreuiinosueine IneIN1saNTawNeA

e

WNINIRYYINT WAz UnNAUIRImMTNTIveIANEINGINTANTAUMA UM INUSTIYTN LD
Junsuduisaslefivesasesrauiunesiuiesufifinis dwmsed 3-12

a a | = a v a va
BTN 3-12 G]’]ﬁ’]\iLL?WNT]EJagLE]EJWGZYNVL@WﬂE]@JW'JL@a%‘luwaQUﬁ‘U@ﬂqi

%231A39978 (Range Network) s7waziden (Description)
10.80.5.11 \A30d0s AD

10.80.5.14 A30AdsTNeS SCCM

10.80.48.1 - 10.80.48.255 in3snaniumesluiesfiinig 413
10.16.68.1 — 10.16.68.255 \A3DIRRLRIRESE S UNAdDY
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325 n15l8ussuUUINIITANITA1TReAI9 I ndIUNETY (System Center 2012 R2
Configuration Manager: SCCM 2012 R2)

finvhauinusuisnisldnussuuuimsdanisnisdedinindiunatoen
(SCCM 2012 R2) i 6 du il

1. MafaseszuudiRnmsiulmdiiunisszuu SCOM 2012 R2

2. 113 deploy gedwIsluiiposneufinnes

3. MIUTUUT (Update) Julaadaini@siiies SCCM 2012 R2

4. nMsUFuUgs (Update) Tusunsudesiula¥a Windows Defender L3 a4
B nefuaiaiesreuiiumeslurosfjiins

5. Mlunluiiedosreufimesluiesl fuRnissinussuu SCCM 2012 R2

6. M3L38NYINLIU

3.2.5.1 M3ARRsEULURTRNTulmdMesEUY SCOM 2012 R2

Rz uUURTRNTILladRuNI9sEUY SCOM 2012 R2 fguassuuasdas
wiseylnaauatuAsszuuUfURNMAulad 10 Inetilwdsusuunnlilussuy SCCM 2012 R2
uéda deploy lUfuaTosmauiimesfifosnts Tngnsssy MAC Address Tu VLAN fne
¥dm3uns deploy szuuufcng danmil 3-3

=
& MVUAGIAUNTIRART

\ AaTteeIluveiRn
Hauaszuy
\ SCCM 2012 R2 !ﬁ

= C2i
-

150 Awunsanm

suvljianmiulal
]
—-—.. Irtdszuuijismaiuler]

A 3-3 nsfnaszuulfoRnmsiuladinuszuu SCOM 2012 R2
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< o o a <38 v

3.2.5.2 M7 deploy TawiwasluninTesneuianedEly
n135 deploy wonAwasluTaTosldiuszuy SCCM 2012 R2 fquaszuudes
wdsulildeenduafliiszuy SCCM 2012 R2 aMnwuds deploy wowduasludanguiadas

ADUNADSIUNMLNY FININA 3-4

AmnrmeilumerUfjinns

SCCM 2012 R2

Distribution Point

N

2/

garlauld

e
4 l Fallback Status Point
fAuaszuy

InlavenAuas

A7 3-4 N5 Deploy wonAwIslUSuATIRBNTIINDIHLY

3.2.5.3 M3UTUU§ (Update) Iulmdanni@iniaes SCCM 2012 R2

n13U5UU59 (Update) Fulaadanni@sniies SCCM 2012 R2 {oUaszuufed
AmuaAszezaIdmsunsenen Taglmadsniies SCCM 2012 R2 viin1sanauluantng
dnananivledlulasgendlaenss (1w WSUS) dauaszuuldiivuauleuieainssuy
SCCM 2012 R2 sivinssmanludaedesnoufiameslurosufinismniungiaud ran

13:00 WIRAT FINTNG 3-5

O
\ - Wsus

Aauffamesluvenfiwns

AW 3-5 MIUTuUTa (Update) Fulmdanni@sines SCCM 2012 R2
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3.2.5.4 NM3UFUUT (Update) Tsunsutlesiuila$a Windows Defender La3es
1Bneduasiriasneuimesluiesufuins

M3UFuUse (Update) Tusunsutesiulada Windows Defender gauassuusias
AmuaA1sEezIa1dmsuNsemen laglvdsniaes SCCM 2012 R2 anduluanlnadnan
nnivledlulasvendlaenss (i WSUS) douaszuudesimuaulouieainssuy SCCM
2012 R2 i ssmanlugauniesneufiunesluviesufiinismniu nai 13:00 uiitn &

AN 3-6
Microsoft Update
E WSUS aavimasTuda RS
SCCM 2012 R2

- I
e : i
—— " mmj

Ividdmiem Defender

A 3-6 MIUTUUTa (Update) Tsunsudlesiulaa Windows Defender

A A I~y a e 1
3.2.5.5 MsslunluninsasneiamesiuiesjiRnisiseuy SCCM 2012 R2
nsslunluiiesesneuiianesluriosuuinsuiussuy SCCM 2012 R2 (s
sruufBInvuaulevIsuazdnsnisslunluinissreiiunesluesfuifinig uwaslledyd

Aldlussuu SCCM 2012 R2 Hanslunisslunudiazarunsaslunluduniasnouiiaines

Whvinele fanIwd 3-7
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pauiweslueUiRns

SCCM 2012 R2 !E

i -
dv— 0 — S [ ~ Wi

figuaszuy Lo
vy Remote Desktop ATIVADUEAND Remote Desktop !E

N\
X v

Al 3-7 msSmluiiedosneuiumefluviesufuRnmsriussuy SCCM 2012 R2

3.2.5.6 NM93UNYITIBIT

AALATEUUAINITOLSTENATIEUAN 9 31NT8UU SCCM 2012 R2 16 Tnenns
Fongsenuazyinfiiaiesidn (SCCM primary server) Gsanunsaliongsosusing 4 ety
iwmuqﬂﬂiaﬁﬂauﬁama% (aLUmﬂ%q, q'u, ?jﬁa) NPUTDNALIS  SIHUNITASIVADU
a0uynns deploy TUsunsuwensuag (Judu fnwdi 3-8

peauTmaluianlfjirnTg

SCCM 2012 R2 !E
& Management Point
r e Fallback Status Point : = --
it 4 Bln =

Asset Intelligence Point

.
fauaszuu

M9 3-8 NTTUNYTILNY
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j 4 j 4
1 . .
3.3 N1IANAILATNIIAIAIIEUY Active Directory
N15ANAILATNITAIAISEUY Active Directory Hanving1utinustadninisnis
AnAdlazn1susuwsiaaeig 9 Tlunianuindanisei 3-13

A1519% 3-13 AT NTILALBYANIIAARIILUU Active Directory

Teazdun i
NsARRILAZRIANSTUY Active Directory 61
AL Organization Unit 71
nsmuuaulauiy (Group Policy) 73
n13911 Profile Mandatory 77

} 74

3.4 MINARIUAYAIAITLUY SCCM 2012 R2
A15RAGIUAZATIRIAITEUU SCCM 2012 R2 A3nviudnusaesiinisidanis
THnuredia (Service) shee Mdudermumbesfudounmsinfsszuu SCCM 2012 R2 Tag
FlUT Service Manager v3iulmddinnesiifuniasfiorindassuy SCCM 2012 R2 19
¥insiden roles and features fal)
Web Server (IIS)
WebDAV Publishing
Health and Diagnostics
Net Framework 3.5 Features
HTTP Activation
Non-HTTP Activation
.Net Framework 4.5 Features
ASP.Net.4.5
HTTP Activation
Message Queuing (MSIMG) Activation
TCP Activation
TCP Port Sharing
Background Intelligent Transfer Service (BITS)
Remote Differential Compression
Remote Server Administration Tools
SMB 1.0
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CIFS File Sharing support
Windows Server Update Services
WSUS Services
Database
User Interfaces and Infrastructure
Management Tools
IS 6 Scripting Tools
IS 6 WMI Compatibility
Security
Windows Authentication
Windows Deployment Services
msfinfauagnIsReANsEUY SCCM 2012 R2 fdavhauinuslddariisnisfnds
wazMsUTULAsAng 9 Pluniarwindmsed 3-14

AN 3-14 M1T9518ALLDUANITANAILALNITHIANSZUU SCCM 2012 R2

wazdun i
n3AinsasEUy SCCM 2012 R2 L@Slnasgudaya (Database site) 84
MSAAGISEUU SCCM 2012 R2 W@$ntaedndn (Primary site) 95
N158319 Boundary 127
nsasengumeuiimeslu SCCM (Device collections) 134
n3fnda Agent MesesnoufinnosluviesUfiinng (Client setting) 142
n13 deploy @awslaslUf Collection LAdasmaniiumeasluriosufifns 162
n131Uald PXE on Distribution Point 173
nsRaAEILNg deploy s¥uUUUANNT (Operating system deployment) 183
mimuqm’mmﬁwﬁﬂa (Helpdesk remote assistance) 207
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3.5 Mnedaussuu SCCM 2012 R2 (Testing)

N1INAFBUTEUY SCCM 2012 R2 {inviaudinusviinisnaaeunaunisidany
w3luesfiRnag fail

1 vagauns deploy wawiuwasluduniosnouiinmeslurosjinns

2 naaaun13 deploy srUUU{URNTIUIAE 10 Tuduadesnaufinneily
o uRns

3 neaoun1sdwanlusunsudesiulafa Windows Defender lUgaiaoq
Ao wmasluRIU URANS

4 ageun1TENanszuuUfUAn15Iulaad 10 luduadesneuiinnesly
WosUuRng

5 Wﬂﬁ@Uﬂ?iL%EJﬂﬁ\]i’lﬁlﬁu
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una 4
NANTISANIEUNY

P o

AIAIN U TN US AR ENUALUALNTYIUENUEURITEUUUINITIANITNNS

$9AN1INAIUNAN (System Center 2012 R2 Configuration Manager : SCCM 2012 R2) Lag
Tamanisaniuau aall

4.1 nemassitgmitinirenfiamesih

Aanviutinuslaineuiimeivesisslfuifinisaeuiines AugIngIn1s
ANTAUNA UMINYIALYTNN udasgidymiiliiadesiinudn nudinisieuves
gsaRanvaaninInouinmosiiniseuuazieudeyasgnasaan Inewesidusinisiay
yoag1$afanegil 100% Wararu 100% Wunaiwiundt 10 unfiduainnisidanies
penfiawesldoudinnd 4-1 mndudesiduinsiauresensadatazdey o anasianin
7l 4-2 gﬁqmLmﬁv‘fﬂﬁmiﬁwmmaqaﬁmaaﬁsﬁuﬁﬂ 100% fietsil

1. CompatTelRunner \Uulusiwa (Process) NM5¥91UU89N15ATIEDUALLLN
fuldvessruulfoiniulmdiazyinssmen

2. Runtime Broker tdulusiaa (Process) itaelunisindesenineneuinnes
ay Windows Store %ﬁﬂﬁﬁ’mﬂu“uaﬂ Runtime Broker agldUszanes 15% vosu (Ram)
e

3, Superfetch WWuiwedia (Service) ansn1sldumensuasidntudes o
LazazyhmsIndiasuussafaiuasusy dnhliinissuuasidousguusninfarnasniian

AW IeRU ganvinuidnuslaUaigesia (Service) waglusiva (Process)
wdmuinadesraufinnesinisinnuvessnsafadlife 100% wazvildszezinanfile
w3nsnaufinmesuaznionlfiuanaegudiuldtn famnse 4-4 nanisnadeusTazIAd
seuuUURnsiuladnsanldanu



152 Task Manager - m] *
File Options View
Processes  Performance App history Startup Users Details Services
10%  23% | 100% | 0%
MName CPU Memory Disk MNetwork
[ Antimalware Service Executable 9.3% 1003 MB 1.1 MB/s 0 Mbps "
Service Host: Unistack Service .. 0.1% 2.7 MB 0.2 MB/s 0 Mbps
[35 System 0.3% 0.1 MB 0.2 MB/s 0 Mbps
Windows Explorer 0.2% 184 MB 0.1 MB/s 0 Mbps
@ Equitrac Messaging Client (32 b... 0.1% 10.2 MB 0.1 MB/s 0 Mbps
) Deep Freeze service (32 bit) 0.1% 8.1 MB 0.1 MB/s 0 Mbps
Service Host: Local System (18) 0.1% 17.1 MB 0.1 MB/s | 0.1 Mbps
€ Document Routing Engine plat... 0.2% 23 MB 0.1 MB/s 0 Mbps
Service Host: DCOM Server Pro... 0% 5.3 MB 0.1 MB/s 0 Mbps
Service Host: Local Service (Net... 0% 12.0 MB 0.1 MB/s 0 Mbps
[ Intel(R) Dynamic Application L... 0% 0.1 MB 0 MB/s 0 Mbps
[5=] Deep Freeze DF Locker 0% 0.7 MB 0 MB/s 0 Mbps
=0 Spooler SubSystem App 0% 5.0 MB 0 MB/s 0 Mbps
[55] Local Security Authority Process 0% 3.8 MB 0 MB/s 0 Mbps
Service Host: Local Service (No ... 0% 94MB 0 MB/s 0 Mbps
[#85] Runtime Broker 0% 14 MB 0 MB/s 0 Mbps v
Fewer details End task

a ° s a = a saa A v
AN 4-1 mimﬁ’]ummaﬁmmarﬂumia\iﬂamwaLmaiwuﬂiy,mmiaam

1F2l Task Manager — O X
File Options View
Processes Performance App history Startup Users Details Services
3% 16% ~ 80% 0%
Name CPU Mermory Disk Metweork
[55] Microsoft Compatibility Telemetry 2.2% 16.8 MB 2.9 MB/s 0 Mbps a
[%2] Runtime Broker 0% 145 MB 0.1 MB/s 0 Mbps
Search 0% 62.8 MB 0.1 MB/s 0 Mbps
[55] System 0.2% 0.1 MB 0.1 MB/s 0 Mbps
Service Host: Local Service (Metwork Restric... 0% 13.2 MB 0.1 MB/s 0 Mbps
[#5] COM Surrogate 0% 21MB 0.1 MB/s 0 Mbps
Service Host: Windows Image Acquisition (.. 0% 1.7 MB 0.1 MBfs 0 Mbps
appmodel (2) 0% 71MB 0.1 MB/s 0 Mbps
[55] Local Security Authority Process (2) 0% 3.8MB 0 MB/s 0 Mbps
@) Paint 0.1% 22MB 0 MB/s 0 Mbps
Windows Shell Experience Host 0% 21.5MB 0 MB/s 0 Mbps
Windows Explorer 0.1% 157 MB 0 MB/s 0 Mbps
:afﬁ ‘WMI Provider Host 0% 1.8 MB 0 MB/s 0 Mbps
Service Host: Local System (17) 0% 15.8 MB 0 MB/s 0 Mbps
wsappx (2) 0% 3.6 MB 0 MB/s 0 Mbps
[8=] Desktop Window Manager 0.2% 18.6 MB 0 MB/s 0 Mbps e
Fewer details End task

a ° s a d' a saa a Y
AN 4-2 ﬂ']ﬁ‘V]'N']uGU@QﬁqiﬂﬂafﬂULﬂiﬁNﬂ@NW’JL@@ﬁmu{jﬁyﬂql’ﬂiaﬂﬂqﬂaﬂ ‘] anal
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4.2 wan1svinkuvasuatun1slgrenduasluriesuianisaeununes aus

MNTANTAUNA UNTINGIREYTNY

nMsvhuuvasuaumsldnurendualufesjiRnisrouinmed leldd11a
Ysununistduazlildganduisuravylinveto1asdgaaundasinu Han15d1579969
51991 4-1

M5791 4-1 asuranisviuuugeuny

G 1
IUIUFAUNYIUAZADULUUAD UL 10 AU
SruauTeNAL L 78 318n13
SnnurefsTidneonaInTensAndaLAL 24 318AT5
Sugendudilduassdudesings 54 318n13

NNA997 4-1 giavhauiinusasulainnmsiuuuaeunuiuenansdgasu
314U 10 MUTTWIUTINALISNULALTIIUINUIY 24 GaWALITIIN 78 YDNAWIS Lol bu
€ U a gj 1

a a = ¢ &al ] " O o v oA X A ¢ a
\ATesneuiinesfeRnntegdeonduisnlilaldanumaturilldesiiunivuaiiafanty

o
U o <

a ¢ a A o v A a & o Y A v
ABUNILABDT E]ﬂ‘VNEJ\TE]'V\]LUUﬂWLW@ﬂVIWIﬂLﬂiaﬂﬂ@MW?L@@iVlN']u‘U’]E]ﬂGYJEI

4.3 nannadeuUMTYnUTeATeneNfmesiouLas i TR NS
NANITNAADUNTVNUTBLLATBIADNR RS NauLasnAIU TR uTNuS
f¥avhauinusldutsianismeaouaendu 4 daw il
4.3.1. HamIneaeuTzEzaisTuuUATAN Tl dnsoul ey
4.3.2. HanmIveaeuszezanfiveniuinienldu (iledenld)
4.3.3. nansvadeUsTEzIRTRnswenRwa RS
4.3.4. an1snaaaun1ssuulauiean Active Directory

4.3.5. ian13negeu Profile Mandatory
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Aanihaulinusladunamawilanissneuiamesauisianssuuuiianis

ulpdndouldau (neunsunladgniaisstilaznasnisunluniesdi) Ingviinisageu

FIUIU 3 AST LATUIIAG 3 ASIUVNANBRAYAIAITIN 4-2 WATANSIN 4-3 WIDUNIUDNDY

PunuesiduinianamwesszeziaiszuuliRnsiulmdnseuldau dinnsed 4-4

M50 4-2 szeznamsvuuljuanseuldnunisieunisuilelawiesestn

z g g
e A~ NAATIN 1 | 1IA1ATIN 2 | ARSI 3 | Ave.
seuuUfiansiuland 10 . . . :
(min) (min) (min) (Min)
neunsunladgriasosd 14.49 4.11 7.53 8.71
3197 4-3 speznafisruulfiandenldnunmdnisudladyvieiesti
A T T
aem At NA1AIN 1 | 1IAIATIN 2 | 198RS 3 | Ave.
seUUUfUAMsuland 10 , , , ;
(min) (min) (min) (Min)
wnaansunlatymaiosd 2.00 1.57 2.00 1.86
MT197 4-4 szegnaiszuufoRnTiuladndenldo
SUUUARAS Aeunsudledgmiaiesd | udinsudledgmiaiesdi anas
il nanilld () nanilld (i) (Waesidus)
Windows 10 8.71 1.86 78.65

311715199 4-4 Mg Iainauiinug aguladnssesiiainssuudisnag

Julardnsouldarunsunisudluasost1dnduaiiads 8.71 U1 wazszeziiand

szuuljuanisiulardniouldundenisuiluaiesirfndudiade 1.86 urd anas

78.65%
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4.3.2. namsnadeusveznafivendundenldeu (Hedenld)
finvhanuinuslimaaeuszeznaiiZenlduondusuazfunartounisudle
Jmiedosti wasndsnsudledgmieiead Wusuou 3 adh wasthinanimadeuiis 3
afariadedinnaadl 4-5 uagmied 4-6 niouavenisdiuiudesifudnisanasues
szovnanfidessenaurendniniesliny dsmnsned 4-7

A15197 4-5 SzezraNvaniIsnSauldunNauUNISLALULATEATN

.o | Hoverduag iouns | naiefil 1 | naededl 2 | taedii 3 | Ave.
anu 4 v

utlvtgymiaIesth (sec) (sec) (sec) (sec)

1 Word 6.40 53 5.36 5.69

2 Excel 7.08 5.38 5.37 5.94

3 PowerPoint 6.16 5.53 4.53 5.41

il Scratch 5.27 4.92 4.23 4.81

N PN ¢ s v v Y] = v
B39 4-6 5883L’Ja']‘VlstE]‘V\JG]LL’JiWi@NSL%QWUMaQﬂqiLLmGULﬂi@ﬂ?ﬁ

s Hovordurs ﬁé’amsuﬁ‘l'u hanadd 1 | nane$dl 2 | needdi 3 | Ave.
Ugmia3eetn (sec) (sec) (sec) (sec)
1 | word 4.93 4.36 4.18 4.49
2 | Excel 5.47 4.89 4.82 5.06
3 | PowerPoint 2.93 3.56 3.14 3.21
4 | Scratch 3.78 4.05 3.61 3.81
91971 4-7 sspznaiivendwisndonldiu (fodunld)
Aoumsuiledgm | wdamsudludgm
anu doverisuas \A3oedn \3oedn aﬁ,]m .
Lanfild Gundl) Lanfild Gundl) SIS
1 | word 5.69 4.49 21.09
2| Excel 5.94 5.06 14.81
3 PowerPoint 5.41 3.21 40.67
il Scratch 4.81 3.81 20.79
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NAN5197 4-7 ffiavhauiinus asuldimdsaminsudluedosnoufiamnes
Wd szeznanssonldurenduas anasnieunisudlutymedesdn Tnevensdwsaild
nananawniianie wemiuag PowerPoint lflnananas 40.67% uavvewdwasiliinaianas
touflanfovoniuag Excel THananas 14.81%
1.3.3. nanTVAdeusEERATiARRgendwa Tl RN

A15197 4-8 uARIIEEELIAINITARRITENARISTLAT o R NTRmesly
HosufiRnsduau 59 wedes Taegdavhouinudlifunaildfafwondinsuvussuuia
(14 1 AuRnsensiuaiil 59 1es) uardunanillifadmonduaslngldszuy sccm 2012
R2

a a o ¢ s
M990 4-8 28LLIANTANFANYBNALLIT

. o . . aunlng STUULAN 5¥UU SCCM 2012 R2
a1y Hovensiuas - v,
(MB) Laild (i) Vaile (i)
1 | WinScCp 10.3 8 2
2 Putty 291 9 1
3 Node.js 12.1 54 1
4 | StarUML 47.8 20 5
5 |VLC 49.3 39 2
6 | Gimp 112 22 9
7 | MySQL Workbench 58 50 6
8 MySQL Server 172 64 20

d' ! aa g.’/ (3 6 4 a va v v

M13199 4-8 wansinszugaInfansrenAwIsluiesuiin1s arevdenisld

52UV SCCM 2012 R2 taeninszuuiinegiaiiuladn viilillosainszuy SCCM 2012 R2 14
szuulinisa (Network) Tunisfnsssenduasdsfimnuiilunsaeloutoyasgf 10 Gbps

warvanunsaaeloudayagerldwisiudaueiesnsuiiamesluienfiRnisennuss 1 Gbps
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4.3.4. nan13aaauN133uUleu1saIn Active Directory

o

HaN1sNAaaUN1sTuuleuIeaIN Active Directory KInvnaudnuslaviinig

Amuauleutengy (Group Policy) 91n5¥UU Active Directory kagyinn1sdunaaaunissy
Wleue lagdu 10 LATEY 210 59 LATEA F9AN5199 4-9

A1519% 4-9 n135UuleuIBaIN Active Directory

AU F1emInguuleune (Group Policy) i
112|3/4/5|/6|7|8|9]|10
1 Prevent addition of printers VIiVIVIVIV|VIVIV|VIV
2 | Prevent deletion of printers VIV VIV VI VI VIVI|V]V
Remove links and access to Windows VIVIVI VI VIV IVIVI|VI]Y

Update

<
<
S
<
S
S
s
S
S
s

4 Remove Network icon from Start Menu

<
<
S
<
S
S
s
S
S
s

5 | Turn off the Store application

<
<
<
<
<
<
<
<
<
<

Hide Network Locations icon on

desktop
7 Prevent access to registry editing tools |V |V |V [V |V |V |V |V |V |V
8 Remove Change Password VIiVIVIVIV|VIVIV|VIV
9 Remove Lock Computer VIiVIVIVIV|VIVIV|VIV
10 | Turn off desktop gadsets VIV IVIVIVIV|V|VI V|V

MTNA 4-9 WANTMNIATRIABNTIADINNANGINT NI 10 1ATBY AUTDTY
nauuleuI8NITTUY Active Directory LanniATeY HAKATEUUANNNTANTIADUNAANS LAFY

AT 4-3
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M9 4-3 M35unguuleunean Active Directory

4.3.5. ian13nadau Profile Mandatory

Y [ a s &

HIAvIUdnusnagouaun1s sign in UyTnldndu Profile Mandatory wag

Y kY
4 12

a519ldanunng q Mandueadfevnarly My Documents 90 W9 4-4 Lagn i 4-5
9101 Sign Out Yeydldeanainasufinmasuas Sign In Uaydgldnimuadu Profile
Mandatory 8nn5e nuinlndsumng q Aliudueainey (Desktop) waglu My Documents

Huygly fanng 4-6 wazn il 4-7 wangIIN1IYNeaLTee Profile Mandatory dud15a lng

Py o

AIRYINUTNUSLAGUNAABUTIUIN 6 LATEIAINTIINUA 59 LATEY NAADULASEIAY 3 ATIAG

Y

MNS19NSNAFOUN 4-10
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ﬂ o a ¢
a1y ALATDNADUNILADT

5 g d
MIIUANIVINAADY Profile Mandatory

1

2

3

Labd13-10

Lab413-20

Labd13-30

Lab413-40

Labd13-50

N OB~V IN |-

Labd13-60

L L L)L | <

AN AYAEYAS

LKL L L | <

297 4-4 a$13lndlAnmaniay

nyunUaiasodliaianleeu .

AMZANYINMTENTAUWA WYTW




a2

a o =] a ¥
nyunUaiasaliaianlyeu .

o

nyuUniasaaiiadnldey .

AUININTANTEUINA WY

T

AN 4-6 Tanaslinmineanieunigld
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a o a4 a qu
ﬂ‘§m’1UﬂLﬂ‘§8~3LQJamﬂ1“N’m .

AFAVYINITHITHUNA A1 YTHY

Al 4-7 Idiia$sl3lu My Documents gl

4.4 NaM3919UYBEUU SCCM 2012 R2

f¥avhauinusldutssanismagourasssuy SCCM 2012 R2 dsil

4.4.1 wan"s deploy weviduailuduaiesnaufinmeiluiesufjiing

4.4.2 uan13 deploy szUuUfdAn15iulaad 10 luduadesneufinneilu
WosUuRng

a.43 uan1sswianlusunsudesiulafa Windows Defender lUéaiaos
Ao waslueIUfURNS

4.4.4 nan13snanszuuUFUAnTIuland 10 Wduadesaouiinnedlu
WosUURN3

4.4.5 HANILTENYTILNUY



¢ v A a 0] a wa
4.4.1 uan13 deploy gansasludunInspauiimasluiesufifinig

44

Aidunuiinusvagou deploy oviduasanniadondsnnes Sccm 2012 R2 1y

gansnanouinasiieaujURn1s 91uau 59 1n3ee Tnagenawisnldlunis deploy laun

1. WinSCP

2. Putty

3. Node.js

4. StarUML

5.VLC

6. Gimp

7. MySQL Workbench
8. MySQL Server

eX2p

Invinuinuslamssugendusiiwuniag deploy luduasasneniaimnesly

weaUfuAn1513Rseuu SCCM 2012 R2 wagyiin1sds deploy ludadasnaufinnesly

WosUuAn1sfan g 4-8

)

Gl

Applications 13 items
Search

lcon MName

GIMP

MySQL Server 5.7

MySQL Workbench 6.3 CE
Mode.js

PuTTY release 0.69 (64-bit)
StarUML

LG

WinSCP

MP

Application Properties

Software Version:
Manufacturer:
Superseded: Nao

Comments:

Deployment Types

1
1
1
1
1
1
1
1

2
2
2
2
2
2
2
2

Application Statistics

Devices with Application:

Devices with Installation
Failure:

Users with Applicatian:
Users with Installation
Failure:

Users with Catalog
Installations:

Last Update:

-
Deployments Status

Active
Active
Active
Active
Active
Active
Active

Active

13/7/2560 21:08

Add Criteria

Related Objects

4 Content Status

Summary |Deplm ment Types I Deployments |

AN 4-8 N5 deploy wavduaslUumnTasnauiunesiuiosuinns
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&aa7n deploy sendlflusueiosneuinmesluiesUfiRnisuds faaviau
Anudldnsaaounandsainnns deploy wuinaiesreufinnesluvieslfifinsdiuiu 60
w3adlasureniuasasuiie 8 audwasi nutefianan 1 indeuilorniadesneufiunes
e Fevinlsinng deploy sewduasluduaiasnoufinnesluiesjiinisvdeiios 59 i3
Fanwit 4-9

Deployments » -~ 2
Deployments 28 items
Search Search Add Criteria ¥
lcon  Software Collection Purpose Action Feature Type Compliance % 1
g MySQL Server 5.7 Labd13 Required Install Application 100.0 |
37‘ MySQL Workbench 6.3 CE Lab413 Required Install Application 1000 \i
B GIMP Labd13 Required Install Application 100.0
3‘-” WLC Lab412 Required Install Application 100.0
B StarUML Labd13 Required Install Application 100.0
B Nodes Labd13 Required Install Application 100.0
37‘ PuTTY release 0.69 (64-bit) Lab413 Required Install Application 100.0
37‘ WinSCP Lab413 Required Install Application 1000
« | mn |
MySQL Server 5.7 Status to Lab413 v
General Completion Statistics Related Objects 7l
Software: MySQL Server 5.7 B Success: 59 &F Collection
Callection: Lab413 = E‘P"’QD@SS o &) Applications S
Feature Type: Application rror
Purpose: Required = Deauiremerts Nof Met. 0 "{ Content Status
Date Created: 1/7/2560 17:47 e
Last Date Modified: 17712560 1747 Total Asset Count: 59 (Last Update: 13/7/2560 20:51:18) View Status
Content Status
Summary | Deployment Types

ATl 4-9 Wesldumnis deploy 714 8 wevALAS

A3nvIuinuslaiin1snsIaaeunts deploy YanARITNG 8 wavlfLITHIU
LUsunsu Software Center NifnAsASoIARNNIABSIWTRIUAURNIT WuUILASDIARUTIADS
NnT19a0ulASUNMIRAMINALITATUTIY 8 FoWAWISAININT 4-10
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T2 Sofoware Center - o =

Available Software Installation Status Installed Software Options

NAME INSTALL DATE size
algimp 1772560
W MySaL Server 57 i
7 MySQL Workbench 6.3 CE 17772560
W Node 1772580
SPUTTY refease 069 (64-5i1) 17772560
& StaruML 1772360
e 17772560
R WinSCP 17772560

i | winsce

OVERVIEW DESCRIPTION
505
Nt specified

Nane.
17772560

UNINSTALL

AN 4-10 MSIFBULBNAWISHIY Software Center

a e a L A a a ua
4.4.2 nan1s deploy seuuujuRnisiulaad 10 luduasesnsuiiamesluiesujufinis

Y v o

AInviuinusnaaey deploy seuudUanisiuladd 10 Hiussuu SCCM
2012 R2 TUifapdesmeufiumesluresufiinis wasnSouifioufunisindessuuufofnas
Juland 10 wuuszvudineemzinenisasaumaldfadeuniosnouiinnesly
HosUftiRng deszuuiiy (szuulaauihuiaietne) aunsofndeszuulfiRnisiulad 10
Tfunenfinmasluresufifinslduinannday 20 indeuaglfinaudazadsszanm 1
Hlus Sohldnsiassuvusruuiiuiuiadesrenimesluiosuftinissnuiu 59 ndes
Fowhis 3 A%t dauntsfndasruuUfoRnisiulaad 10 Teldseuu SCOM 2012 R2 @ansn
AndaszuulfiRnisiulmd 10 fuinfesreuiawasluiesufifinissuiu 59 indadldlag

Ruiles 1 A%9 wazldnandssninszuunuag1uiuladn fan1s1eai 4-11

M1599 4-11 52821981715 deploy seuuUUAn1s3ulad 10 lduasasnouiiamesiu

WosUURN3
da ¥ o
. seggIANAnnAe (W)
- uAlng
ﬂaszwﬂgumms mom - 58UV SCCM 2012
SEUVUHUANIS JTUULAY
R2
Windows 10 64 bit 3.66 GB Useuied 180 42.56
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1Y) 1Y) y) . o o a
4.4.3 Naﬂ']iﬁ“tﬂﬂiﬂi“ﬂiﬂﬂﬁ\]ﬂ\ﬂ')ia Windows Defender 11]3\1[»?]58\1?\81]“') lﬂaﬂu

viesjuRnis
Aanviutinuslanaiainissnanlusunsudesiulisa Windows Defender

Turdesasuiiamesdiuan 59 1Ades N0 9 Fu a1 13:00 W1
wan1semevlusunsutlaaiulafa Windows Defender luardasaauinoslu
o fuRnng S1uau 59 1a3es wansliifiuiigpuassuvamnsadmeniusunsudesiulifa
Windows Defender l#iutadasnaufininailuviasujifnislé 58 tades 91 59 Lades
Finsinauiinusisldnsaaeuiadesiinudyny lunisissnunanisdnianlusunsy
(Monitoring) #3n il 4-11 wazyinissluniionsivdeuindesnaufinmeslaenss wuii
IFunisdmamduund Fnmd 4-12 FamninAnainnisitseuy SCCM 2012 R2 &l

swannalidulagiu

Selected Object | Folder Tools | SYSTEM Center G Tahager (C 0 STV - SCCM 2UTZ RZ TRTOTmatics SIe) NS

Deployment | Close - @

+ [E \ » Monitoring » Overview » Deployments » Update Windows Defender 2017-07-03 18:56:34 Status to Lab413 -2
N Deployment Status Run Summarization | & Refresh
Summarization Time: 5/7/2560 22:12:33

Update: Update Windows Defender 2017-07-03 18:56:34
3 Lab413

® Compliant ¢ In Progress ® Error ® Unknown

Sl Reports

%] Subscriptions Total Category
A Site Hierarchy 1 Client check passed/Acti..
1| System Status
4 5 Deployments
j‘: Update dows 10 2017-07-04 09:55:16 S
Defender 2017-07-03 18:

Asset Details

5 Database Replication
Category

ser
& Assets and Compliance LAB413-21 (SYSTEM) Client check passed/Acti..

7 software Library
Bl Monitoring

(2] Administration

ElE

ela e m g [ E] N

A9 4-11 peuiimesinulgymnisenenlusunsudesiulisa Windows Defender
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LAB413-21 - Configuration Manager Remote Control

Cannedted with INFORMATICSuadminsccm’,

Windows Defender Security Center

Z Protection updates

t your threat definition version, and check for

Threat definition version: 1.247.490,0
Version created on: 100242 AM @ Wednesday, July 5, 2017
Last update: 10:09:42 AM : Wednesday. July 5, 2017

Check for updates

AN 4-12 NM1sATIERUNToNANIUSHNSUTRaUlNTa Windows Defender MAS04

4.4.4 nansswianszuuufoRnsiuland 10 WuduadesreuiunesluiecfiRns

mMsdmanszuvUFiRnisiulend 10 MiedesreufiumesluresfiRnissiuu
59 1303 TnensdmanigdavinuinusiddaanmssuemszuuuiRnsiulamd 10 90
TUNERAUA £381 13:00 U1

nansdadmanszuuUfuAansiuleand 10 Aindesneuinnesluresufiinis
wansliifiudnseuu SCCM 2012 R2 anwsadwianszuuufiinisiulaad 10 luduaies
eviamesluesUfiRnsldasunniedes uaziUosidudmsdmanszuuufuanisiuland
10 91nMEN3189LHATB5EUY SCCM 2012 R2 98l 100% fan il d-13 waziitonusivle
Javieuinusldviinisnsisaeuiiniadesreuiinnesluiesufiinns wuitaunse

e eXe

©

wanlidunestuliagiude Iulaid 10 nesdu 1703 dwnwil 4-14
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ystem Center C Manager [C To SCM - SCCM 2072 RZ Tnformafics Site]
Home
Y4 o) 0‘ 9 (3 Refresh D
Feedback | Saved View Run Properties
Searches - | Status Summarization
Feedback | Search Deployment Properties
& -3 \ » Monitoring » Overview » Deployments » I
Monitoring < Deployments 28 ite
7} Subscriptions Search Add Criteria ~
B Site Hierarchy lcon | Software Collection Purpose Action Feature Type Compliance *
= System Status F TaskSequence 5 Test 05 Deployment Available Install Task Sequence 1000
4 (@ peployments F*  Update Windows 10 2017-07-04 0955:16 Lab413 Required Install Software Update  100.0
3 Updste Windows 102017-07-04 0955165 | °  Update Windows Defender 2017-07-03 18:5634 Lab413. Required Install Software Update 983
= Updste Windows Deferder 2017-07-03 15 & VIS Lab413 Required Install Application 1000
E o — o TEST Required Install Application 1000
ot st F*  Windows Defender Update Lab413 Required Install Software Update 00
=1 Client Status -
f*  Windows Defender Update TEST Required Install Software Update 333 |
@ Database Replication B Windows Updates TesT Required Install Software Update 667
o D B S G winscp TesT Available Install Application 1000
4 Content Status 7 - | R
Distributi Point G Staty
. S Update Windows 10 2017-07-04 09:55:16 Status to Lab413 ~
g Distribution Point Configuration Status
5 Software Update Point Synchronization Statu ,  General Completion Statistics Related Objects
. _07- &F Collection
B Assets and Compliance Software: Update Windows 10 2017-07-04 M Compliant: 59 olecten
- o f:::w;ﬁ In Progress: 0 4] Software Update
; ollection: . Error:0 .
FEl Software Library Festure Type: Software Update Unknowr: 0 4 Content Status
- Purpose: Required
Monitoring
L Date Createc: 4/7/2560 9:55 Total Asset Count: 59 (Last Update: 5/7/2560 15:17:31) View Status
(] Adminitation Last Date Modified: 44772560 9:55
Read
s | [a 7] #} 12:27
L e ENSTE FE G e g

LAB413-21 - Configuration Manager Remote Control

File View Action Help

€ Home About

Find a 5 ) -- - Related settings
: | Windows 10 vt i oo
3 Display PC name laba13-21 Device Manager
£ Notifications & actions Edition ‘Windaws 10 Enterprise. ¥
o s — ot

05 Build 15063447 Make Windows better.

= storage Produet 10 00329-00000-00003-AA343 Give us fesdback
B Tablet mode Pracessor g\;i\tﬁ) Core(TM) i5-6600 CPU @ 3.30GHz 3.31

Systemtype  64-bit operating system, x64-based processor

. shared axperiences Fen and touch  No pen of touch input s avaiabi for this display

@ About Change product key or upgrade your edition of Windows
Read the Privacy Statement for Windows and Microsoft services

Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

LAB413-21 | Authenticated

e

< B

FEIFEIEAEA

77772560

AN 4-14 Han15dmAnszuuURURMTIUlAE 10 NinTesmeuiiines
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4.4.5 NON1IITUNY TN
Adnviaudnusiaidennisiengieciualagunsalansauiiveanios
ABNNILMaslvesUfURN1T TaesiuauaiuIsauenteinsad ssuulfuinis luwma
! ° 4‘ Yo ™~
WAL kazdU 9 IR N 4-15

| Hardware 01A - Summary of computers in a specific collection -
] To view the report, provide values for the parameters below. then click View Report
Report Category
Aeset Inteligence
Report Name:
Hardware (1A - Summary of computers in a specific collection
Repart Description
This reports provides an asset manager summary view of a collection of computers A
™
a
< Back E
1 of 27 b M @ | & E @ |00 - Find | Next
¢ Operating System ¢ Service Pack Level % Serial Number :  AssetTag $  Manufacturer 3 Model $ Memory (KBytes) ¢ Processor (GHz) ¢ Total Disk Space (MB
Microsoft Windows 10 SGHE45RQ3L HP HP 280 G2 MT 8248092 3300 945456
Enterprise (Legacy)
Microsoft Windows 10 SGHE45RQ4P HP HP 280 G2 MT 8248092 3300 945456
Enterprise (Legacy)
Microsoft Windows 10 SGH645RQ46 HP HP 280 G2 MT 8248092 3300 945456
Enterprise (Legacy)
Microsoft Windows 10 SGHE45RQ4L HP HP 280 G2 MT 8248092 3300 945456
Enterprise (Legacy)
Microsoft Windows 10 SGH645RQ45 HP HP 280 G2 MT 8248092 3300 945456 v
< w >
H = s 3] $ 17:39
“Q JSJHG‘- A’#J‘ H| \Q"-J H ) < PEG W e

A9 4-15 MsgsenuaagunsalaniawisvenaIssnauimesiiiesuinn1g




<
uni 5
afuTEuazaTUNS

(%
Y

Tunuinus {iaviauinuslidarssuuuinsdanisnsfeaiaindiunans
(System Center 2012 R2 Configuration Manager: SCCM 2012 R2) AumAsufiatnesiy
vosUFtAn1sdIuau 59iaTes etheviliaTesreuimesluresufiRnisarunsariauld
$13u wazthvanailunisudmsianisnishasireniusluiesujsinis vesnme
Ingmsansauna wninendoysnld TnsasnaiseasBended
1. wan1snsrzndymiinliiaiesneuiiainesdr nuininainlusiva
CompatTelRunner, Runtime Broker wagiasia Superfetch Lﬁai{%’mﬁwmﬁwuﬁ‘ﬂdﬂswa
ez Saudadsreuinmeshaulfiddu
2. vdnnisuiledguieiesiiszerinariissuuuoRnsiulardndoulden
ANANLAD 21.35% VOITTUULAL
3. ndannisuiletyniaiesiissernanfgenduiinioulday (deenld)
wuwendusliSumugsy il
- srazaliTAlUTUNTI PowerPoint anadnde 59.33% Y95 UULAY
- srezna A TaluuNTY Word anasvide 78.91% vasseuuliy
- sraza Al TalUTUATY Scratch anaunde 79.21% Y835 UULAY
- sraza A TAlUTUNTY Excel anaunde 85.91% vaeseuuLiu
a. nendsldsyuu SCCM 2012 R2 svaziattunishndeenduisusassenduas
Hoonirsvuuiiy Tnefleonduas MysQL Server fisluuneld 172 MB szuuiisldinanings
64 W9l d@uszuy SCCM 2012 R2 Tganiies 20 uii sieaeuiiawesiuvieaujiAnsdnuau
59 130
5. poufinnesluriesUfjiAnis (dunaass 10 1389970 59 1AT8Y) @1N1503Y
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dfu yede Software 1 | WY | e
1 | 7Zip
2 Adobe Illustrator CC
3 Adobe Photoshop CC
4 AdobeReader11
5 Anaconda
6 android-studio-bundle-141.2117773-windows
7 Antivirus
8 Appserv-win32-Update
9 Aptana_Studio 3 Setup Update
10 | Audacity-win-Update
11 BB _ashampoo_burning studio 6 free last Update
12 Blender-2.59-release-windows32
13 BorlandC++5.5
14 CAD+T
15 | CamStudio_Setup_Update
16 | Chrome EN
17 | Codeblocks-13.12-mingw
18 DBDesignerd.0.5.6_Setup
19 Deepfreez
20 Devcpp4d , dev pas ,gvim
21 Dia
22 Docker
23 | Dotnetfxd.5
24 | DVDStyler-Update
25 Eclipse LUNA Java ,C++ ,JDK Jre
26 | Editplus301 _en
27 | Firefox EN
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dfu yede Software Lild | e
28 Font ,TH Sarabun PSK, SipaFont
29 FontLab
30 | FoxitReader7 enu Setup last Update
31 FreeMind
32 | Genymotion-2.5.3
33 | Gimp-2.6.11
34 | Git for windows
35 | GOMPLAYER
36 | Greenfoot
37 |IEEN
38 | IntelliJ IDEA
39 | JDK
40 | JRE
41 K-Lite Codec Pack 985 Mega
42 | LEXiTRON_v2 Dictionary
43 | Microsoft Office professional 2013
Access 2013
Database Compare 2013
Excel 2013
InfoPath Designer
InfoPath Filer
OneNote 2013
Outlook 2013
PowerPoint 2013
Publisher 2013
Word 2013
44 | Mslogo-6.5b
45 MySQL Server
46 | Mysgl-workbench 6.3.4




59

i']&l%‘e) Software

dfu Lild | e
47 | Netbeans-8.1 last update
48 Notepad++.6.8.7. last update
49 | Octave-4.0
50 | OpenOffice.org 4.1.2 (en-US)
Base
Calc
Draw
Impress
Math
Writer
51 PacketTracer 6.2 last Update
52 | Paint.NET.4.0.6 update
53 Pc2-9.2.4
54 | Pencil-0.4.
55 Prolog
56 | Putty 0.66 lastupdate
57 | Pycharm Community
58 Python-3.2.2
59 | OM For Windows
60 | Scratch
61 SSHSecureShellClient-3.2.9
62 | StarUML
63 Sublime3 + Package Controller + Plugin update
Dockblockr
FileDiff
Git

Sublimeinter-html-tidy

Sublimeinter-Java

Sublimeinter-php




60

i']&l%‘e) Software

dfu Lild | e
Sublimeinter-phpcs
Terminal

64 | Tell me more

65 | Turbo C

66 | Ubuntu 12.04LTS

67 | Vagrant 1.7.4

68 |Vim7.3

69 | VirtualBox-5.0-last update

70 | Visioviewer

71 | Visualstudio 2013 for Desktop Update New

72 | Windows 10

73 | Winrar

74 | Winscp

75 Wireshark-2.0

76 | Xamp 1.8

77 | X-Lite_Win32 5.0.0

78 RapidMinerStudio
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ATANAILALFAIAIIEUU Active Directory
ATAARILAZAIAITTUY Active Directory
1. @lUN Server Manager Walden Manage>>Add rules and features

Server Manager

Tools

Server Manager * Dashboard Manage

Add Roles and Features.
Remove Roles and Features.
WELCOME TO SERVER MANAGER
Add Servers
B LocalServer Creste Server Group
Ha AllServers ) . 5
_ o Configure this local server e
WE File and Storage Services P =
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW —
4 Create a server group
5 Connect this server to cloud services
Hide -
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Server groups:1 | Servers total: 1
= File and Storage = o
. 1 Local Server 1 i All Servers 1
Services 1 i
(® Manageability (® Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
ya 1014
‘ &9 3 2 s ENG 5 gsy

Server Manager

Server Manager * Dashboard 6 Manage  Tools

= WELCOME To.sEpuzn
Dashboard = - =
- = Add Roles and Features Wizard =l
B Local Server
& All Servers Befor Beg DESTINATION SERVER
B§ File and Storage Services b €1ore you begin WIN-99SCSFARSEY
This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features toinstall based on the computing needs of your arganizatien, such as sharing decuments, or

Installation

hosting a website

To remave roles, role services, or features:
WHAT'S NEY Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed

* The Administrator account has a strang password
* Network settings, such as static IP addresses, are configured bide
LEARN MO * The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

ROLES AN
Roles:1 | S To cantinue, elick Next.
= File]
L]
B e
@ Ma
E
- [ skip this page by default
Perff
pA

Instal), Cancel

E) R B e
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3. @8n Role-based or feature-based installation wazAan Next

Server Manager

Manage  Tools

Server Manager * Dashboard

WELCOME TO.SERVER MANAGED
- = Add Roles and Features Wizard [REN
0 Local Server
E All Servers . a DESTINATION SERVER
& File and Storage Sevices b Select installation type WIN-095CEFIR36V
P R Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
'WHAT'S NEY N
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
Hide -
LEARN MO
ROLES ANO
Roles: 1 | S
File
Sery
® ma
Eve
Perf|
o et e T> [ e
10:15
[% il (b e 21/9/2559

4. den Select a server from the server pool WazAan Next

Server Manager

Server Manager * Dashboard @ Meage Tk view  hep

WELCOME TO.SERVER manacce
= Add Roles and Features Wizard

Dashboard

§ Local Server

All Servers DESTINATION SERVER

T Ty Select destination server TNATON SR

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Select 3 server from the server pool |

Installation
ction T Select 3 virtual hard disk
WHAT'S NEY Server Roles Server Pool
Features
Filter: |
Name P Address Operating System Lide -
(LI WIN-595C5FBRS6V 10.16.77.174____Microsoft Windows Server 2012 R2 Datacenter
ROLES AN[
Roles:1 | S
File
Sery 1 Computeris) found
® Ma This page shows senvers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
Evel collection is still incomplete are not shown.

ors [ s D [

1016
B Bk ENG ;005
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Server Manager * Dashboard

Server Manager

WELCOME TO.SEBUER ManscED

=]

Dashboard

Add Roles and Features Wizard

0 Local Server

All Servers

W File and Storage Services b Select server roles

Before You Begin

Installation

Server Selection

'WHAT'S NEY
LEARN MO
ROLES ANO
Roles: 1 | S

File
Sery
® Mai
Eve
Perf|
BPA

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services
=]

[] Active Directory Federation Services

Description

~ Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

[ Active Directory Lightweight Directory Services.
[ Active Directory Rights Management Services
[ Application Server
[ DHCP Server
[ DNs Server
[ Fax Server
b [H] File and Storage Services (1 of 12 installed)
[ Hyper-V
[J Metwork Policy and Access Servicas

[ Print and Document Services
[ Remote Access
[ Remote Desktop Services

Manage

Tools

Hide

10:16
21/9/2559

5 8l 15 EnG

Server Manager * Dashboard

WELCOME IO SERVED RIANMAGED

Server Manager

Dashboard
= e
I Local Server

All Servers

Add Roles and Features Wizard

B§ File and Storage Services b Select server ro

DESTINATION SERVER
WIN-DOECEFIRIEY

Add Roles and Features Wizard

X

Add features that are required for Active Directory
Domain Services? ion
rectory Domain Services
stores information about

n the network and makes
fmation available to users
ork administrators. AD DS

2in controllers to give
users access to permitted
s anywhere on the network
2 single logon process.

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tocls
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

WHAT'S NEY
LEARN MO
ROLES ANO
Roles:1 | S

File
Sery
® Ma
Eve
Perf]
BPA|

Next > Instal],

Manage

Tools

Hide

107
21/9/2559
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Server Manager * Dashboard

WELCOME TO.SEBUER ManscED

Server Manager

Dashboard

=]

Add Roles and Features Wizard

0 Local Server

All Servers

W§ File and Storage Services b

Before You Begin

Installation

Server Selection

Select server roles

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services

Description

Active Directory Domain Services
(AD DS) stores information about

Manage  Tools

5 8l 15 EnG

ULLaRSE, irectory Dom objects on the netwerk and makes
Features [] Active Directory Fedaration Servicas this information available to users
ADDS [ Active Directory Lightweight Directory Services and network administrators. AD DS
i uses domain contrallers to give
Confirmation [ Active Directory Rights Management Services network users access o permitted Hide =
LEARN MO [] Application Server - resources anywhere on the network
] DHCP Server =|  through a single logon process.
[ DNS Server
ROLES AN[ [] Fax Server
Roles:1 | S b [ File and Storage Services (1 of 12 installed)
. Hyper-V
File L Hyper
Sert [J Metwork Policy and Access Servicas
[ Print and Document Services
® Ma [] Remote Access
Ever [] Remote Desktop Services
v
Perf|
BPA| Instal]
1017

21/9/2559

Server Manager * Dashboard

Server Manager

WELCOME TQ.SERVED miaAMACED
=

Dashboard

§ Local Server

Add Roles and Features Wizard

Manage  Tools

All Servers

B§ File and Storage Services b Select features

Before You Begin

Installation T,
Server Selection

Server Roles

WHAT'S NEY
Featu
AD DS
Confirmation
LEARN MO}
ROLES AN
Roles: 1 | S
File
Sery
® Ma
Eve
Perff
BPA

Select one or more features to install on the selected server.

Features

» O -
b [M] NET Framework 4.5 Features (2 of 7 installed)
b [ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Network Unlock

] BranchCache

[ Client for NFS

[] Data Center Bridging

[ Direct Play

[] Enhanced Storage

[ Failover Clustering

Group Policy Management
[ 11S Hostable Web Core
[ Ink and Handwriting Services

— v

< [0 >

DESTINATION SERVER
WIN-DOECEFIRIEY

Description

NET Framework 3.5 combines the
power of the NET Frameuork 2.0
APl wiith new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of

Hide

business processes.

[3 82 s enG

107

21/9/2559
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Dashboard

0 Local Server

All Servers

W§ File and Storage Services b

Server Manager * Dashboard

WELCOME TO.SEBUER ManscED

Server Manager

Manage  Tools

=]

Before You Begin

Installation

Server Selection

WHAT'S NEY Server Roles
LEARN MO
ROLES ANO
Roles: 1 | S
File
Sery
® Mai
Eve
Perf|
BPA

Active Directory Domain Services

Add Roles and Features Wizard

Active Directory Domain Services (AD DS} stores information about users, computers, and cther devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS | , DFS Replication, and File Replication services

Hide

which are required by AD DS,

5 8l 15 EnG

1017
21/9/2559

server automatically if required wagAan Install

Dashboard

§ Local Server

All Servers

B§ File and Storage Services b

Server Manager * Dashboard

WELCOME TQ.SERVED miaAMACED

Server Manager

Tools

Manage

=

Before You Begin

Installation T,

Server Selection

Confirm installation selections

Add Roles and Features Wizard

DESTINATION SERVER
WIN-DOECEFIRIEY

To install the following roles, role services, or features on selected server, dlick Install.
Restart the destination server automatically if required

Optional features (such s administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

WHAT' NEY Server Roles their check boxes.
Active Directory Domain Senvices
Group Policy Management ) -
Lear Remaote Server Administration Toals Hide
Role Administration Tools
AD DS and AD LDS Tools
SR Active Directory module for Windows PowerShell
Rolesi1 | S AD DS Tools
Active Directory Administrative Center
File AD DS Snap-Ins and Command-Line Tools
Sen
® Ma
Eve Export configuration settings
Specify an aitemate source path
Perf|
BPA Next >
10:18
B Bl NG ;055




11. Aan Promote this server to a domain controller

66

Server Manager

WELCOME TO.SERVER MIANAGED

[ Add Roles and Features Wizard \;li-

Server Manager * Dashboard -@ | I'A Manage  Tools

0 Local Server

All Servers

Installation progress e
AD DS

W Fi 3
BlBiStaadiStoa0isences View installation progress

@ Festure instaliation

Configuration required. Ins tion suc ed on WIN-995C5F8RS6V.
WHAT'S NEY onfiguration required. Installation succeeded on WIN-995C5F8RSH

Active Directory Domain Services n
Additional steps are required to make this machine & domain controller.
| Promote

server to a domain controller |

LEARN MO Group Policy Management

Remote Server Administration Tools

Hide

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD D5 Tools

ROLES ANO
Roles:2 | S

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools v

® Ma You can close this wizard without interrupting running tasks. View task progress or open this

lity
BN page again by clicking Notifications in the command bar, and then Task Details.

Eve

Export configuration settings
Sery
BPA

~ tm 71 d) £ ens -

12. 1@9n Add a new forest MUAT® Root domain name WhazAan Next

= Active Directory Domain Services Configuration Wizard == -

TARGET SERVER

Deployment Configuration WIN-995CSFBRS6V

Select the deployment operation

Domain Controller Options . . o .
Add a domain controller to an existing domain

onal Cptions

Add a new domain to an existing forest

Specify the domain information for this operation

Root domain name:

informatics.lab

More about deployment configurations




13. AMNUASHERIY tazAdn Next

]

. - TARGET SERVER
Domain Controller Options e
Deployment Configuration . R I
Select functional level of the new forest and root domain
DNS Options Forest functional level: ‘ Windows Server 2012 R2 | = |
Additional Gptions Domain functional level: ‘ Windows Server 2012 R2 | = |
Paths o q .
Specify domain controller capabilities
HEVEWIUPHDDS Domain Name System (DNS) server
Preraquisites Chack Global Catalog (GC) .'
[] Read only domain controller {(RODC)
Type the Directory Services Restore Mode (DSRM) password ||
Password: sssssssase
Confirm password: .. "u{
n
More about domain controller options
<previous | New> D [ nsal | [ cancel

14. Aan Next

. TARGET SERVER
DNS OpthﬁS WIN-095C5FBRSGY

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare S

Deployment Configuration ; R
Specify DNS delegation options

[] Create DNS delegation

Domain Controller Cptions

Additional Cptions
Paths
Review Options

Freraguisites Chack

More about DNS delegation

< Previous ( Mext > ) Install Cancel




15. fvuade NetBIOS domain name wagAan Next

. . TARGET SERVER
Additional OpthﬁS WIN-995C5FERS6V

Deployment Configuration . .
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options

DNS Options

The NetBIOS domain name: I INFORMATICS I

Paths
Review Options

Prereguisites Check

More about additional options

< Previous Next = Install Cancel

16. fvunsiumaiieguas Databases folder, Log files folder wag SYSVOL folder

azAan Next

Path TARGET SERVER
aths WIN-995CSF8RSEV

Deployment Configuration = =
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Cptions

DNS Options Database folder: CAWindows\NTDS E
Additional Cptions Logjiles folder: CAWindows\NTDS |Z|
SYSVOL folder CAWindows\SYSVOL |z|

Review Cptions

Prereguisites Chack

More about Active Directory paths

< Previous n Next > ) ‘ Install | ‘ Cancel




17. A@n Next

Review Options

Deployment Configuration

Domain Controller Options
DNS Options

Additicnal Cpticns

Paths

Prereguisites Chack

TARGET SERVER
WIN-995C5F8RS6V

Review your selections:
Configure this server as the first Active Directory domain controller in a new forest. E
The new domain name is "informatics.local”. This is also the name of the new forest.

The NetBIOS name of the domain: INFORMATICS

Forest Functional Level: Windows Server 2012 R2
Domain Functional Level: Windows Server 2012 R2
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No W

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

< Previous {_ MNext > D | Install | | Cancel

18. A@n Install

. TARGET SERVER
Prerequisites Check

WIN-995C5F8RS6V

| @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation.

Show mare x

Deployment Configuration

Domain Centroller Cptions
DINS Options

Additional Cptions

Paths

Review Cptions

rerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

~ View results

1. Windows Server 2012 R2 domain controllers have a default for the security setting E
named "Allow cryptagraphy algorithms compatible with Windows NT 4.0 that prevents
weaker cryptography algorithms when establishing security channel sessions.

=

For more information about this setting, see Knowledge Base article 942564 (http.//
go.microsoft.com/fwlink/?Linkld=104751).

. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPvd and IPvE are enabled for a network
adapter, both IPv4 and IPvE static IP addresses should be assigned to both IPv4 and
IPvE Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System | |

A, Hyou click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous. Mext > < Install j Cancel
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19. Login MmesianIuved administrator

INFORMATICS\administrator

Windows Server201

20. #8991NA9A1 Active Directory 2 lalusunsuamsuIAnISAININ

Apps

Desktop

Documents
Internet Explorer

Pictures

Active Directory Administrat... NEW

Active Directory Domains a... NEW

Active Directory Module for... NEW

Active Directory Sites and S_. NEW

Active Directory Users and... NEW

ADS| Edit NEw

Component Services

Computer Management

Defragment and Opt

DNS NEW

Embedded Lockdown Manager

Event Viewer

Group Policy Management NEW

I Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Source: -bif)

ODBC Data Sources

Performance Monitor

Resource Monitor

i
&
G,
L
2
©
B
=
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Security Configuration Wizard

Server Manager

Services

'm Configuration

Task Scheduler

Windows Firewall with Advanced._.

‘Windows Memory Diagnostic

‘Windows PowerShell (x86)

Windows PowerShell ISE




AARNUIN A

A5 Organization Unit
AL Organization Unit
1. Sunlusunsu Active Directory Users and Computers 1

= Active Directory Users and Computers I;Ii-

File Action View Help

| 1 fay e =

= = b = aETER

3 AFtive Directory Users and Com r\:lama Type Description
I [ Saved Queries Zdinformatics.l.. Domain

4 informatics.lab

| Saved Queries Folder to store your favo...
| Builtin

#

3

- [ Computers
- 2] Domain Controllers
I+ | ForeignSecurityPrincipal:
I || Managed Service Accour
I Users

2. AaNYLEen New 27n1ULaan Organizational Unit Laznnuunye

B Active Directory Users and Computers = = -
File Action View Help
= | Ry e p—
4B XE Q= LaETER
] Active Directory Users and Com|| Name Type Description
B [ Saved Queries ) ) )
P - . There are no items to show in this view.
4 3 informatics.lab
I | Builtin
- [ Computers
I 21 Domain Controllers
I» (| ForeignSecurityPrincipal
I | Managed Service Accour
I ] Users
= | Buu
Delegate Control...
Move...
Find...
Mew 3 Computer
All Tasks » Contact
View > Group
Cut InetOrgPerson
Delete mslmaging-P5Ps
MSMQ Queue Alias
Rename
Refresh Organizational Unit
< m Eipe ety Printer
- User
Creates a new it Properties
Shared Folder

BEl: Windows Se



3. Wan15N1Yue OU AanIn

File Action View Help
@ Z fa|XEdz Bm 3aaTah
] Active Directory Users and Com || Mame Type Description
7] Saved Queries . o
. . There are no items to show in this view.
4 4 informatics.lab
b | Builtin
p [ Computers
b [2] Domain Controllers
I (7] ForeignSecurityPrincipaly
» & Managed Service Accour
B[] Users
4 2] Buu

21 Informatics

2] Server

[2] System Account
(2] Lab-413




AARNUIN

nsfimuauleule (Group Policy)
nsAmuauleute (Group Policy)
1. U7 Server Manager Waalden Tools wagAaniden Group Policy Management

Server Manager

Server Manager * Dashboard @ P venage Toos | view wer
Active Directory Administrative Center

'WELCOME TO SERVER MANAGER Active Directory Domains and Trusts

Dashboard Active Directory Module for Windows PowerShell
B Local Server Active Directory Sites and Services
s All servers o Confi gure th is local server Active Directory Users and Computers
ADES ADS| Edit
:% DNS QUICK START i Component Services
- 2 Add roles and features Computer Management
& File and Storage Services > Defragment and Optimize Drives
3 Add other servers to manage DNS
WHAT'S NEW n y Event Viewer
4 Create a server group Group Policy Management | |
iSCSI Initiator

Local Security Policy
LEARN MORE ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Performance Monitor
ROLES AND SERVER GROUPS Resource Monitor

Roles:3 | Servergroupsi1 | Servers total: 1 Security Configuration Wizard

s - - H Services
Ifl ADDS 1 == DNS 1 L q System Configuration
= - System Information
@ Manageability @ Manageability @ Task Scheduler
Events Events B Windows Firewall with Advanced Security
e Senvices g Windows Memory Diagnostic
Windi Py Shell
Performance Performance L& ndows Fowerne

Windows PowerShell (x86)

2. AdNv217 OU fif0an19A1%uUn Group Policy wagLdsn Create a GPO in this

domain, and Link it here

F Group Policy Management -
& File Action View Window Help [-[2] =
== B EcH

% Group Policy Management
4 A\ Forest: informatics.lab
4 (54 Domains
4 5 informatics.lab
(5 Default Domain Policy
=/ GPO Client Firewall
=/ GPOSQL Port SCCM 2012 R2

informatics.lab

Status | Linked Group Policy Objects | Group Policy Inheritance | Delegation

This page shows the status of Active Directory and SYSVOL replicaion for this domain as it relates to Group Policy.

4 5l By Status Detais
4 &1 informaics () ADirfomnatics ab is the baseline domain cortroller fr this domain Change
b 5] Lab-413
b E] Server
» & Staff Account N Infrastucture Status information exets forthis domain
v & ZV“E"‘ Account Qligk the Detect Now button below to gather nfrastructure status from allof the domain cortrollers in this domain.
a/3]

Create a GPO in this domain, and Link it here...
TInk an Basting GPO..

=

Block Inheritance
Group Policy Update..

Group Policy Modeling Wizard...
New Organizational Unit

New Window from Here

)
b 5] Demain C Desis
b [ Group Pol Rename
b [ WM Filter Refresh
3] Starter GP
_ > (@ steter Properties
b [ Sites
i Group Policy Mo Help
) Group Policy Results
< mn >

Create a GPO in this domain and link it to this container

e e = [=

o 1727
OFEG m gt




3. fnundeves Group Policy

Mame:

GPO_add and remove printer]

Source Startter GPO:

inone)

4. adnuaden Edit 7 Group Policy @319

5l File Action View Window Help

74

X
(& Group Policy Management GPO_add and remove printer in Control Panel
4 43 Forest: informatics.lab
4 12 Domains Secrs D
4 4 informatics.lab Links
i Default Domain Policy Display links in this location [informatics Jab

i GPO Client Firewall

The following sites, domains, and OUs are linked to this GPO:
»7] GPO SOL Port SCCM 2012 R2

4 [ Buu Location Enforced Lk Enabled  Path

4 B informatics User No Yes informatics lab/Buu/rformatics/User
p &1 Lab-413
b 2] Server
b 2] Staff Account
b [Z] System Account
4 [3] User

|5/ GPO_add and remove printer in|

s/ GPO_disable link a Edit...

i/ GPO_disable link

Enforced
152/ GPO_disable netwe

5/ GPO_disable winde Link Enabled only apply to the following groups, users, and computers

1/ GPO_hide network Save Report... -
i/ GPO_prevent acces
15/ GPO_remove lock
152/ GPO_turn off deskt
I [E] Domain Controllers Delete
b [ Group Policy Objects Rename
b [ WMIFilters _—
b [ Starter GPOs.
b [ Sites Help

View 3

New Window from Here

% Group Policy Modeling |”

[ Group Policy Results I Add... [ Remove || Proemes |
WMI Filtering
This GPO Is inked to the following WMI fter:
|mnne> v‘ | Open |

<[ w [>]

Open the GPO editor
]

[




5. L ANANUNUNELAVNNUA Tuh

File Actien View Help

ifuun Policy Ao vuLuwazay printer

75

L IE N

¥

EJ GPO_add and remove printer in
a4 & Computer Configuration

b [ Policies

I [ 7] Preferences
4 % User Configuration

1 Paolicies
b [ Software Settings

B Windows Settings
4 [ Administrative Temg
7] Control Panel
[ Add or Remo
[ | Display
1 Personalizatic
(4]
] Programs
& [ | Regional and
P Desktop
» [ Metwork
1 Shared Folders
b 7] Start Menuand T

Select an itern to view its descripti Setting
=] Prevent addition of printers

Prevent deletion of printers

Browse the network to find printers
@ Browse a common web site to find printers
Only use Package Point and print

Package Point and print - Approved servers
=| Point and Print Restrictions

=| Default Active Directory path when searching for printers

Stite
Enabled
Enabled

Mot configured
Not configured
Not configured
Mot configured
Mot configured
Mot configured

Comme
MNo
MNo

[<] mn

B[] System
b [ Windows Compc
(4 Al Settings
b | Preferences
] B

B

Extended / Standard /

8 setting(s)

6. AanLaen Policy wagiden Enable wagnm OK

[E] Prevent addition of printers

O Not Configured Comment:

(®) Enabled

(U Disabled

Opticns:

Previous Setting | | Next Setting

[>]

Supported on: [ At |east Windows 2000

(<[> []

Help:

Prevents users from using familiar methods to add local and
network printers,

If this policy setting is enabled, it removes the Add Printer
option from the Start menu. (Te find the Add Printer option,
click Start, click Printers, and then click Add Printer.) This setting
also removes Add Printer from the Printers folder in Control
Panel.

Also, users cannot add printers by dragging a printer icon
into the Printers folder. If they try, a2 message appears explaining
that the setting prevents the action.

However, this setting does not prevent users from using
the Add Hardware Wizard to add a printer. Nor does it prevent
users from running other programs to add printers.

added. However, if users have not added a printer when this
setting is applied, they cannot print.

This setting does not delete printers that users have already

B

£

| oK || Gancsl || Apply |




7. #AINTAINUA Policy WAINAANSAININ

File Action View Window Help

&= #[m o
[ Group Policy Management GPO_add and remove printer in Control Panel
4 4 Forest: informatics.lab mm
a (£ Domains S || ZEn
4 F informatics.lab Links
] Defautt Domain Policy Display linkes in ths location [omaticslab
GPO Client Firevzl The following sites. domains. and s are linked to this GPO.
GPO SO Port SCCM 2012 R2
4 [ Buu Location “ Enforced  Link Enabled Path
4 & informatics User Yes informatics Jab/Buu/irformatics./User
b 2] Lab-413
b =] Server

b (2] Staff Account

b [Z] System Account

4 (5] User
s/ GPO_add and remaove printer in|
152/ GPO_disable link acld o remove]
152/ GPO_disable link windows up

1/ GPO_disable network in Start M| || Security Filtering
=7 GPO_disable windows storein T| || The setings nthis GPO con oy apply tothe folowing groups, sers, and computers
GPOL_hide network icon on Desh || | Hame. B

152/ GPO_prevent access registry in {|| | & Authenticated Users
152/ GPO_remove lock and change ¢
1/ GPO_turn off desktop gadgets ¢
b (@] Domain Controllers
b [ Group Policy Objects
b [ WMIFilters
I [ Starter GPOs.

b L@ Sites
&% Group Policy Modeling
[ Group Policy Results ‘ Add... [ Remove || Propemes |
WMI Filtering
This GPO is linked to the following W fiter:
|mune> v‘ | Open |
<[ m [>]

[




AMARNUIN

A13v1 Profile Mandatory

151 Profile Mandatory
1. a%149 Folder dmsuLAu Profile wazyi1n15 Share folder lasAanv319 folder Wan

\8on Properties 311 ULA8A Sharing --> Advanced Sharing —-> Permission -->
Full Control

g &A= Local Disk (C:)

This PC

[ Preview pane [ Extra large icons i) Large icons _II [E]- [ tem check boxes

[ Details pane & Medium icons Small icons - File name extensions
Navigation || osen o
pane~ o)

Hide selected  Options
[ idden items frrs >

© = 1 [Ea » ThisPC » Local Disk (C) v & [ search Local Disk (€

2 Favorites Name 2 profiles Properties li‘ ‘ Size
- » Permissions for profiles
B Desktop mu_system_c Sharing Previous Advanced Sharing ! 1

& Downloads Perflogs
o B Metwork File and Folder Sharing Stiare Pemissians

| Recent places profiles []Share this folder

profiles Group or user names:

) Shared S e ]
18 This PC Program Files FrmErD
Deskt Network Path
i Desktop | Users \\AD\profies ‘Dmmes

| Documents Windows

&8 Downloads ExtADSch.log

Program Files |

Program

Limit the number of simultaneous users to:

U Music 6] mu_system_c
- Advanced Sharing

£) Pictures
Set custom pemissions, create multp| Comments:
B Videos advanced sharing options Permissions for Everyone

i Local Disk (C2) Ful Cortrol
-
) Advanced Sharing C: e
: ange
€ Metw Read
M Network 4 Permissions Caching =

gitems 1 item selected

L e S ©EED M g
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2. \Bendl Security --> Advanced --> Add

A

This PC

Local Disk (C)

“ Home  Share | View (2]

[T Preview pane | g Extra large icons () Large icons _II [O]- [ ttem check boxes 3 7
= 5 : ¥
[EDetails pane 5 Medium icons  HH Small icons - - File name extensions o=
Navigation = Sort o, Hide selected _Options
e EE List 7| e & - - -
Advanced Security Settings for profiles

[G)] - » ThisPC » Local Disk (C)
Name: Ci\profiles
Ut Favarites e ofiles Properti Owner: Administrators (INFORMATICS\Administrators) &) Change
B Desktop mu_system_c s .
Genera | Shating | Securty | Frevious Vers Permission T Auditing | Effective Access |
8 Downloads Perflogs
35 Recent ol Objectrame:  C:\profies
iz Recent places profiles For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Program Files | | Group or user names .
. Permission entries:
This PC Program Files 2, CREATOR OWNER
i Desktop Users 82 Athenticated Users Type  Principal Access Inherited fram Applies to
ocuments Wind 82,5YSTEM 8, Allow  SYSTEM Full control None This folder, subfolders and files
indows
ownload EADSch 2, Adminisiretors (INFORMATICS \Adriri Administrators (INFORMATIC...  Full control None This folder, subfolders and files
ownloads X
. = chieg - CREATOR OWNER Full control None Subfolders and files only
B Music (&) mu_system_cq | To chang pemmissions, dick Edt Authenticated Users Special None This folder, subfolders and files
£ Pictures Pemissions for CREATOR
v
B Videos OWNER
&, Local Disk (C:) Full cortrol
Modiy
s Read & executs
W Network List folder conterts Remove View
Read
Wite Enable inheritance
For special pemissions or advanced seffing
° Replace all child object entries with entries from this object
9items 1 item selected click Advance DlRep i i

1953
0o [ B W6 o7

3. panLaen Select a principal A1ATULAY User “Everyone” 1dan OK

Permission Entry for profiles

Select User, Computer, Service Account, or Group -

LA

Principal:

Select this object type:
|User. Group, or Builtin security principal | | Object Types... |

Type: Allow

Applies to: | This folder, subfolders and filgl £ ihis location:

|irrforrnatic:5.lab | | Locations... |
Basic permissions: Enterthe object name to select (=amples): Show advanced permi
Full control Bvenvone Check Names

Maodify

Read & execute
List folder contents OK | | Cancel |
Read

te

Special permissions

apply these permissions to objects and/or containers within this container

Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met.

Add a condition
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4. den Full control kagman OK

Principal:  Everyone 5elect a principal

Type: |A||0‘W v|

Applies to: |Thisf0|der, subfolders and files v|

Basic permissions: Show advanced permissions
[w] Full control
[w] Modify
[w] Read & execute
[#] List folder contents
[v] Read
[ Write

[T Special permissions

[] Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met.

Add a condition

ok | [ cancel

5. wU1lUswnsu Active Directory User and Computers Aanu21La0n New wagadn

\@on User

File Action View Help

e zE o BEcR BHE S RETER
3 Active Directory Users and Computers [AD.informa|| Mame v Type Description
I [°] Saved Queries &tst User
El ﬁ informatics.lab & Programming Fundamental User
b [ Builtin & Moving Forward in a Digital Society with L. User
a[H BUU. ) 2, informatics_pro User
4 3] informatics & Informatics User
b 21 Lab-413
b 2] Server
b 51 Staff Account
p (5] System Account
(=] User
| Computers Delegate Control...
- 21 Domain Controllers Move...
I [0 ForeignSecurityPrincipals Find...
[ Managed Service Accounts
b 7 Users ew » Computer
All Tasks 3 Contact
Refresh Group
Export List... InetOrgPerson
View N mslmaging-P5Ps
MS5MQ Queue Alias
Arrange lcons b - y
Organizational Unit
Line up lcens .
Printer
Properties
| User
<] i E %2 Shared Folder

Creates a new item in this container,




6. MYUATD wavAan Next

=

80

Active Directory Users and Computers

x
File Action View Help
e zE a6 - :|
3 Active Directory Users and Computers
. Createin:  informatics Jab/Buu/informatics./User

b ] Saved Queries
4 3 informatics.lab

[ Builtin . - - o

4 5 Buu First name: ||rrforrnat|c5jm | Initials: |

4 (3] informatics Last name: |
b 21 Lab-413
b 51 Server Full name: |irrforrnatic5jm
b 2] Staff Account
b & System Account
5] User | |@inforrnatics lab

[ Computers _

I+ 2] Domain Controllers e g (el e

I+ [ ForeignSecurityPrincipals ||NFORMAT|CS\ |||nforrnat|c5jm

[ Managed Service Accounts

B[ Users

ﬂn Net> | [ G|
< m >
o o 1 a
7. MAUATAANIU LhazAan Next
E Active Directory Users and Computers =
File Action View Help

@

EIEEEIN IR %

p [°] Saved Queries
4 3 informatics.lab
p -] Builtin
4 3] Buu
4 (2] informatics
(&1 Lab-413
b 2] Server
p 2] Staff Account
b & Systemn Account
3] User
b 7] Computers
b [2] Domain Controllers
I [ 7] ForeignSecurityPrincipals
b = Managed Service Accounts
b o] Users

] Active Directory Users and Computers [AD.informa;

& Create in:  informatics labs/Buu/informatics./User

Password: |uu.u.

Carfirm p : |

[] User must change password at next logon
[W] User cannot change password o

[w] Password never expires o
[] Accourt is disabled




8. 1aan User LazAanvuiiden Properties

81

File  Action View Help

@ &

fOXEez B 3aa?as

3 Active Directory Users and Computers [AD.informa

b ] Saved Queries
4 sj informatics.lab
B [ Builtin
4 (3] Buu
4 [z informatics
p [E] Lab-413
b 2] Server
I (2] Staff Account
p (@] System Account
(=] User
b Computers
I (=] Domain Controllers
I [ ForeignSecurityPrincipals
[ Managed Service Accounts
B0 Users

-

Name Type
s test User
s Programming Fundamental User

s Informatics User

os Maoving Forward in a Digital Society with ... User

Description

Copy...

Add to a group...
Disable Account
Reset Password...
Move...

Open Home Page
Send Mail

All Tasks 3

£ m »
9. @en%l Profile IAUUAMAUARIUALIIBY path LAY shard TiT19@u wazadn OK
3 Active Directory Users and Computers = =] =
File Action View Help
e F 8| XE E

Member Of I Dialin I Environmert | Sessions

] Active Directory Users and Computers [
B[] Saved Queries
4 3 informatics.lab
I 7] Builtin
4 3] Buu
4 |2 informatics
b 2] Lab-413
b 2] Server
I 2] Staff Account
p (2] System Account
2] User
p [~ Computers
I+ 2] Domain Controllers
p | ForeignSecurityPrincipals
b [~ Managed Service Accounts
B 7] Users

Remote control I Remote Desktop Services Profile I COM=

General I Address I Accourt | Profile | Telephones I Organization

User profile
Profile path:

|\\J\D\proﬁ|e5\info|

Logon script: |

Home folder

® Local path: |

O Connect: | | To |

Description
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10. :nUUlAviNNAg sign in f1e user AsnalulAIBIRBNRIABST join domain

Other user

informatics_pro

Sign in to: INFORMATICS

How do | sign in to another domain?

R adminremote

R Other user

11. AYuA icon, wallpaper wag folder vl Default
nyauUaiasaaiiaanlyenu

AZAINYINTTATAUWIA U -USWI
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12. uAlwd NTUSER.DAT T9idu NTUSER.MAN

Home Share View ~ @
[T Preview pane K| Extra large icons (=] Large icons - I [@] [ rtem check boxes 4
- [[E Details pane | Medium icons  Hf] small icons - Dmv [@] File name extensions . :
Na;;%?'.‘m EE List = E;rf =1 [V Hidden items Hldeitsemmd e
Panes Layout Current view Show/hide
© = [0 » ThisPC » Local Disk (C) » profiles » info » v & [ Searchinfo »
¢ Favorites MName . Date modified Type Size ~
B Desktop . VirtualBox 24/5/256017:59 File folder
8 Downloads AppData 24/5/2560 18:00 File folder
“Zl Recent places 5 Contacts 24/5/2560 18:00 File folder
_jm Desktop 24/5/2560 18:00 File folder ]
M This PC | Documents 24/5/2560 18:00 File folder
b Desktop 8 Downloads . File folder
| Documents i+ Favorites 24/5/2560 18:00 File folder
g Downloads IntelGraphicsProfiles 24/5/2560 18:00 File folder
W Music P Links 24/5/2560 18:00 File folder
] Pictures b Music File folder =
8 Videos . OneDrive y File folder
i, Local Disk (C:) = Pictures 24/5/2560 18:00 File folder
3 Saved Games LLﬁ’lEIleiNTiJSER’D‘%Tr F?Iefolder
f! Metwork L Searches File folder
8 Videos IADUINTUSERMAN e folcer
ntuser.ini % Configuration sett... 1KB
24/5/256017:22  MAN File 4096 KB
22 items State:a Shared

13. 99nUULITN share profile szUUAzas 18 folder V6 TrnludRantuiden Properties

a A ~ . ° a S0 vw A o
AANLRBNYILIY Security MUUAANSIARY user M9 profile mandatory

A= profiles = || =] =

Home Share View ~ @

[T Preview pane @) Extra large icons (=] Large icons - I [El- [ ttem check boxes
@Details pane ilﬂ Medium icons small icons - [ED
Mavigation §§ . ort
pane ™ List

< E File name extensions

Panes Layout
- Secur - - -
@ @ I | 10 » ThisPC » Local Disk(CJ » prd |Genela| IShanngl ity ‘ Previous Versions | Customize
s Object name:  C:\profiles\info V6

A Name

0 Favorites
Group or user names

B Desktop . Default TTSYSTEM

i Downloads | Default_infornatics_10 3 i — _pro {r ics_pro@ir ics Jab)

“Z] Recent places A info & Administratar

A info. V6

M This PC i i
f ‘J = & informatics To change pemissions, click Edit.

b Desktop L informatics Ve

| Documents 1 pro_infe Permissions for SYSTEM

& Downloads . pro_info.V6 Full control

W Music Modify

£] Pictures Read & execute

B Videos List folder cortents

a Read

Local Disk (C:)
= Write
For special permissions or advanced settings,

?‘! Metwork click Advanced.

Sitems  1itemselected  State: 2R Shared




AANUIN B
M3AARIEUU SCCM 2012 R2 185Wnasgutaya (Database site)

MIARFITEUY SCCM 2012 R2 i85Wiesgutaya (Database site)
1. Aan setup.exe SQL Server 31nuuLasn New SQL Server stand-alone installation

or add features to an existing installation

N} SQL Server Installation Center =11 -

Planning -l = Mew SOL Server stand-alone installation or add features to
an existing installation

Installati

fon Launch a wizard to install 5OL Server 2012 in a

Maintenance non-clustered environment or te add features to an existing
SOL Server 2012 instance.

Tools

Resources LH Mew SOL Server failover cluster installation
Launch a wizard to install a single-node SOL Server 2012

Advanced failover cluster.

Options . {_ru‘ Add node to a SCL Server failover cluster

b Lr Launch a wizard to add a node to an existing SCL Server
2012 failover cluster,
Upgrade from SOL Server 2003, 5QL Server 2008 or SOL
Server 2008 R2
Launch a wizard to upgrade SQL Server 2005, SQL Server
2008 or SOL Server 2008 R2 to SOL Server 2012,
:"-\ Microsoft*
2 SQLServer2012




2. Aan OK

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue,

Setup Support Rules

Cperation completed. Passed: 8. Failed 0. Waming 0. Skipped 0.

Hide details <<

View detailed report

Rule Status
@ Setup administrator Passed
@ Setup account privileges Passed
@ Restart computer Passed
@ Windows Management Instrumentation (WMI) service Passed
@ Consistency validation for SOL Server registry keys Passed
@ Long path names to files on SOL Server installation media Pasced
@ SQL Server Setup Product Incompatibility Passed
@ MET 2.0 and .NET 3.3 Service Pack 1 update for Windows 2008 ... | Passed

0K Cancel

3. AN Specify a free edition WwazAdn Next

Product Key

Specify the edition of SQL Server 2012 to install.

Product Key
License Terms
Product Updates
Install Setup Files

Validate this instance of SOL Server 2012 by entering the 25-character key from the Microsoft z

certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such
as Evaluation or Express. Evaluation has the largest set of SQL Server features, as documented in SQL
Server Books Online, and is activated with a 180-day expiration. To upgrade from one edition to
another, run the Editicn Upgrade Wizard.

Specify a free edition:

|Eva|uat\on v‘

) Enter the product key:

< Back I Next > I Cancel

S|
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4. 1@d9n | accept the license terms. uagAdn Next

License Terms

To install SQL Server 2012, you must accept the Microsoft Software License Terms.

Product Key -
MICROSOFT EVALUATION SOFTWARE LICENSE TERMS
License Terms [
Product Updates MICROSOFT SQL SERVER 2012 EVALUATION
Install Setup Fil
up Hles These license terms are an ag b Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Please read them. They apply to the evaluation software
named above, which includes the media on which you received i, if any. The terms also apply to
any Microsoft

» updates,

s supplements,

e Internet-based services, and

Send feature usage data to Microsoft. Feature usage data includes information about your hardware
configuration and hew you use SOL Server and its components.

O

See the Microsoft SQL Server 2012 Privacy Statement for more information.

< Back Mext > Cancel

S|

5. 1890 Include SQL Server product updates tazadin Next

Product Updates

Always install the latest updates to enhance your SQL Server security and performance.

Product Key
[w] Include SOL Server product updates
License Terms
Product Updates Mame "Size (MEB) More Information
SQL Server 2012 SP1 GDR Setup ... |26 KB 2793634

Install Setup Files

1 updates (26 MB) found cnline.
The Setup updates (26 ME) will be installed when you click Next.

Read our privacy statement online

Learn more about SOL Server product updates e




6. Aan Next

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SOL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 1. Skipped 0.

Feature Selection

Installation Rules Hide details <<

Disk Space Requirements View detailed report
Error Reporting

Confit ion Rules Rule Status
Ready to Install Fusion Active Template Library (ATL) Passed
Installation Progress Previous releases of SQL Server 2008 Business Intelligence Devel... | Passed
Complete Mo 5«5 install with SQL Server "Denali” CTPO Passed

Consistency validation for SOL Server registry keys Passed

Computer domain controller Passed

Microsoft NET Application Security Passed

BOeeeee

Windows Firewall Warning

< Back | Next > || e || Help

7. @an SQL Server Feature Installation wagAan Next

Setup Role

Click the SQL Server Feature Installation option to individually select which feature components to install, or click a
feature role to install a specific configuration.

Setup Support Rules ® 5QL Server Feature Installation

Setup Role Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
Feature Selection and other features,

Installation Rules O SQL Server PowerPlvot for SharePoint

Disk Space Requirements Install PowerPivot for SharePaint on a new or existing SharePoint server to support PowerPivot data

Error Reporting access in the farm, Optionally, add the SQL Server relational database engine to use as the new farm's
Installation Configurafion Rules CEEESEEE

Ready to Install Add SOl Server Database Relational Engine Services to this installation.

Installation Progress O All Features With Defaults

Complete

Install all features using default values for the service accounts.

< Back | Next > I Cancel Help




8. LABNANUAIAUFAININ LazAAN Next

Feature Selection

Select the Evaluation features to install.

Setup Support Rules Features: Feature description:
SEimiEs ance Features [~ ][ The configuration and operation of each |~
Feature Selection Databaese Engine Services instance feature of a SOL Server instance is
Installation Rules [150L Server Replication ;;I:;ed from;;:her SOL Server Lnsta;cs.
0 [T Full-Text and Semantic Extractions for Search] erver instances can operate side-by-
nstance Configuration Dot Senvoes side on the same computer.
Disk Space Requirements [ Analysis Services
Server Configuration [¥] Reporting Services - Native
Database Engine Configuration Shared Features =
- B : v
Reporting Services Configuration [] Reporting Services - SharePoint
Error Reportin [] Reporting Services Add-in for SharePoint Products Prerequisites for selected features:
porting . [7] Data Quality Client T
Installation Configuration Rules [ 5L Server Data Tools _re;‘:rw:m& ;H R
Ready to Install [7] Client Tools Connectivity Windons Pomehal 20
indows PowerShell 2.
Installation Progress [l Integration Services
Microsoft NET Fi k35
- [] Client Tools Backwards Compatibility = croser ramewor
omplete D) Clent Tools SO To be installed from media:
Oo. Lation C . Microsoft Visual Studio 2010 Shell
ocumentation
[¥] Management Tools - Basic
[ Management Tools - Complete v
Shared feature directory: [cvProgram Fites\Microsoft sl Servery | III
Shared feature directory (x86]: |C:\Program Files (x86)\Microsoft SQL Server\ ‘ |I|

< Back Mext > Cancel Help

9. man Next

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operation completed. Passed: 2. Failed 0. Warning 0. Skipped 0.
Setup Role

Feature Selection

Installation Rules

detai

Instance Configuration View detailed report

Disk Space Requirements

Server Configuration Rule Status

Database Engine Configuration @ Prior Visual Studio 2010 instances requiring update. Passed

Reporting Services Configuration (@ | Microsoft NET Framework 3.5 is installed on Windows 8 or hig... | Passed

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete




10. \@@n Default instance 91n1ul9%® Default 91 Instance ID wazAdn Next

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules ®) Default instance
Setup Role

O Named instance: [MssaLSERVER |
Feature Selection

Installation Rules

Instance Configuration rea(E: [wssarserver | |
Disk Space Requirements

S EanfpET Instance root directory: |C:\Program Files\Microsoft SOL Serverl | E
Database Engine C

Reporting Services Configuration | o) gorver directory: CA\Program Files\Microsoft SOL Server\MSSQLT1.MSSQLSERVER

Error Reporting . . . . .
Reporting Services directory:  C\Program Files\Microsoft SQL Server\MSR511.MSSOLSERVER
Installation Configuration Rules
Ready to Install Installed instances:

Installation Progress

Instance Mame Instance ID Features Edition Version

Complete

11. Aan Next

Disk Space Requirements

Review the disk space summary for the SOL Server features you selected.

Setup Support Rules Disk Usage Summary:
Setup Role

E-@ Drive C: 4088 MB required, 277763 MB available

Feature Selection System Drive (C:\): 1453 MB required

Installation Rules Shared Install Directory (C:\Program Files\Microsoft SCL Server): 817 MB required
etnee o st te) i Instance Directory (C\Pregram Files\Microsoft SOL Server\): 1812 MB required

Disk Space Requirements
Server Configuration

Database Engine Configuration

Reporting Services Configuration
Error Reporting

Installation Cenfiguration Rules
Ready to Install

Installation Progress

Complete




12. MnUA Account Name wag Password wagaan Collation

i

SQL Server 2012 Setup

Server Configuration

Setup Suppert Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reperting Services Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Specify the service accounts and collation configuration.

Service Accounts I(_‘olraﬁon I e

Microsoft recommends that you use a separate account for each SQL Server service.

Service Account Mame Password Startup Type
SQL Server Agent INFORMATICS\adminagent (1] *» |Manual v
SOL Server Database Engine INFORMATICS\admindatabases . |Manual v

50L Server Reporting Services

INFORMATICS\adminreport

Automatic v

SQL Full-text Filter Daemon Launcher NT Service\MSSQLFDLauncher Manual
SOL Server Browser NT AUTHORITY\LOCAL SERVICE Automatic |
< Back | | Mext > ‘ | Cancel | ‘ Help

13. 169N SQL collation “SQL Latin1_General CP1_CI AS” wazaan OK

Customize the SQL Server 2012 Database Engine Collation

Collation designator:

Select the collation you would like to use:

© Windows collation designator and sort order

Thai

| ‘ Customize..

® SQL collation, used for backwards compatibility

width-insensitive for Unicode
ta

SQL_Latin1_General_CP1

SQL_Hungarian_CP1250_CI_AS
SQL_Hungarian_CP1250_CS_AS
SQL_lcelandic_Pref_CP1_CI_AS

SQL_Latini_General CP1_CILAS

Collation description

Latin1-General, c

acc
Order 52 on Code Page 1252 for non-Unicode Data

for Unicode D@ Server Sort

Mext > | ‘ Cancel

Help
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14. Aan Next

Server Configuration

Specify the service accounts and collation configuration,

Setup Support Rules Service Accounts | Collation

Setup Role

Feature Selection Database Engine:

Installation Rules SQL_Latin1_General CP1_CI_AS | ‘ Customize...
Instance Cenfiguration Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode

Dick Space Requirements. Data, SQL Server Sort Order 52 on Code Page 1252 for non-Unicode Data

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

<Back |[ Next > ]| Cancel || Help

15. @8N Windows authentication mode 3nntuAan Add Current User wagAan Next

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories,

Setup Support Rules Server Configuration \ Data Directories | FILESTREAM

Setup Role

Feature Selection
Installation Rules
Instance Configuration

Specify the authentication mode and administrators for the Database Engine.

Authenticaticn Mede

® Windows authentication mode

Disk Space Requirements

Mixed Mode (SQL Server authentication and Windows authentication)
Server Configuration

D Engine G i Specify the password for the SQL Server system administrator (sa) account.

Reporting Services Confit i | ‘

Enter password:

Error Reporting

Installation Configuration Rules ComIT RS | ‘

Ready to Install Specify SQOL Server administrators
Installation Progress

INFORMATICS\adminscem (adminsccm) S0L Server administrators have
Complete icted access to the Datab
Engine,
< Back Next > Cancel | | Help |




16. 190 Install only uagadn Next

i

Setup Support Rules
Setup Role

Feature Selection
Installation Rules
Instance Configuration
Disk Space Requirements
Server Configuration

Database Engine Configuration

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Reporting Services Configuration

Specify the Reporting Services configuration mode.

SQOL Server 2012 Setup

Reporting Services Native Mode

nstall and configure.

Installs and configures the report server in native mode. The report server is operational after setup completes.

nstall only.

Installs the report server files. After installation, use Reporting Services Configuration Manager to configure the
report server for native mode,

Reporting Services Configura...

Reporting Services SharePoint Integrated Mode

Installs the report server files. After installation use SharePoint Central Administration to complete the
configuration. Verify the SOL Server Reporting Servi service is started and create at least one SQL Server
Reporting Services service application, For more information, click Help,

<sack || Net> [ concel |[ Hel

17. Aan Next

|

Error Reporting

SQL Server 2012 Setup

Help Microsoft improve SOL Server features and services.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Cenfiguration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Specify the information that you would like to automatically send to Microsoft to improve future releases of SOL Server.
These settings are cpticnal. Microsoft treats this information as confidential. Microsoft may provide updates through
Microsoft Update to modify feature usage data. These updates might be downloaded and installed on your machine
automatically, depending on your Automatic Update settings.

See the Microsoft SQL Server 2012 Privacy Statement for more information.

Read more about Microsoft Update and Automatic Update.

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting only applies to
services that run without user interaction.

< Back |I Mext > I| Cancel | | Help
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18. AAN Next

Installation Configuration Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 0. Skipped 0.

Feature Selection

Installation Rules Hide details <<

Instance Configuration View detailed report

Disk Space Requirements

Server Configuration Rule Status
Database Engine C (2| FAT3Z File System Passed
Reporting Services C @ Existing clustered or cluster-prepared instance Passed
Error Reporting @ Cross language installation Passed
Installation Configuration Rules (@ | same architecture installation Passed
Ready to Install @ Reporting Services Catalog Database File Existence Passed
M T RS @ Reporting Services Catalog Temporary Database File Existence Passed

Complete

<Bock || Net> |[ Coned || e |

19. Aan Install

Ready to Install

Verify the SQL Server 2012 features to be installed.

Setup Support Rules Ready to install SOL Server 2012:

Setup Role = Summary ~
Feature Selection - Edition: Evaluation

Installation Rules - Action: Install {Product Update)

- Prerequisites
(= Already installed:
- Microsoft .NET Framewark 4.0

m

Instance Configuration

Disk Space Requirements

el - Windows PawerShell 2.0
Database Engine Configuration - Microsoft NET Framework 3.5
Reporting Services Configuration = To be installed from media:

Micresoft Visual Studic 2010 Shell

Error Reporti
rror Reporting = General Cenfiguration

Installation Cenfiguration Rules

= Features
Ready to Install - Database Engine Services
Installation Progress - Full-Text and Semantic Extractions for Search

- Reporting Services - Native
- Management Tools - Basic
Management Tools - Complete
= Instance configuration
- Instance Mame: MSSCLSERVER
- Instance ID: MSSOLSERVER
=- Instance IDs ~
<] [ [>

Complete

Configuraticn file path:

|C:\Ploglam Files\Microsoft SQL Server\110\5etup Bootstrap\Log\20170422_114946\ConfigurationFile.ini |

< Back m| Cancel |

Help |
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20. Adn Close LHuN15AARY SQL Server 2012 dasa

Complete

Your S0L Server 2012 installation completed successfully with product updates.

Seel Prodne Information about the Setup operation or possible next steps:

Setup Role

. Feature Status ~
Feature Selection =

. & Management Tools - Complete Succeeded

Installation Rules (J Management Tools - Basic Succeeded
Instance Configuration () Database Engine Services Succeeded -
Disk Space Requirements (4 Full-Text and Semantic Extractions for Search Succeeded
S Tl () Reporting Services - Native Succeeded

) ) _ (4 SOL Browser Succeeded
Database Engine Configuration (% 50L Writer Succeeded
Reporting Services Configuration 19 SOL Client Connectivity Succeeded v
Error Reporting
Installation Configuration Rules
Ready to Install Eelal
Installation Progress Viewing Product Documentation for SQL Server ~
Complete . . .

Only the components that you use to view and manage the documentation for SQL Server have been installed. By

default, the Help Viewer component uses the online library. After installing SQL Server, you can use the Help
Library Manager component to download documentation to your local computer. For more information, see Use
Microsoft Books Online for QL Sewver <http://go. microsoft. com/fwlink/?LinkID=224683=.

Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2012, see the Microsoft v

Summary log file has been saved to the following location:

C\Program Files\Microsoft SOL Server'110\Setup Bootstrap'Logh20170422 114946\ Summary SCCM 20170422 114946.txt

I Close I Help

=




AMANUIN Y
ANAARITZUU SCCM 2012 R2 @35W1ae3%an (Primary site)

A198379 System Management Container in Active Directory

1. lUa3ea AD 9 ntiudlusunsy ADSI Edit uazadnuandl CN=System —> New —>
Object

Z ADSI Edit - (o]

File Action View Help

| P XE Q=
[ZF ADSI Edit Name Class Distinguished Name ~ || Actions
4§ Default naming context [AD|| [] CN=AdminSDHalder container CN=AdminSDHoldet || py_ g ciam N
4 (7] DC=informatics,DC=lab || 77 CN=ComPartitions container CN=ComPartitions,{ More A ,
el CN=Euiltin | CM=ComPartitionSets container CN=ComPartitionSe ore Actions
- OU=Buu | CN=Default Domain Policy ~ domainPalicy ~CN=Default Domain
-] CN=Computers _| CM=Dfs-Configuration dfsConfigura... CMN=Dfs-Cenfiguratii
| QU=Domain Centrol|| = ¢\_prsh.Globalsettings  msDFSR-Glo..  CN=DFSR-GlobalSetl
CN=ForeignSecurityf 9
- CN_LD’:End:(u”;Y | CMN=DomainUpdates container CMN=DomainUpdates
e || (] CN=File Replication Service  nTFRSSettings  CN=File Replication
=Managed Servici
= CN-NTDSgQuUtas 7| CN=FileLinks fileLinkTrack... CN=FileLinks,CN=5y
= CN=Program Data | CM=IP Security container CN=IP Security,CN=| =
b = CN=System 1 Cl=Meetina: contajper CM=Meetings,CN=5]
< cN=TPMDs | Move c CN=MicrosoftDNS,C
7| CN=Users Mew Connection from Here m sw... CN=Password Settin
. - CMN=Policies, CN=5ys
New > "
0 bJOCt CMN=P5Ps, CN=Syster|
View | container CN=RAS and |AS Ser
Delete rpcContainer CM=RpcServices, CM;
Rename container CN=WinsockService!
Refresh container CN=WMIPolicy, CN=
res
i secret CM=BCKUPKEY_713¢
Export List.. secret CN=BCKUPKEY 83cf
Properties secret CM=BCKUPKEY_P Se "
< m Help I P




2. @an Container kazAan Next

= o 5 - o
Create Object i
Select a dass: Distinguished Name ~ ||| Actions
CH=AdminSDHoldel
:Eccswitw CN=ComPartitions, CN_MS::?,:::m
aCSResourcelimits CN=ComPartitionSe|
:535;2;; ete CN=Default Domain
spplicationEntity CM=Dfs-Cenfiguratiy
applicationVersion CM=DFSR-GlobalSet]
é:zr;;gc‘;t:gmiumnnty CMN=DomainUpdates
comConnectionPoint CM=File Replicaticn
Container CN=FileLinks, CN=5y
CN=IP Security, CH= =
CH=Meetings, CN=5]
CM=MicroscoftDNS,C
CM=Password Settin
CH=Pelicies, CN=5ys
< Back I Mext > | ‘ Cancel | | Help CN=PSPs,CN=Syster
= CH=RAS and I1AS Ser]
| CM=RpcServices pcContainer  CH=RpcServices, CNj
| CN=WinsockServices container CH=WinsockService!
| CN=WMIPolicy container CN=WMIPolicy,CN=
5] CN=BCKUPKEY_713d6bc5-... secret CM=BCKUPKEY_T13¢
5] CN=BCKUPKEY_83cf47d1-b... secret CM=BCKUPKEY_83cf
ﬂ CM=BCKUPKEY_P Secret secret CM=BCKUPKEY_P Se "
< m > T """""""""" W Y
o a
3. MnuA Value “System Management” azAan Next
= prevr BN
Create Object ﬁ
1 finhiE - Distinguished Mame ~ || Actions
Syntax: Unicode String CN=AdminSDHalde) CN=System -
CN=ComPartitions,
Description:  Common-ame CN=ComPartitionSe More Actions

Value:

|| System Management|

[2)

e e

Help

~| CN=RpcServices

“| CN=WinsockServices

| CN=WMIPolicy

] CN=BCKUPKEY_713d6bc5-.
] CN=BCKUPKEY_83cf47d1-b...

>« [

rpcContainer
container
container
secret

secret

secret

CM=Default Domain
CN=Dfs-Configurati
CN=DFSR-GlobalSet
CN=DomainUpdates
CN=File Replication
CN=FileLinks, CN=5y
CN=IP Security,CN=| =
CN=Meetings, CN=5;
CN=MicrosoftDNS,C
CN=Password Settin
CN=Policies, CN=Sys
CN=PS5Ps,CM="5yster
CN=RAS and IAS Ser|
CMN=RpcServices,CN:
CN=WinseckService:
CN=WMIPolicy,CN=
CN=BCKUPKEY_713c
CN=BCKUPKEY_83cf
CN=BCKUPKEY_P Se o

>

96



4. @an Finish

i Ii| iIlI = | x

To complete the crestion of this object, click Finish.

Distinguished Name ~ | Iﬂdnnns

Ta set more attributes. click Mare Attributes. More Attributes CN=AdminSDHolde | CN=Syst .
CM=ComPartitions,

Maore Actions »

CN=ComPartitionSe]
CM="Default Domain
CM=Dfs-Configurati
CM=DFSR-Global5et
CN=DomainUpdates
CM=File Replication

CM=FileLinks, CN="5y
CN=IP Security,CN
CMN=Meetings, CN=5;
CM=MicrosoftDNS,C
CN=Password Settin

CHM=Policies, CN="5ys
<ot [Fe ] [ conce b CN=PSPs, CN=Syster

e e e CM=RAS and |AS Ser
= CN=RpcServices rpcContainer  CM=RpcServices,CN
[ CN=WinsockServices container CH=WinsockService:
7] CN=WMIPolicy container CN=WMIPolicy,CN=__ |
] CN=BCKUPKEY_713d6bc5-... secret CH=BCKUPKEY_713c
% CN=BCKUPKEY_83cf47d1-b... secret CN=BCKUPKEY_83cf
% CN=BCKUPKEY_P Secret secret CN=BCKUPKEY_P 5e "
< m > ‘<:|‘ m [ Y

5. niululuunsy Active Directory Users and Computers AANYIT System

Management --> All Tasks --> Delegate Control

File Action View Help
e r@E 8| XECER Hm 2 ataTah

| Active Directory Users and Ct ~ || Mame Type Description
I 7] Saved Queries
4 3 informatics.lab

There are no items to show in this view.

b [ Builtin
b 51 Buu Delegate Control...
b [ Computers o
b ] Demain Contrel S
Find...

I ] ForeignSecurityl
b [ LostAndFound! = o

p (] Managed Servici |W, e Control...

p ] Program Data " |
4 [ System View v Move...

b [ AdminSDHo Cut Find...

b [] ComPartitiol

I [ ComPartitio =

1 [ DomainUpd Rename

B [ IP Security Refresh

b = Mectings Export List...

1 [ MicrosoftDl .

b [ Policies Properties

I [ RASand IAS Help

em nagel
|3 WinsockServices
b 5 WMIPolicy

b+ £ Default Domain P

(lémlj >

Contains actions that can be performed on the item.




6. Aan Next

El

Active Directory Users and Computers

File Action View Help

e 2

] Active Directory Users and Crn
b [ Saved Queries
4 3 informatics.lab
b [ Builtin
b =] Buu
[ | Computers
I 2] Demain Contrellers
b [ ForeignSecurityPrinci
b [ LostAndFound
[ Managed Service Acc =
[ | Program Data
4[5 System
b 1 AdminSDHolder
b [ ComPartitions
b [ ComPartitionSets
(| DemainUpdates
b 7] IP Security
[ Meetings =
b [ MicrosoftDNS
b [ Policies
b ] RAS and IAS Serve
| System Managem
b ] WinsockServices
b [ WMIPelicy
B éﬂ Defag\t I?.umair.] P

>

FB|XEC2 HE 3eET7TEa%

Welcome to the Delegation of
Control Wizard

This wizard helps you delegate control of Active Directory
objects. You can grant users permission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services

To continue, click Mext

7. Aan Add L@en

o
a o

Computer M19zAnRs SCCM wagaan Next

El

Active Directory Users and Computers

File Action View Help

» [ Computers
- 27 Domain Controllers
b [] ForeignSecurityPrinci
b [ LostAndFound
b 5 Managed Service Acq =
b Program Data
4[] System
1> (] AdminSDHolder
B [ ComPartitions
b [ ComPartitienSets
p [ DomainUpdates
b 7 IP Security
b [ Meetings |
b [ MicrosoftDMNS
I [ Policies
b ] RAS and IAS Serve
| Systemn Managem
b ] WinsockServices
b [ WMIPolicy
I ;:ﬂ Default D.OFHEII'.] P v

< m >

e 2fE fa(XEDo= He 3euTER

b 7] Saved Queries [

4 3 informatics.lab Users or Groups
b [ Builtin Select one or more users or groups to whom you want to delegate control. %
B (5 Buu

Selectad users and mouns:

I & SCCM (INFORMATICS\SCCM) | e

O
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8. 1&on Create a custom task to delegate wazaan Next

& Active Directory Users and Computers =
File Action View Help
e 2 FEXE= Hm teEaTan
Active Directory U d Co _ -
8 - v e ory sersand S Delegation of Control Wizard -
I ] Saved Queries
4 [ informatics.lab Tasks to Delegate
I [ Builtin You can select common tasks or customize your own
Buu
Computers .
Domain Controllers () Delegate the following common tasks:
ForeignSecurityPrinci [[] Create, delete, and manage user accounts -
LestAndFound [ Reset user passwords and force password change at next logon

[] Read all user information

[] Create, delete and manage groups

[ Madify the membership of a group

[[] Create, delete, and manage inetOrgPerson accounts

| AdminSDHelder !
“ ComPartit Reset inetOrgPerson passwords and force password change at next Ic
[ ComPartitiens < N

Managed Service Acc| =
Program Data
System

vevwvvvvwww 000D EDED

|| ComPartitionSets!

[7] DemainUpdates | (®) Create a custom task to delegate
] IP Security

| Meetings —

| MicrosoftDNS

]

=

Palicies
RAS and 145 Serve sl [ cancel | [ Hep
System Managem

p [ WinsockServices
b 7 WMIPolicy
=
b i Default Domain P

< o >

L

9. 1@9n This folder, existing objects in this folder, and creation of new objects in

this folder wagman Next

B Active Directory Users and Computers =
File Action View Help
| n FEXEo= B 3eETE%
Active Directory U d Co - -
g Hve Birectony Beers and M Delegation of Control Wizard -
I [ Saved Queries
4 ] informatics.lab Active Directory Object Type 1
p [ Builtin Indicate the scope of the task you want to delegate.
St o
p ] Computers
t (2] Domain Controllers P oA
i | ForeignSecurityPrinci I (®) This folder, existing objects in this folder, and creation of new objects in this folder I
b [ LostAndFound _ () Only the following cbjects in the folder:
b [ Managed Service Acc =
b 1] Program Data [] account abjects -~
4[] System [[] aC5Resourcelimits objects D
}.‘ Ad SDHold [] applicationVersion objects
b % rminstrelcer [] bootable Device objects
= ComPartitions [ certficationAuthority objects
b [ ComPartitionSets [ Computer objects
b [ DomainUpdates = hd
I [ P Security Create selected objects in this folder
b [ Meetings 1 Delete selected objects in this folder
B [ MicrosoftDNS
p [ Policies

RAS and IAS Serve | New> | [ Cancel Help

| System Managem

WinsockServices
WMIPalicy
Default Domain P

< o >




10. WABNAEININ WALAAN Next

El

File Action View Help

Active Directory Users and Computers

L

3 Active Directory Users and Ci ~
b [ Saved Queries ]
4 4 informatics.lab
b ] Builtin
b (2] Buu
I [ Computers
b 2] Domain Controllers
p 5 ForeignSecurityPrinci
b [ LostAndFound
I [ Managed Service Acc
v 5 Program Data
4 B Systemn
I [ AdminSDHolder
b [ ComPartitions
b ] ComPartitionSets
b [ DomainUpdates
PP Security
[ Meetings
b L MicrosoftDNS

s/ XELE: A

[BatETE%s

Permissions
Select the pemissions you want to delegate.

Show these permissions:

[+ Creation/deletion of specic child objects

[v] General
[ Property-speciic

| |

Pemissions:

¥ Full Cortrol |

[w] Read
[] Wiite
[] Create All Child Objects
[] Delste All Child Objects

[w] Read All Properties

I ] Policies
B[] RAS and IAS Serve
7 System Managem

O ==

I [ WinsockServices

b [ WMIPolicy
b jl Default Domain P,
>
a . .
11. AaN Finish

= Active Directory Users and Computers s
File Action View Help
w9 2@ 4o/ X LaETIR

] Active Directory Users and Ci ~
b =] Saved Queries [
4 3 informatics.lab
b [ Builtin
b (5] Buu
b [ Computers
1 31 Domain Controllers
b [ ForeignSecurityPrinci
b [ LostAndFound
b [ Managed Service Acq =
b [] Program Data
4 [ System
| AdminSDHolder
ComPartitions
ComPartitionSets
DomainUpdates
P Security
Meetings ]

Policies
RAS and IAS Serve
System Managem

Completing the Delegation of

Control Wizard

AT

wizard.

You have sucssssfully completed the Delegation of Cortrol

have given cortrol are

You chose to delegate control of objects
in the fallowing Active Directory folder

informatics Jab/System./System Management

The groups, users, or computers to which you

SCCM (INFORMATICS\SCCM)

They have the following pemissions

To close this wizard, ciick Finish

WinsockServi
WMIPolicy
Default Domain P/

< c >

=
G
[}
[}
-]
-]
[ MicrosoftDNS
]
]
&
[}
=]
L=
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12. Extend the Schema 1hlndn1sanse SCCM WBAe3ad AD wazidrlud

\SMSSetup\Bin\x64\ kazAanu31 Run Administrator #i Extadsch.exe

_I:I-

1= Recent places

I This PC
e Desktop

| Documents
4 Downloads
o Music

=/ Pictures

8l Videos

iy Local Disk (C)

‘h Network

513 items

nvaaulng ExtADSch.log 7l Drive C: “Successfully extended the Active Directory

schema.”

1item selected 2,12 MB
|

| | E} LI | Application Tools X64
Home Share View Manage g 0
= (}f, Cut i@ ilé X @E j_ ENEW item = j[ [ open ~  BH selectan
= I [ Copy path o o aEasy access ™ ‘—“J Edit Select none
Copy Paste _ Move Copy Delete Rename MNew Properties o
2| Paste shortcut ta- to- - folder - g Invert selection
Clipbo Organize MNew Open Select
®© = 1 [« SMSSETUP » BIN » X84 » v & [ sercnxsd
FS
u . Marge Date modified Type Size -
i Favorites I ] -
B Desktop IE] extadsch.exe I [ pra—
4 Downloads %] extnprov.dil m =
Run as administrator
[ ExtractContent.exe @ I

= FolderRedirection-Models.xml

= FreeDiskSpacexml

ﬁ!fsp.m;i

%] fspmgr.dil

hman.dll

o 1464 Windows_Server_2003_SP1xml

:| 1464 Windows_Server_2003_SP2.xml

° |A64_Windows_Server_2008_original_re)
= 1AB4_Windows_Server_2008_SP2.xml

inboxmgr.dil

inboxmon.dil

Invprec.dil

(2] (&) [&)] [&] [

= i0SDeeplinkDeploymentTechnelogy.x
= i0SDeeplinkinstallerTechnology.xml

| Troubleshoot compatibility
Pin to Start
g snhipnEs...
B wiudh "extadschurar”
B dudhundaian..
E Jusailu "extadsch.rar” uasdaun
Pin te Taskbar
Restore previous versions
Send to
Cut
Copy
Create shortcut
Delete

Rename

Properties
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ASAARY Windows Assessment and Deployment kits Windows 10

1. nauUNIARRAY SCCM 2012 R2 T¥RAAY Windows Assessment and Deployment

Kits — Windows 10 nau laenisidan Install the Windows Assessment and

Deployment Kits — Windows 10 this computer wagaan Next

i Windows Assessment and Deployment Kit - Windows 10 I;Ii-]

Specify Location

® Install the Windows Assessment and Deployment Kit - Windows 10 to this computer

Install Path:
C\Program Files (xB86)\Windows Kits\10%

) Download the Windows Assessment and Deployment Kit - Windows 10 for installation on a separate
computer

Download Path:

Users\adminsccmi\Downloads\Windows

m

Estimated disk space required: 6.7 GB
Disk space available: 264.3 GB

I‘ Next || Cancel

2. 1a8n No wagman Next

i)

Windows Assessment and Deployment Kit - Windows 10 I;Ii-

Windows Kits Privacy

Windows 10 Kits collect and send anonymous usage data to Microseft about how our customers use Microsoft
programs and about some of the problems they encounter. Microsoft uses this infermation to improve the
products and features. Participation in the program is voluntary, and the end results are software improvements
to better meet the needs of our customers. No code or software produced by you will be collected.

Tell me more about the Windows 10 program.

Tell me more about the Customer Experience Improvement Program (CEIP).

* Participation applies to all Wind kits installed on this c

Privacy Statement

Back |I Next I | Cancel
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3. Aan Accept

License Agreement

You must accept the terms of this agreement to continue. If you do not accept the Microsoft Software License
Terms, click Decline.

MICROSOFT SOFTWARE LICENSE TERMS ~

Microsoft Windows Assessment and Deployment Kit (ADK) for Windows 10
Microsoft Windows Hardware Lab Kit (HLK) for Windows 10
Microsoft Windows Driver Kit (WDK) for Windows 10

These license terms are an agreement between Micresoft Corporation (or based on where you live, one
of its affiliates) and you. Please read them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

* updates,

* supplements,

+ Internet-based services, and

* support services,
for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

B R L e e L e e P

If you comply with these license terms, you have the perpetual rights below.

1. INSTALLATION AND USE RIGHTS. w

= Windows Assessment and Deployment Kit - Windows 10 |;|£-

Back |I Accept || Decline

4. L@EBNAININ kazAaNn Install

Select the features you want to install

Click a feature name for more information.

[] application Compatibility Toalkit (ACT) MiCI’OSOﬁ SQ_L Server 2012 EXpI’ESS

Deployment Tools Size: 2333 MB

[w] Windows Preinstallation Environment (Windows PE) Database to develop and deploy desktop, web, and small
server applications.

|:| Imaging And Configuration Designer (ICD)

User State Migration Tool (USMT)

|:| Volume Activation Management Tool (VAMT]}
[ windows Performance Toolkit

|:| Windows Assessment Services

|:| Microsoft SOL Server 2012 Express

Estimated disk space required: 3.8GB
Disk space available: 264.3 GB

1 Windows Assessment and Deployment Kit - Windows 10 |;|£-]

Back ‘ip' Install I | Cancel
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5. Anfuasadu wavman Close

= Windows Assessment and Deployment Kit - Windows 10 = [ =] =

Welcome to the Windows Assessment and Deployment Kit -
Windows 10!

[ Learn more about the Windows Assessment and Deployment Kit

Check this box to explore the Windows ADK documentation on MSDN.

Close




ASAAAITZUU SCCM 2012 R2 185W1a931an (Primary site)
1. 15uAAAY SCCM 2012 R2 Adn Install

| System Center 2012 R2 Configuration Manager Setup == -

Microsoft System Center 2012 R2
Configuration Manager

Install

.ﬁ- Restart may be required

.'@. Before you begin

Tools and Standalone Components Additional Resources

Assess server readiness Release Motes

Get the latest Configuration Manager updates Read Documentation

Install Configuration Manager console Obtain Installation Assistance
Download System Center Updates Publisher Configuration Manager Community
Download clients for additional operating systems Configuration Manager Home

Browse the Installation Media

© 2013 Microsoft Corporation. Al ights reserved. Exit

2. Aan Next

System Center 2012 R2 Configuration Manager Setup Wizard

il ?J Before You Begin

This wizard walks you through the steps necessary to install or upgrade Configuration Manager.
Setup also provides you with options to recover a site, perform site maintenance, and uninstall the site.

Before you run this wizard:
1. Verify that you have a supported Microsoft SOL Server installation available for Configuration Manager.
2. Identify the FODN of the computer that is running Microsoft SQL Server.

3. Confirm that the computers for Configuration Manager site systems meet the minimum system
requirements,

4. Read the release notes online for important information and for links to supported versions and system
requiremens.

WARNING: This program is protected by copyright law and international treaties.

Unauthorized reproduction or distribution of this program, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent possible under law.

s | Next > || Cancel
_—

< Previo
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3.

\den Install a Configuration Manager primary site Lazadn Next

Getting Started
- [ [

Available Setup Options

Setup has not detected an existing installation of site server, site system, or Configuration Manager console on this
computer.

& Install a Configuration Manager primary site

Use typical installation options for a stand-alone primary site

- Install a Configuration Manager primary site

- Use default installation path

- Configure local SOL Server with default settings

- Enable a local it point for Cor ion M

- Enable a local distribution point for Configuration Manager

 Install a Configuration Manager central administration site
" Upgrade this Configuration Manager site

" Recover a site

™ Perform site maintenance or reset this site

 Uninstall this Configuration Manager site

< Previous | Cancel |

4. 1d Product Key wazadn Next

Product Key
[ N I I

" Install the evaluation edition of this product

When you install the evaluation edition of this product, it is fully functional for 180 days. After installation, you can
enter the product key from the Site Maintenance option in Setup to upgrade the evaluation edition to the licensed
edition.

* Install the licensed edition of this product

< Previous | Cancel |
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5.

\&0n | accept these license terms wazaan Next

107

System Center 2012 R2 Configuration Manager Setup Wizard

Microsoft Software License Terms

PLEASE NOTE: Your use of this software is subject to the terms and
conditions of the license agreement by which you (or your company) acquired
the Microsoft server software or gained access to the online service from
Microsoft. For instance, if you are:

» a volume license customer or service provider, use of this software is
subject to your volume license agreement or service provider license
agreement;

» a MSDN customer, use of this software is subject to the MSDN license =
agreement;

+ a customer that received the software separately from a hardware
manufacturer or system builder, use of this software is subject to the
license agreement with that part;

- o eslRarn e en e o o el P Fe e hiees o e sl Frey j

Print License Terms ¥ | accept these license terms. |

< Previous | Mext = Cancel

180N | accept these License Terms 4 3 A40 W wagAan Next

System Center 2012 R2 Configuration Manager Setup Wizard

Prerequisite Licenses

During Setup, Configuration Manager will download and store the following software on the site server and then
autematically install the software on the site systems or client computers as required. See the
Configuration Manager Privacy Statement f5r more information.

Microsoft SQL Server 2012 Express
o View the Microsoft SQL Server 2012 Express License Terms
W | accept these License Terms I
Microsoft SQL Server 2012 Native Client
View the Microsoft SOL Server 2012 Native Client License Terms

I I | accept these License Terms I

Microsoft Silverlight 5
This software will automatically update after installation.

View the Microsoft Silverlight 5 License Terms online

View the Microsoft Silverlight 5 Privacy Statement online

I I¥ | accept these License Terms and automatic updates of Silverlight I

< Previous |I Next > I Cancel
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7. 1den Download required files wazAnunsunuslunis Download wazadn Next

Prerequisite Downloads

| I I I —

Setup requires prerequisite files, Setup can automatically download the files to a location that you specify, or you can
1 use files that have been downloaded previously.

* Download required files

or C\Downl

E e\ N " d
Path: I Browse... |

8. S¥UUILYINNTS download

Verifying downloaded prerequisite components ... 1 of 56 files




9. 1890 English Language @115V Server wagpan Next

Server Language Selection

—-— [ [ ]

Select the server languages that Configuration Manager displays in the Configuration Manager console and reports.

Configuration Manager installs support for the languages that you select and uses the display language of the
server that runs the Configuration Manager console or reports. English is the default language and it is used when
Configuration Manager does not support the display language.

You can modify the server languages if you run Setup again and select the Site Maintenance option.

Currently Supperted Languages:

| Name Availability State

[T Chinese (Simplified) Downloaded Mot Installed

[T Chinese (Traditional, Hong Kong SAR) Downloaded Mot Installed

[T Chinese (Traditional, Taiwan) Downloaded Mot Installed

[T Czech Downloaded Mot Installed

" Dutch Downloaded Not Installed

[V English Mot Downloaded Installed I
[T French Downloaded Mot Installed '
[T German Downloaded Mot Installed

[T Hungarian Downloaded Mot Installed

[T ltalian Downloaded Net In

10. 168n English Language @13y Client wazaan Next

Client Language Selection
[ T I N

< Previous | Cancel |

Select the client languages for Configuration Manager to support.

When you select a client language and it matches the display language of a client computer, the Configuration

Manager client displays that language. English is the default language and it is used when Configuration Manager

does not support the display language.

You can modify the client languages if you run Setup again and select the Site Maintenance option.

Currently Supported Languages:

| Name Auailability State

[T Chinese (Simplified) Downloaded Mot Installed
[T Chinese (Traditional, Hong Kong SAR) Downloaded Not Installed
[T Chinese (Traditional, Taiwan) Downloaded Mot Installed
[T Czech Downloaded Not Installed
" Danish Downloaded Mot Installed
I Dutch Downloaded Mot Installed
[V English Mot Downloaded Installed

[T Finnish Cownloaded Not Installed

[ Enable all languages for mobile device clients

-

< Previous | Cancel |
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11. Auun site and installation setting Ayn wlazAdn Next

Site and Installation Settings
— |

Specify a site code that uniquely identifies this Configuration Manager site in your hierarchy.

Site code: SCM

Specify a site name that helps to identify the site. Example: Centose Headquarters Site

Site name: e SCCM 2012 R2 Informatics Site

MNote: The site code must be unigue in the Configuration Manager hierarchy and cannot be changed after you install the
site.

Installation folder: IC:\Program Files\Microsoft Configuration Manager Browse... |

Specify whether to install the Configuration Manager console to manage the Configuration Manager site frem this
computer. You can remotely manage the site when you do not install the Configuration Manager consale,

IV Install the Configuration Manager console

< Previous | Cancel |

12. @90 Install the primary site as a stand-alone site uazAan Next

Primary Site Installation

I [N —

Specify whether to join the primary site to an existing Configuration Manager hierarchy or install the primary site as a
stand-alone site.

" Join the primary site to an existing hierarchy

Central administration site server (FQDN): Example: serverl.contoso.com

1 |

(% Install the primary site as a stand-alone site

< Previous | I Cancel |




13. Aan Yes

System Center 2012 R2 Configuration Manager Setup Wizard

Primary Site Installation

I I —

Specify whether to join the primary site to an existing Configuration Manager hierarchy or install the primary site as a
stand-alone site.

You have selected to install this site as a stand-alone primary site. You
can expand this site into a hierarchy at a later time by installing central

administration site. Do you want to continue?

=] - |

< Previous Next > Cancel

14. MuuaA1lu Databases Information Aan nwazAan Next

Database Information

—— | | |

Configuration Manager primary sites require a Microsoft SQL Server database to store site settings and data.

Specify the site database server details. The instance name that you use for the site database must be configured
with a static TCP port. Dynamic ports are not supported.

SOL Server name (FQDN): Example: Serverl.contoso.com

I !bccm.infunnatimab |

Instance name (leave blank for default): Example: Mylnstance

e Database name: Example: CM_XYZ
CM_SCM

Specify the TCP port number for SQL Server Service Broker. Configuration Manager uses Service Broker to replicate
data between parent and child site database servers in the hierarchy. This port is different from the port used by the
SQL Server service, which is automatically detected by Configuration Manager.

Service Broker Port:
4022

< Previous | Cancel |
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15. Aan Next

Database Information

—— | |

Specify the locations for the SQL Server data file and transaction log file.

Path to the SQL Server data file

C:\Program Files\Microsoft 50L Server\M550L11.M550LSERVER\MSS0OL\DATA Browse...

Path to the SQL Server log file

C\Program Files\Microsoft 5QL Server\MS50L11.MSS0LSERVER\MSSQLADATA Browse...

< Previous | Cancel |

16. AN Next

SMS Provider Settings
——— | |

SMS Providers are used by the Configuration Manager console to communicate with the site database.

Specify the server where the SM5 Provider will be installed.

SMS Provider (FQDN): Example: serverl.contosc.com

| scCMinformatics Jab

Mote: The SMS Provider cannot be installed on a server that is configured for SOL Server clustering.

< Previous | Cancel |
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17. \don Configure the communication method on each site system role wagman
Next

System Center 2012 R2 Configuration Manager Setup Wizard

Client Computer Communication Settings

Configuration Manager site system roles can accept HTTP or HTTPS communication from clients. Specify whether to
require all site system roles to accept only HTTPS communication or allow the communication method to be
configured on each site system role.

I(: Configure the communication method on each site system role I

n ™ All site system roles accept only HTTPS communication from clients

I" Clients will use HTTPS when they have a valid PK| certificate and HTTPS-enabled site roles are available

Note: HTTPS communication requires client computers to have a valid PKI certificate for client authentication.

2]

< Previous |I Next > I Cancel

18. 1690 Install a management point. wag Install a distribution point. kazAdn Next

System Center 2012 R2 Configuration Manager Setup Wizard

Site System Roles

Specify whether to have Setup install a management point or distribution point.

A management point provides clients with policy and content location information. It also receives configuration

| IV Install a management point.

FQDN: Client connection:
|SC£M.informatics.Iab HTTP J

A distribution point contains source files for clients to download and lets you control content distribution by using

bandwidth, throttling, and scheduling controls.
| IV Install a distribution point. |

FODN: Client connection:
| SCCM.informatics.lab HTTP J

The site server's computer account is used to install the selected site system roles. Ensure that this account is a
member of the local administrators group for the specified servers.

You can install additional site system rales from the Configuration Manager console after Setup finishes.

Site system roles configured to use HTTPS must have a valid PKI server certificate.

< Previous | I MNext = I Cancel
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19. 1690 | don’t want to join the program at this time wagmA@an Next

Customer Experience Improvement Program

Do you want to join the Customer Experience Improvement Program (CEIP)?

The program collects information about computer hardware and how you use Configuration Manager, without
interrupting you. This helps Microsoft to improve Configuration Manager features. No information collected is used to
identify or contact you.

Read the CEIP privacy statement online

Read the privacy statement online

" Join the Customer Experience Improvement Pragram

* | don't want to join the program at this time

< Previous | Cancel |

20. Aan Next

Settings Summary
—— —— |

Setup will install Configuration Manager with the following settings.

You have selected to install this site as a stand-alone primary site. You can expand this site into a hierarchy at a later

time by installing central administration site.
Settings:
Setup Component Component Details -

Setup Type Primary site installation
Site Code SCM
Site Name SCCM 2012 R2 Informatics Site
Role Cormmunication Protocol Client configured to communicate over both
Clients Use PKI Certificate Mo
Product Key BXHB9-ME2YX-QQDER-3GPWX-SWMFY
Installation Directory CAProgram Files\Microsoft Configuration M:
External File Folder CADownloads LI

To change these settings, click Previous. To apply the settings and start the installation prerequisite check, click
Next.

< Previous | Cancel |
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21. Aan Begin Install

Prerequisite Check

————
Setup is checking for potential installation probl If probl are found, Setup will display details about how to
resolve them.
Details:
Prerequisite Status System | |
WSUS on site server Warning SCCM.infermatics.lab
SQL Server process memory allocation Warning SCCM.infermatics.lab

Select an item to display details and information about how to resalve the problem. For a listing of all prerequisite ;I

check results, see ConfighgrPrereg.log.

5
Run Check |

< Previous | | Begin Install Cancel |

o
v o

22. N39NANAIANS AN Close

Install
]

Core setup has completed

Elapsed time: 00:10:29

Q Installing Site Control Manager ;I
Q Installing Hierarchy Manager

ﬁ Installing Inbex Manager

& Installing policy provider

ﬁ Installing management point control manager

ﬁ Setting up management point

@ Installing boot image package

@ Caonfiguring data replication service

ﬁ Installing Configuration Manager console LI

'J.JT) You can close the wizard now. For a list of tasks to help you configure your site, see Post-Setup Configuration
Tasks in the Configuration Manager Documentation Library.

- prﬂious Nex-t - |




23. Ut198kUswnsy SCCM 2012 R2
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ﬂ System Center 2012 R2 Configuration Manager (Connected to SCM - SCCM 2012 R2 Informatics Site) - | &) x
Hame -~ @
ol - o) D 3 Refrech
2 4 ©
Saved Show Reset  Start
Searches - | Messages~ Counts~  ~
Search Site Status
| - [B \ » Monitoring » Overview » SystemStatus » Site Status -2
Monitoring < Site Status 6 items
4 B Overview ~ | Search Add Criteria ~
| Alerts lcon  Status | Site System Site System Role Storage Object Total Site Code
P Queries (/] ok WSCCMLinformatics...  Site server WSCCMLinformatics.lab\C$\Progr...  299.7 GB SCM
| Reparting [/] oK WSCCMinformatics...  Site database server CM_SCM Database 5GB S
R Site Hicrarchy @ o WSCCMinformatics...  Site database server CM_SCM Transaction Lag 3794 MB SCM
+ [ system Status 4 wc_l- oK WSCCMINFORMAT... Component server WSCOM.INFORMATICS.LAB\CS\Pr...  299.7 GB SCH
[/] oK WSCCMinformatics...  Distribution point WSCCMLinformatics.lab\C§ 299.7 GB sCu
o (] oK WWSCCMinformatics..  Management point WSCCM.INFORMATICS.LABVCS\Pr...  299.7 GB SCM
L@ Component Status
| Conflicting Records
{7 Status Message Queries

5* Deployments =

[ Client Operations

= Client Status

& Database Replication
B Assets and Compliance
&l Software Library

Bl Monitoring

Administration

< PR

Tz 11:59
Us  4/3/2560

ATIAY System

roles Application Catalog and Fallback status point

1. L’?ﬂ‘amm& Administration --> Overview --> Site Configuration > Sites azAanil

NUBEY 5

|y System Center 2012 R2 Configuration Manager (Cony dl to SCM - SCCM 2012 R2 Informatics Site) -1 8| x
Home ~ @
R o = 5 i Retry Secondary Site () Show Install Status y e
2.3 ? > f ] g 4
3 7 e L& [ F i Recover Secondary Site (3 Refresh L D
AddSite  CreateSite | Hierarchy Saved idSite | Create Site Create . Settings| SetSecurity | Properties
System Roles System Server | Settings | Searches~ | [System Roles | System Server SecondarySite -~ Upgrade Delete ting: Scopes
Create Sites Search Site Classify Properties
(& ~ [ \ » Administation » Overview » SiteConfiguration » Sites -2
Administration < Sites 1 items
4 5] Overview e Add Criteria ~
= Hierarchy Configuration lcon _ Name Type Server Name State Site Code _ Parent Site Code
= Cloud Services I [8  sCM-SCCM2012R2In... Primary site SCCMnformatics.ab Active SCM

4 [ site Configuration

23 Sites.
E Servers and Site System Roles
Client Settings

73 Security

Distribution Points

Distribution Point Groups
1 Migraticn

# Assets and Compliance
£ Software Library

Bl Wonitoring

(7] Administration ﬂ

SCCM 2012 R2 Informatics Site

General

Site Code:
Server Name:
Install Directory:
Build Number:
State:

SCM

SCCMLinfermatics.lab

Ci\Program Files\Wiicrosaft Configuration Manager
7958

Active

Related Objects

W Discovery Methods

W File Replication

%13
SRS W e
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2. @an Next

General

Select a server to use as a site system

Proxy
System Role Selection

Summary Name {example: server! comp cortoso.com):
Progress |SO:M - icalab | ‘ T ‘
Completion

Site code: [scm - sccm 2012 Rz informatics Ste v]

[[] Specify an FQDN for this site system for use on the Intemet
Intemet FQDN (example: intemetsrv2 contoso com)
] Require the site serverto initiate connections to this site system

Afterthe instalation of the site system rolss, the site server initiates all connections ta the ste system server by using the Ste System
Installation Accourt

Site System Installation Account
@) Use the site server's computer account to install this site system

) Use another account for installing this site system

| | ‘ Set... V‘
Active Directory membership
Active Directory forest } lab |
Active Directory domain } lab |
<previous | [T Neas | [ summary | [ Cancel

3. @an Next

General

Specify Internet proxy server

System Role Selecti

Summary You can speciy a proxy server for this site system serverto use when it connects to the Infemet.
Progress
Completion [ Use a praxy server when synchronizing information from the Intemet

Site System Proxy Server Accourt

The Site Sy
this site s

em Praxy Server Accourt provides autherticated access to the praxy server when
em server connects to a location on the Intemet.

Proxy server name [

[] Use credertials to connect to the proxy server

| | [s2. -

< Previous Next > Summai Cancel
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4. @on Application Catalog web service point, Application Catalog website point,

Fallback status point kagAan Next

@ System Role Selection

General Specify roles for this server
Proxy

Fallback Status Point Available roles:
Application Catalag web mz Application Catalog web service DOE

V] Application Catalog webste poirt
[] Asset Inteligence synchronization
Application Catalog Cust (7] Certficate registration point

[] Endpoint Protection poirt

[] Enrolment point

Progress [ Enrollment proxy point
Completion e@
[] Out of band service point

["] Reporting services poirt

[] State migration point

] System Health Validator point

Application Catalog web:

Summary

Description
Afallback status point helps you monitor client installtion and idsrtfy the clisnts that are unmanaged because they cannot
communicate with their management poirt.

<P us I Next > I Summary Cancel

5. fAvum Number of state messages 10000 kagAan Next

;@ Fallback Status Point

General Specify fallback status point settings
Proxy
System Role Selection

Afallback status point helps you monitor client installation and identify the clients that are unmanaged because they cannot
communicate with their management point.

Application Catalog web

Application Catalog web:

Application Catalog Cust P
Summary The allowed client connections setting is automatically configured and is displayed for ifformation onlfy. The value is
Progress determined by the ste system configuration option to specify the Intemet FQDN.

Completion

| Allow intranet-only connections ‘

‘Specify the number of stale messages to process within the throtle interval. When the site rocesses many st
messages, it maht decrease the perfommance of the site server ﬁ

Number of state messages |[foooo)

Throttle interval {in seconds):

<P us | Next > I Summary Cancel
—




6.

7.

Aan Next

Application Catalog web service point

General

Specify settings for the Application Catalog web service point
Proxy
System Role Selection
An Application Catalog web service point provides software information from the Software Library to the Application Catalog website.
Fallback Status Point

Application Catalog web

IS website:
Application Catalog web: |Defauh ek St |
Application Catalog Cust  Web appiication rame: [CMApplcationCatalogSve |
Leildin Specify how Application Catalog websites commuricate with this Application Catalog web service point
Progress
Eleta @
A
Port number. o FE
O HTTPS
Port number: 443 <

< Previous | Mext > I Summary Cancel

' (% (%
a (Y £

LADNLDSWNBSNLSIBAGT SCCM 2012 R2 91n1UATMUA NetBIOS name hazAan

Next

8‘ Application Catalog website point

General Specify settings to configure 1IS for this Application Catalog website point
Proxy

System Role Selection
Fallback Status Point

Select the site system server configured for the Application Catalog web service point

Application Catalog web

Site system server

Specify the settings forthe 115 website

[sCCMinformatics Jab

Application Catalog web}

Application Catalog Cust

Summary Brak [Defaut Web Ste ‘
Progress Web application name [cMApplicationCatalog |
Completion Client conmections

Specify the NetBIOS name used in the Application Catalog URL for client computers on the intranet

NetBIOS name rECCM \1
Allowed connections:
@® HTTP

Port number:

EE

I
O HTTPS [Recommended)
s ]

Port number:

[Alow intranet-only connections

/&, Ensure that the following cliert settings are configured as Yes to allow clierts to connect to this Application Catalog
Add Application Catalog website to Intemet Explorer trusted sites zone. The cumentt default client setting for this value: No

Allow Silverlight applications to run in elevated trust mode. The current default client setting for this value: Yes

More information

« Previ I Mext = I Summary
T E—
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8. fAwuA Organization name taan Website theme wagm@n Next

P"

General

Proxy

System Rale Selection
Fallback Status Point
Application Catalog web
Application Catalag web:

Summary

Progress

Completion

Add Site System Roles Wizard

Application Catalog Custornizations

Specify customized settings for the Application Catalog website point

Uss customizations to help users identify the Application Catalog as a tusted source:

[informatics ab]

Organization name: o
Website theme:

(2,

< Previous ||| Next>

‘” Summary ‘ Cancel

9. Aan Next

-5

General

Proxy

System Role Selection
Fallback Status Point
Application Catalog web
Application Catalog web:
Application Catalog Cust

Progress

Completion

Add Site System Roles Wizard

Confirm the settings

Detaiks:
Create a site sysiem server with the following seftings:
Site System Name
+ SCCM.informatics. ab
Setings

- Public FQDN: Not specified
+ Installation Accaunt: Computer Account
cles
- Application Catalog web service point
- Application Catalog website point
+ Fallback status point
Proxy Settings
- Praxy will not be enabled

To changs these settings, click Previous. To apply the settings, dlick Next

<Previous || Nea> |

Cancel
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10. iy Application Catalog and Fallback status point t@3a@uman Close

= Add Site System Roles Wizard

General

Prosy

System Role Selection

Fallback Status Point T
Application Catalog web

| The Add Site System Roles Wizard completed successiully

Create a site server with the. i i
0 Success: Site System Name
_+ SCCM informatics lab
_0 Success: Settings
+ Public FQDN: Mot specified
_+ Installation Account: Computer Account
9 success: Roles
- Application Catalog web service point
« Application Catalog website point
» Fallback status point

Application Catalog web:
Application Catalog Cust

Summary

Progress

@ success: Proxy Settings
+" Praxy will not be enabled

To exit the wizard, click Close

I Close I

ML System roles Asset Intelligence, Endpoint Protection uas Reporting service

points

1. L?ﬂ‘ammé Administration —-> Overview --> Site Configuration > Sites wagAani

NUULAY 5

ystem Center 2012 R2 Configuration Manager (Conad to SCM - SCCM 2012 R2 Informatics Site)
Home

& Software Library

- - X
~ @

L - ) £ g 7% Retry Secondary Site i) tall Status = C

(29 i‘ % =L J |

NP r’ o - Fy [ Recover Secondary Site ( Refresh i

AddSite  CresteSite | Hierarchy Saved Add Site | Create Site Create iy Settings| S€tSecurity | Properties
System Roles System Server | Settings | Searches~ | |System Roles |System Server Secondary Site - Upgrade Delete ng Scopes
Create Sites Search Site Classify Properties

& ~ [Bg \ » Administration » Overview » Site Configuration » Sites -2
Administration < Sites 1items
+ B Overview e Search Add Criteria v

=1 Hierarchy Configuration lcon | Name Type Server Name State Site Code | Parent Site Code

= Cloud Services | [8  SCM-SCCM2012R2In.. Primary site SCCM.informatics.lab Active SCM 0

4 [ Site Configuration

B3 Sites

EE> Servers and Site System Roles

K Client Settings

Security
istribution Points
istribution Point Groups

= Migration

#E Acsets and Compliance SCCM 2012 R2 Informatics Site -

General Relsted Objects
B Monitoring Site Code: scM W Discovery Methods g
> Server Name: SCCMinformaticsab T .
P W File Replication
[/ Administration o Install Directary: CAProgram Files\Microsoft Configuration Manager
Build Number: 7958
State: Active -
Ready

e e 5

a

913
PR NG e
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2. @an Next

General

Select a server to use as a site system

Proxy
System Role Selection

Summary Name {sxamples server! corp cortoso com)
g [SCCM informatics ab | [ Bowse. |
Completion
Sits code: [5cM - scem 2012 R2 Informtics Sie V]
] Specfy an FODN for this site system for uss o the Intsmet
Intemet FQDN (mxample: intemetsrvZ contase.com):

[] Requirs the sits server to intiate connections to this sits systsm

Afterthe installation of the site system roles, the site server initiates all connections to the site system server by using the Ste System
Installation Account

Site System Installation Accourt
®) Use the site server's computer account to install this site system

() Use another account for installing this ste system

[ | [ s  +]
Active Directory membership
Active Dirsctory forest j lab \
Active Directory domain j lab \

o | [REETY [ Sorey |

3. @an Next

General

Specify Internet proxy server

System Role Selection

Sy You can specfy a proxy server for this site system senver to use when it connects to the Intemet.
Progress
Completion [] Use a proxy server when synchronizing information from the Intemet

Site System Proxy Server Account

The Site System Proxy Server Account provides authenticated access to the proxy server when
this site em server connects to a location on the Intemet

Proxy server name: I

Pat:

[ Use credentials to connect to the proxy server

| | [ se. ]

Summa Cancel




4. @oneNnLIeaY 1 2 3 wagAan Next

General

Proxy

Asset Intelligence synchn
Specify the synchronizati
Reporting services point
Endpoint Protection
Microsoft Active Protecti

System Role Selection

Summary o

Progress [] State migration point

EamET (] System Health Validator point
Description
A reporting services point intsgrates with SQL Server Reporting Services to create and manage repotts for Configuration
Manager.

Specify roles for this server

Available roles:

[w] Asset Inteligence synchranization point
[] Cerificate registration point

[ Endpoint Protection point

[ Enrolimsnt point

[[] Enroliment proxy point

(] Out of band service point

< Previous Summa Cancel

5. @an Next

General

Proxy
System Role Selection

Specify the synchronizati

Summary
Progress

Completion

Asset Intelligence synchronization point Settings

Review the Asset Intelligence synchronization point settings

An Asset Intelligence synchronization point connects to System Center Online to dowrload Assat Inteligence catalog information and
upload uncategorized tiles for inclusion in the catalog

Synchrenization setiings

Use this Asset Inteligence Synchronization poirt

SSL port number

Example: \\servemame'sharsname\cert pfx

I | [ Browse.
Select this option only f you have been given a certficate fle by Microsoft that renews the certficate for System Center Orline.

Read the privacy statement online.

<Previous | | Ned> ||| Summery | [ Cancel
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6. L@9n Enable wazA1mualian 7 U wazaan Next

e

Add Site System Roles Wizard

gg Specify the synchronization schedule

General Specify the Asset Intelligence synchronization behavior
Proxy
System Role Selection

Asset Intelligence synchr You can

the Asset Inteli catalog by enabling synchranization on & schedule. If you do not enable
prp— synchronization on @ sehedule, you must obtain the updates by Using manual synchronization.
Summary
Progress
Completion Enable synchronization on a schedule
Synchronization scheduls
) Simple schedule
Run every (days) 7 F
) Custom schedule

No custom schedule defined

2

<Previous || Ned> || Summay | [ Cancel

7. 1@9n | accept the Endpoint Protection license term wagman Next

=%

Add Site System Roles Wizard

g_g Endpoint Protection

General Endpaint Protection License Terms
Proy

System Role Selection

Microsoft Active Protecti

License Temms:
Summary

Progress
Completion PLEASE NOTE: Your use of this software is subject to the terms and
conditions of the license agreement by which you (or your company)

acquired the Microsoft server software or gained access to the online service |~
from Microsoft. For instance, if you are:

« a volume license customer or service provider, use of this software is

subject to your volume license agreement or service provider license
agreement;

a MSDN customer, use of this software is subject to the MSDN license
agreement;

= = miebamaar bhek rneaiind Fha cafhamen canaeebahe famn o hardimes

Frint License Terms

| aceept the Endpoint Protection license tems |

Online Privacy Statement

(2,

<previous ||| Nea> |

Cancel




8. La9n Basic membership uagman Next

s

General

Proxy

Summary
Progress

Completion

g__g Microsoft Active Protection Service

System Role Selection
Endpoint Protection
VTS |poiicies. MAPS is a worldwide onlins community that includes System Canter 2012 R2 Endpoint Protection users. By joining MAPS,

Add Site System Roles Wizard =

Specify Microsoft Active Protection Service membership type

e Microsoft Active Protection Service (MAPS) membership type you choose will be applied to all Endpoint Protection antimalware

|System Center 2012 R2 Endpoint Protestion will automatically send information to Microsoft to help Microsoft determine which software to
investigate for potential threats and to help improve System Certer 2012 R2 Endpaint Protection’s effeciveness. This community also
Ihelps stop the spread of new malicious software infections

You can choose to join the MAPS community with ether a Basic or Advanced membership. The type of information that is sent in reports
to Microsoft depends on your level of MAPS membership. In some instances, persanal information might unintentionally be sent to
Microsoft. However, Microsoft will not use this information ta identify you or to contact you

To leam more about Basic and Advanced Memberships and the information collected by the Reports., ses the Privacy Statement
st hitp://go. microsoft com/fudink/2LinkID=223678

Do not join MAPS

O Advanced membership

(2)

<previows || Net> || Summay || Cancel

9. ANUA Site databases server, Databases name tag Username Aan Next

General

Proxy

System Role Selection
Summary

Progress

Completion

Add Site System Roles Wizard

Reporting services point

Specify Reporting Services settings

The reporting services point provides integration with SQL Server Reporting Services to create and manage reports for Configuration
Manager.

Site database connection seftings

Specify the Corfiguration Manager site database server name, optional database instance name, and datsbase name which SQL
Reporting Services will use when running reports

Example: ServerName'InstanceName

Stte: database server [sccMinformatics lab
name:
Database name |CM75CM

Specify the folder to create on the reporting services point site system server that will contain the Corfigurstion Manager reports.

Folder name: |ConﬂgMgr_SCM

Repoting Servicss [mssoLsERVER ¥
server instance

Reporting Services Point Account
Specify the credentials that SQL Reporting Services will use when connecting to the Corfiguration Manager site database:

User name: [INFORMATICS \zdminscem |

< Previous || Mext > || Summary | ‘ Cancel
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10. AAN Next

B Add Site System Roles Wizard
e Confirm the settings
Proxy
System Role Selection
Fallback Status Point Details
Application Catalog web Cn asile with the followi ings:
Application Cataleg web: Site System Name
« SCCM.informatics lab
Application Catalog Cust Settings
» Public FQDN: Not specified
.I Installation Account: Computer Account
oles
Progress « Application Catalog web service point
ZamrEra - Application Catalog websits point
« Fallback status point
Proxy Seftings

« Proxy will not be enabled

To change these settings, click Previous. To apply the settings, click Next.

< Previous

Next >

Cancel
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11. iy System roles Asset Intelligence, Endpoint Protection Wag Reporting service

points L@3aduman Close

i Add Site System Roles Wizard

gg Completion

General

Proxy

System Role Selection
Reporting services point

Details:
Summary

'0' The Add Site System Roles Wizard completed successfully

Progress Create a site system server with the following settings:
e 9 Success: Site System Name

8N informaties b

v Success: Settings

« Public FQDN: Mot specified
_+ Installation Account: Computer Account

@ success: Roles
_ = Reporting services point

9 Sucoess: Proxy Settings
« Proxy will not be enzbled

To exit the wizard, click Close

I Close I
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1 %4
N13d379 Boundary

A15a8519 Boundary

1. Lﬁaﬂﬁmi‘g Administration --> Overview --> Hierarchy Configuration -->Discovery
Methods uawlden Active Directory System Discovery #d3anyinasalsiving

Active Directory User Discovery

18] x
~ 8

Saved Run Forest Propertes
Searches = Discovery Now

Search Discovery Method Properties _

(& > = [ \ » Adminstation » Ovemew » Hierarchy Configuration »  Discovery Methods -2
Administration « Discovery Methods 6 items

+ Bl overvew Al Coarch x Search | Add Ceteria
# (] Hierarchy Configurati lon | Name = Status  Site Descrpton
i Discovery Methods ! ~ Active Directory Forest Discovery Disabled  SCM Configures settings that Configuration Manager uses to find A...
Active Directory Group Discovery Disabled SCM onfigures settings that Configuration Manager uses to find g...
Active Directory System Discovery Disabled SC igures settings that Configuration Manager uses to find c...
Active Directory User Discovery Dissbled  SCM Configures settings that Configuration Manager uses to find u...
Heanbest Discovery Enabled SCM  Configures intenvl for Configuration Manager clents to perio.
Network Discovery Disabled SCM  Configures settings and polling intenvals to discover resources..

) Boundary Groups
4 Exchange Server Connectors =
{5 Database Repiication
@ File Repiication
A Active Directory Forests
* 13 Cloud Services
+ [ Site Configuration
S Client Settings
* [ Security
S+ Distribution Points.

TR

#E Assets and Compliance
5 software Library
Wl Monitoring

p‘mmo

Ready

2. @8N Enable wazmdnviungLay 2

General | Palling Schedule I Active Directory Attributes I Options |

@ Active Directory System Discovery

Corfigure the settings to find computers in Active Directory Domain Services.

[ Enable Active Directory System Discovery o e
Active Directory containers: EE|
P

Filter....
Distinguished Name Recursive Group Account
There are no iterns to show in this view.

Ok | [ Concdd [ ey |
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¥

3. Browse #1191 Domain NfaIasn nwazaan OK

Specify an Active Directory container to search during the discovery process.

Location

location for the Active Directory search. You can browse to a single container and
AP query to find an Active Directory container within a particular domain. Or, you
Global Catalog {GC) query to find an Active Directory container within multiple

Path:

[LDAP.//0U=Buu. DC =informatics.DClab | [ Bowse.. |
Search Oplions

Select options to modfy the search behavior.
[¥] Recursively search Active Directory child containers
[] Discover ohjects within Active Directory groups

Active Directory Discovery Account

The Active Directory Discovery Account must have Read permission to the specified location

® Use the computer account of the site server
() Specify an account:

[ e Set.. ¥

4. @an Yes

o Do you want to run full discovery as soon as possible?

& %
CRRefresh
Saved Run Full Properties
Searches = | Discavery Now
Search Discovery Method Properties
€ > v| \ » Administration » Overview » Hierarchy Configuration » Discovery Methods B
Administration «| Discovery Methods 6 items

/) Search | Add Criteria ¥

4+ & Overvew = [ seercn [x

4 [ Hierarchy Configuration
| i Discovery Methods ]
% Boundaries
[ Boundary Groups
7 Exchange Server Connectors
(& Database Replication
File Replication
A\ Active Directory Forests
» [ Cloud Services
4 [ Site Configuration
B3 Sites
E> Servers and Site System Roles
M Client Settinas M

lcon | Name Status | Site Description
Active Directory Forest Discovery. Dissbled SCM_ Configures settings that Configuration Manager uses to find A...

ve Directory Group Discovery. sal

[ ‘Active Directory System Discovery Enabled  SCM Configures settings that Configuration Manager uses to find c...
W Active Directory User Discovery Enabled  SCM  Configures settings that Configuration Manager uses to find u...
W Heartbeat Discovery Enabled  SCM  Configures intenval for Configuration Manager clients to perio..
& Network Discovery Disabled SCM  Configures settings and polling intervals to discover resources..

& Assets and Compliance

{5 Software Library

Bl Monitoring

[ |

Ready
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6. L@on Enable wazadn Add --> Groups

General | Polling Schedule I Options |

@ Active Directory Group Discovery

Configure settings to discover the Active Directory group membership of computers and users.

Discovery scopes:
Fitter.. ;
Name Type Recursive Account

There are no items o show in this view,

e Add - Edit... Delete

Groups...

Location... :|| Eed || Apply |

Active Directory location

Enter the location by using a distinguished name (DN) for an Active Directory forest, domain, container, or
arganizational unit (OU). Or, browse to the location.

/‘E When you specify an Active Directory location that has a large number of groups or groups that
have many members, the discovery process can take a long time to

Name: Groups
Location: Example: LOAP://0U=UserAccourts, DC=contoso, DC=com

nLD.PxP:ffOU:Euu,DC:inforrnatics,DC:lab M ]

[w] Recursively search Active Directory child cortainers

Active Directory Group Discovery Account
The Active Directory Group Discovery Account must have Read pemission to the specified location.

(®) |se the site server's computer account
() Specify an account:
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8. man OK

General | Poling Schedule | Options |

é Active Directory Group Discovery

Configure settings to discover the Active Directory group membership of computers and users

[w] Enable Active Directory Group Discovery

Mame Type Recursive Account
Groups Location es Site Server
add  v|[ Eit. || Deke |

9. @an Yes

o Do you want to run full discovery as soon as possible?

=l = |

10. HASNSHININ

—le]x
-~ &
7 B B Getsn [
Fendtack _Smved fun Forest Properties
Searches - Discavery Now
Fecdback | Scarch Disconery Method Propertics
e -+ - [+ Administiation + Ovewiew » Hierarchy Configuration » Discovery Methods ~ 2
|raminiseration < Discovery Mathads & ilerms
= e S [3] [ Sench | Ao i~
+' 1 Hicrarchy Configuration lcon | Hame - Stabx  [Ste  Descrption
| 8 Drcovery Methods e itled Sci
e W Actve Direetory Group Discavery Gnakled SCM  Configures sesings st Camfuraion Manager uaex o Find 5.
o @ Active Diectory System Discovery Enabled M Configures setings that Configuration Manager uses o find c..
?M_" El & Actve Directory User Discovery Enabled  SCM o1 sesto find
o & Hesrtbest Discovery Ensbled  SCM G
i@""“‘“" Rephation W Network Discovery Dibd SCW
File Replication
£ ctive Directory Forests
* L3 Cloud Services.
* (3 Site Configuration
S Cliere Seings
+ [ securny
85 Administrative Users i
# pssets and Compliance
& Software ibrary
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11. Lﬁaﬂﬁl,mé Administration --> Overview --> Hierarchy Configuration -->

Boundaries Wagmanaiden Create Boundary

ed to SCM - SCCM 2012 R2 Informatics Site) - 18| x
Home -9
Create Saved
Boundary | Searches+
Create Search
€ >~ W] % » Administration » Overview » Hierarchy Configuration » Boundaries -2
Administration < Boundaries 0 items
4 8] Overview 2| search [%] [ search | add criteria~
4 (7] Hierarchy Configuration leon | Boundary Type Deseription Group Count Date Created

& Discovery Methods. © No ftems found
[ Boundaries e | .
1 Boundary Groups
5 Exchange Server Connectors
& Database Replication
File Replication
A Active Directory Forests
» [ Cloud Services
» [ Site Configuration
W Client Settings
» [ Security
- Distribution Points

Cr==egy

#& Assets and Compliance
& Software Library

| Monitoring
7] Administration

Ready

Rl o6 |

General | Boundary Groups

lﬁJ Configure settings for this boundary

Description: [Lab 5D-413] |
Type: | IP address range M |
Starting IP address: I 10 . a0 i 43 1

Ending IP address: I 10 ] 20 ) 43 255

ok || Cancel
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132

M - SCCM 2012 R2 Informatics Site) =lel x|
Home - @
fﬁ J :Q (3 Refresh
7X Delete
Create Saved Add Properties
Boundary | Searches= | Selected ltems *
Create Search Boundary Properties
€ > - [ \ v edminstation » Oveiew » Hierarchy Configuration »  Boundaries BE
Administration < Boundaries 1 items
B} Ovenview = [ search [%] [ Search | Add Criteria ~
4 [ Hierarchy Configuration lcon | Boundary Type Description Group Count Date Created
& Discovery Methods | [ 108048.1-10.8048255  IP address range Lab SD-413 [} 12/5/2560 16:50
| [% Boundaries J
[ Boundary Groups
5 Exchange Server Connectors L
(& Database Replication
File Replication
A, Active Directory Farests
» [ Cloud Services
» [ Site Configuration
R Client Settings 7
» [ Security
- Distribution Points M
=" Detrbution Ponts
#& Assets and Compliance 10.80.48.1-10.80.48.255 v
ﬁ Szl Summary Related Objects
Bl Monitoring Description: Lab SD-213 & Boundary Groups
| — | Type: 1P address range
7], Administration Boundary: 108048.1-10.80.48.255
. Created By: INFORMATICS\adminsccm
Date Created: 12/5/2560 16:50 -

14. n19a313 Boundary Group Lﬁaﬂﬁuﬂé Administration --> Overview --> Hierarchy

Configuration --> Boundary Groups Wazaanvi1iaen Create Boundary Group

& Discovery Methods

% Boundaries
| [ Boundary Groups ‘ ' J
= Exchange Server Connectol
5 Database Replication
File Replication
£ Active Directory Forests
» [ Cloud Services
» (] Site Configuration
K Client Settings
» [ Security
= Distribution Points

EE=cera 5

& Assets and Compliance
£ Software Library

Bl Monitoring

| (7], Administration 0 ‘

@ No items found.

~ @
[
Create Saved
Boundary Group | Searches *
Create Search
€ - - [ v+ Adminstaton » Ovenview » Hierarchy Configuration » Boundary Groups 5
Administration. < Boundary Groups 0 items
4 G} Overview = | Search [%][ 2 Scarch | Add Criteria ~
4 [ Hierarchy Cenfiguration leon  Name Member Count Site System Count Read-Only

Read




15. Aan Add 21ntudenea9 IP Boundary inuuauazadn OK

i |

General | References

Name: |Boundary Group Informatics
Description: Z
™
The following boundaries are members of this boundany group.
Boundaries:
Fiter.. jel
MName Description
10.80.48.1-10.80.48.255 Lab SD-413 e
| | Remove |
B[ ok | [ comes | [ ony
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2 Infarmatics Site) - | & x
Home ~ @
y Refresh
W2 & )
7 Delete
SetSecurity | Properties
Boundary Group | Searches = | Members Scopes
Create. Search Boundary Group Classify | Properties
e \ » Administiation » Overview » Hierarchy Configuration » Boundary Grou -
| y Config vy Groups 2
Administration < Boundary Groups 1 items
+ B Overview * [search [%][ /" Search | add Criteria ~
4 ] Hierarchy Configuration lcon | Name Member Count Site System Count Read-Only
& Discovery Methods (3l Boundary Group Inform... 1 0 No
%] Boundaries
| [ Boundary Groups |
= Exchange Server Connectors L
(5 Database Replication
File Replication
A Active Directory Forests
» [ Cloud Services
» [ Site Configuration
B Client Settings B
» [ Security
S~ Distribution Paints -
& Assets and Compliance Boundary Group Informatics M
ﬁ Software Library Summary Related Objects
Bl Monitoring Name: Boundary Group Informatics # site System Roles =
— Description: 8| Boundaries
‘Eil Administration ‘ Member Count: 1 ]
Site System Count: 0

Read-Only: ho
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MsasnguABaNIMesly SCCM (Device collections)

msadnnguasiimeslu SCCM (Device collections)
1. vhmsuiie Computer 11g Computer Group 78 Type Security Group

E Active Directory Users and Computers =N HE1N
File Action View Help

= # 48 XE CE S
= Groups-Lab413 Properties _

Active Directory Users and Computers [4

: Descriptien
I [ Saved Queries ‘ General | Members ‘ Member OF I Managed By ‘
4 F informatics.lab
I [ Builtin Members:
4[5 Buu Active Directory Domain Services Folder ~

; 5 informatics informatics lab./Buu/informatics/| ab-413
b Lab-413 informatics lab/Buu/informatics/Lab-413
b & Server . informatics lab/Buu/informatics/Lab-413
3
I»

= Staff Account 1A/ LAB413-12 informatics lab/Buu/informatics/Lab-413
- 1Al LAB41313 informatics lab/Buu/informatics/Lab-413
informatics lab./Buuinformatics//| ab-413
informatics lab/Buu/informatics/Lab-413
informatics lab/Buu/informatics/Lab-413
informatics lab/Buu/informatics/ L ab-413
informatics lab./Buu/informatics/Lab-413
informatics lab/Buu/informatics/Lab-413
informatics lab/Buu/informatics/Lab-413
informatics lab/Buu/informatics/Lab-413

Al ADA12 iefarm=ting 1=k D fefam=ting =k 417

m >

4 System Account
2| User

I [7 Computers

I (2 Domain Controllers

[ [ ForeignSecurityPrincipals

[ [ Managed Service Accounts

I [ Users

2. Lﬁaﬂﬁl,mé Assets and Compliance --> Overview --> Device Collection --> @31

Folderwazmanauiwasn Create Device Collection

] Folder Tools System Center 2012 R2 Configuration Manager (Connected to SCM - SCCM 2012 R Informatics Site) RE)
Home || Folder -~ @
=~y Y
o H
Create Device _Import aved
Collection  Collections | Searches ~
Create Search
€ + [C1 \ b AsetsandCompliance » Overview » Device Collections » SD-413 T
Assets and Compliance < SD-413 0items
2 Users lcon | Name Limiting Collection | Member Count | Members Visible on Site Referenced Collections
1% Devices

@ No items found.
& User Collections

4 i Device Collections

7 sD-413 o

&, User State Migration

Import Collections
4 [ Asset Intelligence

& Create Device Collection

[Tl Catalog Folder
25 Inventoried Software
5% Hardware Requirements

[= Software Metering
I Compliance Settings

4 | Endooint Protection

#L Assets and Compliance o
5l software Library
Bl Monitoring

[Z], Administration

Ready

Efa e[

a7
~PBoG M e




3. MYUATD LaBN Browse

1800 Device Collections vsnelay 1 kaztaon All System AIRN8LIaY 2 LagAdn

OK

? General

Membership Rules
Summary
Progress

Completion

Specify details for this collection

Mame: o
Comment

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership ules.

Limiting collection: |NI Systems 2

Last update
The callection has not been updated yet.

Last membership change
The collection has not been updated yet

Create Device Collection Wizard £

| Device Collections Vl Filter.. ;j

4 ] Root
1 sp413

Name
é‘NI Desktop and Server Clierts

A2 Mokils Deu 0 e
| ;M Unknown Computers F

0=~

< Previous ‘ | MNext » | ‘ Summary | | Cancel
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5. @an Next

General

Specify details for this collection

Membership Rules

Summary

e Name: EE
Completion

Commert:

[>]

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Limiting collection: ‘Nl Systems | | Browse:

Last update:
The collection has not been updated yet.

Last membership change
The collection has not been updated yet.

< Previous I Mext > I Summary Cancel

6. 1@on Query Rule

? Membership Rules

General

Define membership rules for this collection

Summary
Progress Membership rules determine the resources that are included in the collection when it updates. You
Completion can use membership rules to add a specific object or a set of objects from a query. The collection

membership can also include or exclude other collections. Membership rules can add only those:
objects that are members of the limiting collection.

Membership rules
Rule Name: Type Collection Id
There are no itemns to show in this view.
[ AddRie ¥ [ Eit. || Deete |
[[] Use incremental updalaafmihis{ Direct Rule
An incremental update periodicall]  Query Rule dds resources that qualfy

to this collection. This option doe| date for this collection.

Include Cellections

Exclude Collections

[ Schedule a full update on this callection

Occurs every 7 days effective 6/6/2560 21:36

<Previous | [ Net> || Summay || Coned |

136
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AMRUARTUNLNYLAY MUELAT 1 AWUATD | YN8LaY 2 Lden System Resource ,

nU18LaY 3 Edit Query Statement , “unalav 4 Criteria LazAANTININELAY 5

g! Membership Rules

General

Membership Rules

Summary
Progress

Completion

Create Device Collection Wizard

Define mem|

Membership rules
can use members
membership can
objects that are n

Membership rules
Rule Name

[ Use incremen

An incrementq
to this collecti

Scheduls 3

[x]

[=]

Query Rule Properties

/] Query Statement Properties

General

p Nam

|Lab413-Search Il

[ import Query Statement

Resource class: System Resource v‘ I

General | Critena | Joins

*You can specify criteria to namow the qy limit the results that are
retumed

Bl LI

Criteria

Edit Query Statement

Query Statement ~from SMS_R_System

/1, Corfiguration Manager 2012 uses the Windows Management
Instrumentation (WMI) Query Language (WGQL) to query the site
database

Occurs every 7

Show Query Language ok | [ cancel

<Prevous | [ MNet> | [ Summay |[ Cancel

AN Select PNTUUNMRUAMINTNBLAE AUBLAY 1 System Resource “iNgLay 2

Security Group Name wagaan OK

&

General

Summary
Progress

Completion

9! Membership Rules

Create Device Collection Wizard

[ ]

Criterion Properties Iﬂ
Define mem [Gener |
L__%j Criterion Properties
Membership -
canuse T_embei Select Attribute -'
ip cary
objects that are
Aftribute class: o"s‘,'stem Resource VI
Membership nief |~ Alias s
Rule Name
Attribute: e ISecuri‘fy Group Mame VI
3
[] Use increms
Pn incrementy
to this collect
[ scrsio [cmon |
Occurs every 7

‘ Show Query Language |

[ ok ][ ceneal |

| < Previous || MNext >

|| Summary || Cancel |
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v ~

G0Nyl nuelaw 1 = is equal to , AANYNNBLAY 2 910U LABN Group NRBINTN

NULAY 3 hazAan OK

e Create Device Collection Wizard =
Sa] -
ns Sear, Membership Rules
Sel 5
A Criterion Properties &
ssets al .
ezl Define mem

, Criterion Properties

|Sirr|p|e valus "] |

|System Resource - Securty Group Name |

is equal to

Values:

ftion
e e ok ][ G |
o e | ok || Concel |
[ L |
[ show Quey Languege |
‘ < Previous | | Mext = | | Summary | ‘ Cancel |

10. Aan OK

&

@ Membership Rules

General

Create Device Collection Wizard

Membership Rules

General

Summary
Criterion Properties
Progress en it updates. You
ery. The collection
Completion bn add only those
Criterion Type: |Simp\e value ] |
Where: |System Resource - Security Group Name: |

|is equal to

[INFORMATICS \Group

Type: String

resources that qualify
for this collection




11. Aan OK

i

Create Device Collection Wizard

General
Membership Rules
Summary
Progress

Completion

@ Membership Rules

General | Critena | Joins

en it updates. You
ery. The collection
mn add only those

‘You can specify criteria to namow the query and limit the results that are
retumed.
Critenia: ]
<] [ [ >

| Show Query Language |

[ oo |

resources that qualify
farthis collection

< Previous ‘ | Mext >

H Summary H Cancel |

12. Aan OK

i

Create Device Collection Wizard

Membership Rules

General
Membership Rules
Sumrary
Progress

Completion

General

Q Name:

Resource class:

[ Lab413-Search

\ Import Query Statemert...

|System Resource

\ Edit Query Statemert...

Query Statement: select * from SMS_R_System where

SMS_R_System.SecurityGroupMName =
"INFORMATICS\\Group"

& Conrfiguration Manager 2012 uses the Windows Management

Instrumenitation (WM} Guery Language (WGL) to query the site
database

@n add only those

s resources that qualify
¢ for this collection.

| < Previous | | Mext >

|| Summary || Cancel |
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13. Aan Next

Membership Rules

Bavael Define membership rules for this collection

Summary

Progress Membership rules determine the resources that are included in the collection when it updates. You
c eti can use membership rules to add a specific object or a set of objects from a query. The collection
R membership can also include or exclude other collections. Membership rules can add only those

objects that are members of the limiting collection

Membership nules:
Rule Name Type Caollection Id
Lab413-5earch Query Not Applicable

[<] m | [>]

| Add Rule > [ Ed | [ Deete |

[] Use incremental updates for this collection

An incremental update periodically evaluates new resources and then adds resources that qualify
to this collection. This option does not require you to schedule a full update for this collection.

[w] Schedule a full update on this collection

Occurs every 7 days effective 6/6/2560 21:51

[rres ] (] s | [ |

14. Aan Next

? Summary

General Confirm the settings
Membership Rules

Progress Details:
Completion General
= Collection Name: Lab413
= Comment:
Membership Rules

= (Query) Lab413-Search

To change these settings. click Previous. To apply the settings. click Next.

< Previous |” Mext > 1| Summary || Cancel




15. @314 Device Collection La$aduman Close

Completion

General
Membership Rules
Surmmary

Progress

Details:

@ The Create Device Collection Wizard completed successfully

0 Success: General
» Collection Name: Lab413
« Comment:

Membership Rules
= (Query) Lab413-Search

To exit the wizand, click Close.

< Previous

| | Next > ‘ | Summary | @

1Y $ % < Y v
16. uaqmﬂaimas%ﬂmmmw
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¥ ¥y 2 A %+

Create Device _Import

: B Manage Out of Band ~ 1 Add Resources
Collection  Collections

Saved
Searches =

Search

Create Collection

“ [ Manage Affinity Requests &) Update Membership [ Endpoint Protection - (i Refresh

Show Add Install
Members Selectd ltems » Client ') Clear Required PXE Deployments i Client Notification + 152 Copy

A Export < Delete o i =
Simulate  Deploy | Move | Properties
Deployment = ‘

Depleyment Move | Properties

&) \ﬁ \ b Assetsand Compliance » Overview » Device Collections » SD-413

Assets and Compliance ¢ SD-413 1 items

4 B Overview = [ Search

[ [ search | Add Criteria ™

2 Users

& Devices o Lab412

All Systems

& User Collections

4 ¥ Device Collections
| C1sp-413 |
&, User State Migration
4[] Asset Intelligence
[ catalog
[#3 Inventoried Software
3% Hardware Requirements.
‘& software Metering

b [ Compliance Settings

4[] Endooint Protection -

3 Assets and Compliance Lab413

&l software Library

B Monitoring Name: Labd13

- Update Time: 14142523 000
[Resses Member Count: 0

Members Visible on Site:

Summary

" Summary [ Deployments | Custom Client Settings |

Ready.
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=\ g A 4 ) a e . .
NSARGY Agent MiATasRauNIwesTuiasUjURMST (Client setting)

} 4
v 1

N19919A1 Client Installation Settings

1. Lﬁaﬂﬁ'l,mé Administration --> Overview --> Site Configuration

Client Installation Settings wagziaan Client Push Installation

> Sites 188N

=l#lx]

|y System Center 2012 R2 Configuration Manager (Connected to SCM - SCCM 2012 R2 Informatics Site)
Home ~ @
Fy 6 . Show Insta «ﬂ( [ site Maintenance ;j D
o [} Site G Refresh > Status Summarizers |
Creste| Hierarchy Saved AddSite Create Site Configure Site Client o Set Security | Properties
= Settings | Searches v | System Roles System Server Secondary Site Delete Components + | Installation Settings +| P Status Filter Rules Scopes
Sites Search Site Client Push Installation Classify Properties
& - - [Hy \» Adminstation » Ovewiew » SitsConfiguration » Sites Soiluarcilpdotc Basecibhont Tsiakition -2
Administration < Sites 1 items
4 Bf] Overview Search Add Criteria ~
4 [ Hierarchy Configuration lcon  Name Type Server Name State Site Code  Parent Site Code

& Discovery Methods
[ Boundaries
[ Boundary Groups
5 Exchange Server Connectors
 Database Replication
£ File Replication
A Active Directory Forests
7 Cloud Services
4 [ Site Configuration
[ Sites
[ Servers and Site System Roles

K Client Settinas
& Assets and Compliance
& software Library
Bl Monitoring

[, Administration

Ready

SCCMLinformatics.lab

& SCM - SCCM 2012 R2 In...  Primary site

m

SCCM 2012 R2 Informatics Site

General

Site Code: SCM

Server Name: SCCMLinformatics.lab

Install Directory: CA\Program Files\Microsoft Configuration Manager
Build Number: 7958

State: Active

Active scM

Related Objects

J File Replication

15:38

LI [

-~ B wNe

2/6/2560
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2. \fendiy General NTUUMNUAAIATUVUNEIAY 2 3 Uag 4

General |}\cmunls Installation Properties |

i{ Client Push Installation for Configuration Manager cliernt

[v] Enable automatic ste-wide client push installation
This option installs the Corfiguration Manager client on newly discovered computer
resources and on existing computer resources that do not have the client installed.

System types
Install the Corfiguration Manager client software on the following computers:

[w] Servers o
[w] Workstations
[ Corfiguration Manager site system servers

Specify whether to install the Corfiguration Manager client on domain controllers when you
use site-wide client push installation and the Client Push Installation Wizard.

O Aways install the Configuration Manager client on domain cortrollers

4 ® Never install the Configuration Manager client on domain controllers unless specfied

in the Client Push Installation Wizard

| General | Accounts | Ir
Specify the accounts that can install the Configuration Manager client. The accounts must be a

member of the local Administrators group on the destination computer.

G [

Client Push Installation accounts:

Name
INFORMATIC S adminsccm

INFORMATICS"\admininstall
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[
=1

4. \Fenwy Installation Properties fiviuneigail

SMSSITECODE=SCM DNSSUFFIX=INFORMATICS.LAB FSP=SCCM.INFORMATICS.LAB
MP=SCCM.INFORMATICS.LAB

Installation Properties

Specify any client. msi installation properties that you require when you install the Corfiguration
Manager client software. Do not specify installation properties for CCMSetup exe.

SMSSITECODE=SCM DNSSUFFIX=INFORMATICS LAB FSP=S5CCM.INFORMATICS LAB | ~
MP=SCCM.INFORMATICS LAB

\iandiuy Administration --> Overview > Site  Configuration --> Sites 1i8n

Configure Site Components wagidan Software Distribution

Center Configuration

M| Home

» [ Cloud Services
4[] Site Configuration
B Sites
E&> Servers and Site System Roles
A Client Settings
» [ seeurity
5 Distribution Points
&2 Distribution Point Groups

» [ Migration

‘*¢ ‘ :E / j @ m -ré.é Lt;i Retry Secondary Site () Show Install Statu: Eﬁ & [ Site Maintenance a
LT - +|Recover Secondary Site (it Refresh 1) Status Summarizers
create| Hierarchy | Feedback  Saved AddSite Create Site Creste Client SetSecurity | Properties
s Settings Searches * | System Roles System Server Secondary Site - Upgrade 7 Delete nents - Installation Settings ~_ Status Filter Rules Scopes
Sites | Feedback | _Search Site Software Distribution Classify | Properties
€ v [y \ » Adminisvation » Ovewiew » SiteConfiguration » Sites i s BES
bdministration < Sites 1 items Status Reporting
5| Overvew e Search Email Notification Add Criteria ~
» 5] Updates and Senvicing lcon  Name Type Server Name . Collection Membership Evaluation |
+ [ Hierarchy Configuration oE SCM-SCCM 2012 R2In., Primary site SCCM.informatics.lab Active scM

SCCM 2012 R2 Informatics Site.

General

Site Code:
Server Name:

#& Assets and Compliance
2 software Library

B Monitoring

Install Directory:
Build Number:
State:

‘ [Z]{, Administration o

ScM
'SCCM.informatics.lab

CAProgram Files\Microsoft Configuration Manager
8438

Active

Related Objects
W/ Discovery Methods
W File Replication

Reach

(RN
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6. 1@@NIY Network Access Account LaanvNglay 2 tilekiis User fansneiay 3

kazAan OK

| General | Pull Distribution Paint | Netwerk Access Account

Specify an account that accesses network locations when the site contains clients that are
‘workgroup computers or that are from an untrusted domain.

Metwork Access Accourt

The Metwork Access Account is used by Configuration Manager clients to access
network locations during content deployment or during operating system deployment.

() Use the computer accourt of the Corfiguration Manager diente

(®) Specify the account that accesses network locations

[E&

ame
INFORMATICS \adminsccm

A5AMUAAT Client Settings
1. \§eniwy Administration --> Overview --> Client Settings Laglian Create

Custom Client Device Settings

nager (Connected to SCM - SCCM 2012 R2 Informatics Site) RS
Home - @
Create Custom Client Create Custom Client | Saved
Device Settings User Settings Searches ~
Create Search
B
F

€ 9 - ‘l‘a % » Administration » Overview » Client Settings

< Client Settings 1 items

Administration
%1 Boundary Groups + search Add Criteria =
7 Exchange Server Connectors
lon | Name Type  Priority | Deployments
Database Replicati
8 Database Replication Default Client Settings Default 10000 0

&3 File Replication

A Active Directory Forests
» [ Cloud Services
4 (3 Site Configarat e [7] Create Custom Client Device Settings
ite Configuration
Create Custom Client User Settings

B Sites

B Servers and Site System Roles
K Client Settings e
» [ Security
5 Distribution Points

5 Distribution Point Groups.

» (= Migration =

B Asscts and Compliance

0 software Library
Bl Vonitoring
‘ (7], Administration o

Ready.
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Client Policy
Computer Agent
Computer Restart
Endpoint Protection
Hardware Inventory
Remote Tools
Software Deployment
Software Inventory

Custom Device Settings

Specify the settings for devices. These settings ovemide the default settings when they are assigned
to a collection.

Name:

Lab413Client Settings

Description:

Select and then configure the custom settings for client devices.

Software Updates
State Messaging

Security

Background Intelligent Transfer
Client Cache Settings

Client Policy

Cloud Services

Compliance Settings
Computer Agent

Computer Restart

Endpoirt Protection
Enrolment

Hardware Inventory

Metered Intemet Connections
Power Management

Remote Tools

Software Deployment
Software Inventory

Software Metering

Software Updates

State Messaging

3 3 Y

LI

ORRICRIRIRL

User and Device Affinity

oK ||

General
|3
Cienroiy | K]

Computer Agent
Computer Restart
Endpoint Protection
Hardware Inventory
Remote Tools
Software Deployment
Software Inventory
Software Updates
State Messaging

Security

Custom Device Settings

ﬁ Specify the ssttings for devices. These settings ovemide the default settings when they ars
assigned to a collection.

Specify how client computers retrieve policy.

Device Settings
a B

Enable user policy on clients s v

Enable user policy requests from Intemet clients

Client policy poling interval {minutes)




\@an Computer Agent M111181aY 1 WAZAUUAAIRINLNBLAY 2

General

Client Policy

Computer Restart
Endpoint Protection
Hardware Inventory
Remote Tools
Software Deployment
Software Inventory
Software Updates
State Messaging

Custom Device Settings

Specify the settings for devices. These settings ovemide the default settings when they are
assigned to a collection.

Specify general settings for communication between server and client.

Security

Device Settings
Deployment deadline greater than
24 hours, remind user every (hours)

!!

Deployment dezdline less than 24
hours. remind user every fhours)

Deployment deadline less than 1
hour, remind user every {minutes)

Default Application Catalog website  SCCM.irformatics labluse
paint intranet FQDN)

Add default Application Catalog

website to Intemet Explorer trusted

sites zone

i
[

Allow Silverlight applications to
run in elevated trust mode. More
information

Organization name displayed in
Software Center

Use new Software Center

Enable communication with
Health Attestation Service. More
information

Informatice Burapha University

=
8
<

I

|z Ar-nremises Hesfth Aestatinn |

General

Client Policy

| Computer Restart U

Endpoint Protection

Hardware Inventory
Remote Tools
Software Deployment
Software Inventory
Software Updates
State Messaging

Security

Custom Device Settings

Specify the settings for devices. These settings ovenide the default settings when they are
assigned to a collection.

Specify general settings for communication between server and client.

Software Center
Use new Software Center

Enable communication with
Health Attestation Service. More
information

Use on-premises Health Attestation
Service

=

= =
5

B
&
]

Install pemissions

Suspend BitLocker PIN entry on
restart

Additional software manages the
depl of applications and

=
&
<

software updates.
PowerShell execution policy

Show natifications for new
deployments

7
H
<

a
]
<

Disable deadline randomization

Grace period for enforcement after
deployment deadline thours):
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6. L@on Computer Restart VNNt 1 LaARUAAIAIALILEY 2

General

Client Policy
Computer Agent

Endpoint Protection
Hardware Inventory
Remote Tools
Software Deployment
Software Inventory
Software Updates
State Messaging

Security

Custom Device Settings

E@J Specify the settings for devices. These settings ovemide the default ssttings when they are

assigned to a collection.

Specify restart behavior on client computers

Device Settings
Display a temporary notification to the user

that indicates the interval before the useris
logged off or the computer restarts (minutes)

Display a dialog box that the user cannot
close, which displays the countdown interval
before the user is logged off orthe computer
restarts (minutes)

o ]

General

Client Policy
Computer Agent
Computer Restart

are Inventory
Remote Tools
Software Deployment
Software Inventory
Software Updates
State Messaging

Custom Device Settings

Specify the settings for devices. These settings overide the default settings when they are

assigned to a collection.

Security

Select whether to manage existing Endpoint Protection clients or to install Endpoint Protection on clients.

Manage Endpoint Protection client on client
computers

Install Endpoint Protection client on client
computers

Automatically remove previously installed
antimalware software before Endpoint
Protection is installed

Allow Endpoint Protection client installation
and restarts outside maintenance windows.
Maintenance windows must be at least 30
minutes long for client installation.

For Windows Embedded devices with write
filters, commit Endpoint Protection client
installation {requires restarts)

Suppress any required computer restarts after
the Endpoint Protection client is installed

Allowed period of time users can postpone a
required restart to complete the Endpoint
Protection installation (hours)

Dizable atemate sources (such as Microsoft
Windows Update, Microsoft Windows Server
Update Services, or UNC shares) for the initial
definition update on client computers

‘_'S i
i

7
3
I

-
<>

148



8. 189N Hardware Inventory YIMuNeLay 1 LagmMUUAAIRINNELAY 2

9.

General

Client Policy
Computer Agent
Computer Restart

Endpoint Protection
—
L

Remote Tools
Software Deployment
Software Inventory
Software Updates
State Messaging

Security

Custom Device Settings

Specify the settings for devices. These settings ovemide the default settings when they are
assigned to a collection

Specify hardware inventory settings for client computers.

Device Settings
Enable hardware inventory on clients | Yes W
Hardware invertory schedule
Maximum random delay (minutes) =

Hardware invertory classes

Oceurs every 1 days effective
1/2/25130:00 Schedie

General

Client Policy
Computer Agent
Computer Restart
Endpeint Protection

Hardware Inventory

Software Deploymen
Software Inventory
Software Updates
State Messaging

Security

Custom Device Settings

Specify the settings for devices. These settings ovemide the default settings when they are
assigned to a collection.

Specify remote control settings on client computers. e

Device Settings
S o
dionts Enabled Configure ...

Firewall exception profiles Domain, Private, Public

Users can change policy or
notffication settings in Software
Center

Allow Remote Control of an
unattended computer

Prompt user for Remote Cortrol
pemission

Prompt user for permission to
transfer content from shared
clipboard

Grant Remote Control pemission
to local Administrators group

Access level allowed

Pemnitted viewers of Remote
Cortrol and Remote Assistance

Show session notification icon
on taskbar

Full Cortral v
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10. 1@9n Remote Tools NAUNULaY 1 LAEAMAUAAIAINNIELAY 2 (51D)

General

Client Pelicy
Computer Agent
Cormputer Restart
Endpoint Protection
Hardware Inventory

Software Deployment

Software Inventory
Software Updates
State Messaging

Security

Custom Device Settings

ﬁ Specify the settings for devices. These settings ovemide the default settings when they are

assigned to a collection

Specify remate control settings on client computers.

MDD ISV auTveu

Pemmitted viewers of Remote
Control and Remote Assistance

Show session notfication icon
on ta;

Show session connection bar

Play a sound on client

Manage unsolicited Remote
Asgistance settings

Manage solicited Remote

Tuneuun v
Senes
Yes v
Yes v

Beginning and end of session W |

@

Asgistance settings

Level of access for Remote
Assistance

Manage Remote Desktop
settings

Allow permitted viewers to
connect by using Remate
Desktop connection

Require network level
authentication on computers
that run Windows Vista
operating system and later

&

= = = ?IS =3
|5 (8| |2

a
< < <

<

=

&5

gl Lab413-Client Settings

General . .
Ener Custom Device Settings

Client Policy
Computer Agent
Computer Restart
Endpoint Protection
Hardware Inventory

Remote Tools

Software Deployment

INFORMATIC S \admininstall
INFORMATIC 5"\ Administratar
INFORMATICS" \adminremate:
INFORMATICS \adminsccm
INFORMATICS\Domain Admins

Software Inventory
Software Updates
State Messaging

Security

Manage unsalicited Remote
Assistance settings

Manage solicted Remote Yes “
Assistance settings

| 2wl of mrrace frr Bamnta

Lok ]
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12. 1690 Software Deployment AMNN8LaY 1 LazAIAUAAIRIALILAY 2

Lab413-Client Settings 2%
General . .
Custom Device Settings
Client Policy
Specify the settings for devices. These settings ovemide the default settings when they are
Computer Agent assigned to a collection.
Computer Restart

Endpoint Protection

Hardware Inventory

Specify how client computers deploy software e
Device Settings

Schedule re-evaluation for Occurs every 1 days effective _
% 2/2/2513 300

deployments

Remote Tools

oftware Deployment

Software Inventory
Software Updates

State Messaging

Security
Schedule reevaluation for deployments:

O Simple schedule

Run evern:

(®) Custom schedule

Oceurs every 1 days effective 2/2/2513
3.00

13. 1d8n Software Inventory AMKNELET 1 LarAWUAAIAIMNNELEY 2-4 INUUAGN

\d0n Set Types MIvaneLat 5

g Lab413-Client Settings z8
General . .
Custom Device Settings
Client Policy
Specify the settings for devices. These settings ovemide the default settings when they are
Computer Agent assigned to a collection

Computer Restart

Endpoint Protection

Specify how client computers retrieve software invertory.
Hardware Inventory

Remote Tools

Device Seitings e
Software Deployment Enable software inventory on clierts
[ : Schedule software invertory andfile  Occurs every 1 days effective
Software Updates collection 1/2/2513 0:00
State Messaging Inventory reparting detall

Security Inventory these file types “Ene.. e
Collect files (none) F

Schedule software inventory and file collection : e

® Simple schedule

Run every:
() Custom schedule

Mo custom schedule defined Customize..

N Cancel

T oTaTTT

F 0K Cancel
Surmmary | Deployments “' n |
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14. \den Software Inventory (#9)

152

[ Lab413-Client Settings
General . .
enere Custom Device Settings
Client Policy
Computer Agent Configure Client Setting X | nen they are

Computer Restart Configure the setting: Inventory these file types

Endpoint Protection

Name:

The file name can in

aces‘ and the *and ? wildcard characters.
m |

Hardware Inventory File types:

Remote Tools Fiter.

Software Deployment = = TSUbioWers T oahde T
Software Inventory “exe CA\Program Files'.  Yes Windows,
Software Updates “msi CA\Program Files  Yes Windows,

State Messaging

[\ Program Files

Security

Search subfolders:

[+] Exclude encrypted and compressed files
W] Excluds files in the Windows folder o

o]

O

oK | |

adminsccm

15. 1@9n Software Updates IMuetaY 1 LagfiuuaAIfanineiay 2

General

Client Policy
Computer Agent
Computer Restart
Endpoint Protection
Hardware Inventory
Remote Tools
Software Deployment
Software Inventory
[ —G)0)
1 State Messaging -

Security

Custom Device Settings

@ Specify the settings for devices. These settings ovemide the default settings when they are

assigned to a collection.

Specify how client computers deploy software updates.

Device Settings
@ Enable software updates on clients

Manage Windows 10 updates with
Windows Update for Business

Software update scan schedule

Schedule deployment re-evaluation

When any software update
deployment deadline is reached,
install all other software update
deployments with deadline coming
within a specified period of time
Period of time for which all pending
deployments with deadline in this
time: will also be installed

Enable installation of Express
installation files on clients

Port used to download content for
Express installation files

Enable management of the Office
365 Client Agent

7
&
<

CQccurs every 1days
effective 1/2/2513 0:00

CQccurs every 1days
effective 1/2/2513 0:00

Schedule ...
Schedule ...

~
v | | Hours

Mot Corfigured  w

oK ||
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16. 189N State Messaging AMuN8LaY 1 LayAMUAAIAIMNNELAY 2 Lazadn OK

Specify the settings for devices. These settings ovenide the default settings when they are

General . .
Custom Device Settings

Client Policy

Computer Agent assigned to a collection.

Endpeint Protection
Hardware Inventory
Remote Tools Device Settings
Software Deployment
Software Inventory

Software Updates

i
\
I
i
|
I
Computer Restart

State Messaging

@ State message reporting cycle (minutes)

Specify how client computers report state messages.

Security

o

17. adnw21i Client Settings

NnmuaLaen Deploy

B sites

[ Servers and Site System Roles

| & Client Settings

+ [ Security

- Distribution Peints

57 Distribution Paint Groups
» [ Migration

Lab413-Client Settings

Description

B ssets and Compliance
& software Library

Monitorin
| g

‘ (], Administration

7 summary

% H & B B4t
~ Y (i Refresh
Create Custom Client Create Custom Client | Feedback | Saved Deploy Increase Decrease SetSecurity | Properties
ings ser Settings Searches - Priority  Priority 7% Delete Scopes
Create Feedback | Search Client Settings Classify | Properties

€ & - [E v acminstration » Overview » Client Settings -2
|paministration < Client Settings 3 items

4 G Overview | earch (][ search | Add Criteria ~

» & Updates and Servicing lcon  Name Type Priority | Deployments

» [ Hierarchy Configuration Default Client Settings Default 10000 0

» [ Cloud Services Lab413-Client Settings 1 2

4[] Site Configuration U Custom User Device Settings User 2 "3 Deploy

Increase Priority

&b Decrease Priority

"4 Copy

b Refresh 75

7X Delete Delete

@ Set Security Scopes

Properties

File Praperties

Date Created:
Created By:
Date Modified:
Modified By:

67/6/2560 23:01
INFORMATICS\adminscem
21/7/2560 2145
INFORMATICS\adminsccm

Deployments |
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18. 15on Collection NMNELAY 1 LALIADNNFUTIFBINITAIMAUGLAY 2 Wag 3 IINUUAGN
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Device Collections
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° . v o a
AsivuA Policy dmiuiniasnauiameslu SCCM 2012 R2
1. nwua Policy d1msu SCCM 2012 R2 Tufulasosnsuiimesiazadnuanil Policy %1
a51auaden Edit

| File Action View Window Help

[-[=]]
«=| 2[E X6
& Group Policy Management ~|(GPo_Local User
4 Forest: informatics.Jab Scope | Deats | Setirge T Do
"4 3 Domains pe | Detais | Settings | Delegation
4 &4 informaticslab Links
2/ Default Domain Policy Display links in this location: informatics Jab

-/ GPO Client Firewall

v

‘The folowing sites, domains. and OUs are linked to this GPO:

Location - Enforced  Link Enabled Paih
[&Lab-413 Ho Yes informatics lab/Buu/informatics/Lab 413

GPO Disable Firewall

- GPO_Local Us: —
T et Edt..
=] GRO_tum off in: nforce:
b &1 Server Link Enabled
I &1 Staff Account SaveReport..
p ] System Account .
4 &1 User R "
] GPO_sdd and New Window from Here lcan oy apply o the following groups, users, and computers:
] GPOdisablelinl

i/ GPO_disable lin
] GPO_disablene{  heneme
15/ GPO_disable wi Refresh.
1/ GPO_hide netw Help

1=/ GPO_prevent —
%/ GPO_remove lock and chang

5/ GPO_turn off desktop gadge
I [ Domain Controllers
b (5 Group Policy Objects
b [ WMIFilters
b L[ Starter GPOs
b L@ Sites

5 Group Policy Modeling

e

'WMI Filtering
This GPO is linked to the following WM fiter:

[eome> < |

[, Group Policy Results
< w [ >
Open the GPO editor
=

=

Open |

2. 1@9n Computer Configuration --> Policies --> Administrative Templates A&NI1
1d0n Add/Remove Templates

Action  View Help
7]

GPO Local User [AD.INFOR
?é}r;srzieers(:onﬁguratlon ect an item to view its description, Name ; .
3 E Software Settings A Com puter. Conf!guratlon
b 7 Windows Settings %, User Configuration
2 )3
preerences |
4 2 User Configuration
p [ Policies
p 7] Preferences

Filter Options...
Re-Apply Filter

All Tasks

Help

Extended A Standard /

Manage administrative templates
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3. pdn Add nntudenlna Templates anlwdfnss SCCM 2012 R2 agjﬁ
\SMSSETUP\TOOLS\ConfigMgrADMTemplates &anii 2 lWdnumneias 3 uay

AdN Open

= Group Policy Management Editor

File Action View Help

Y EEEN )G

1=/ GPO_Local User [AD.INFORMAT
4 & Computer Configuration

a &, User Configuration

[ Policies Select an item to view its description. ;ZE
b [ Software Settings ﬁuom
b [] Windows Settings ser
» [ Administrative Temg
1 ] Preferences
Add/Rem|

b [ Policies Currentt Policy Templates:

1 [ ] Preferences
Name

CorfigMgrAssignment
E.; CorfigMarinstallation

=]

< m

v

Extended / Standard /

] 149\SMSSETUP\TOOLS! ConfigMarADMTemplated v g | | Search ConfighigraDiTemal.. 2 |

Organize v  Mew folder
S
3¢ Favorites =y Name
B Desktop D ConfigMgrAssignment.adm
|8 Downloads || ConfigMgrinstallation.adm

‘% Recent places

1% This PC
_ju Desktop

| Documents
|8 Downloads

W Music
ﬁ Pictures
B Videos

£, Local Disk (C)

= - @
Date modified Type
11/9/2556 13:10 ADM File

ADM File

e 1/9/2556 13:10

vl[<]

File name: ‘

4. azlanuvneay 1 lay 2

File Action View Help

e 2E = HEE T

=/ GPO_Local User [AD.INFORMATICS.LAB] Policy
4 i Computer Configuration
a4 [ Policies
b [ Software Settings
B Windows Settings
4[] Administrative Templates: Policy definitions (2
b | Contrel Panel
b ] Metwork
71 Printers
1 Server
71 Start Menu and Taskbar
r 5 System
Windows Components
4 [ | Classic Administrative Templates (ADM)
4[] Configuration Manager 2012
[ 7| Configuration Manager 2012 Client

I | Preferences

4 4%, User Configuration
b [ Policies
I | Preferences

<] m

v

Select an item to view its description.

Setting State

Configure Configuration Manager 2012 Site Assignment Enabled
|iz| Configure Configuration Manager 2012 Client Deployment ... Enabled
< m b

", Extended / Standard /

2 setting(s)
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5. autbandn Policy Minunetay 1 1&on Enabled WagmMUUAAIMINTOINLNLLEY 3 LAy
Adn OK

5 S 2 3 , = O x

[=] Configure Cenfiguration Manager 2012 Site Assignment s ZaE, | | Next Setting fment Editor

O Mot Configured ~ COmmMent: ~ I ]
) Disabled ] Ber o

Supported on: ~ Configure Configuration Manager 2012 Site Assignment Enabled I
§iE| chﬁguraguraﬁon Manager 2012 Client Deployment ... Enabled |
v

Options: Help:

Assigned Site This policy conﬁ_guras site assignment for Configuration ~

Manager 2012 clients. The Site Assignement Retry Interval (Mins)
|SCM | specifies how frequently the client attempts to assign to the site, 0y
The Site Assignment Retry Duration (Hours) specifies how long t
Site Assignment Retry Interval (Mins) the client attempts to assign ta the site befare failing. N —
lore (-
Site Assignment Retry Duration (Hours)
[~]
re, if
< n [ > ]
~ | -
oK ‘ Cancel | | Apply ‘
>1 I

6. fuidiandn Policy fivineran 1 1den Enabled warfuuarnutemuieiay 3
“/logon SMSSITECODE=SCM/mp:SCCM.INFORMATICS.LAB” uazaan OK

E Configure Configuration Manager 2012 Client Deployment Settings

O Not Configured Colmmenl: : I

| Previous Setting ‘ | Mext Setting

® Enabled

Setting

State
T —— o 33) Configure Configuration Manager 2012 Site Assignment Enabled
() Disabled =
|| Cenfigure Configuration Manager 2012 Client Deployment ... Enabfed]
Supported on: =
L "
v
Options: e Help:

m|
CCMSetup ‘ﬂogm SM SSITECODE:SCM!mp:SCCM.I| Eta bling th\.; policy ;uparced.es the client deployment pmp.erties ~
chnfigured in the Configuration Manager conscle under Client
Push Installation and uses Group Palicy to configure client
deployment properties. In the CCMSetup field, enter the required
CMSetup command line properties. For a list of all CCMSetup
i operties and examples of their use, see "About

—
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7. @on Computer Configuration --> Preference --> Windows Settings --> Control
Panel Settings --> Local Users and Groups 91ntuadnuaiiewiiy Users uag
Groups kaalivineumnetay 3 - 8

£f Group Policy Management Editor =
File Action View Help
e 0 4 2 XE=S2 Ho/ e+t 3

GPO_Local User [ADINFORMAT

4 (& Computer Configuration f,i Local Users and (;rou[: m‘m‘

B[] Policies
g Action: |Updabe &

4 | 7| Preferences
&% Administrators (built-in) Group name: Administrators (built-in} w I

b (] Windows Settings
4 (] Control Panel Setting

Processing

Stop processing items in

extension on error .
Devices Run in user's context: Mo = Rename to: |
i ions Remove if not applied: Na Description: | |
Apply once: No
Network Options E:ter: directhy: :0 [Ipelete all member users
i ilter ancestor. = Delete all member groups
'@ Power Options Disabledb:irectly: No e - groe
@ Printers Disabled by ancestor:
Scheduled Tasks Members:
% Services Name Action SID
4 ﬁs User Configuration Description INFORMATICS\admininstal ADD 5-1-5-21-1790(;

B[] Policies INFORMATICS\adminsccm ADD 5-1-5-21-1790(;

b [7] Preferences

Nao description provided.

[ >
Remove Change...

|| odty [[ b ]

< m k4

Preferences /), Extended 4 Standard

Last changed: 13/6/2360 20:03:44

a & | a a va . .
n13ARA Agent MiATasnauRmasluiefiRin1s (Client setting)
1. 1@9n Assets and Compliance --> Overview > Devices LaanABNNILADINADINIT

AnRe Agent TnamanuilazLaan Install Client

- 8 X
- i Manage Out of Band 13 Change Ownership
B Y B S+ B2 HEDPOOOT
o 4 - %] Clear Required PXE Deployments X Delete
Import User Import Computer | Saved Add Install Reassign Client  Start Approve Biock Unblock Refresh | Properties
Device Affinity  Information Searches~ | Selected ltems~ Client  Site  Settings~  ~ & Edit Primary Users ‘
Create Search Device Properties
[€ 5~ [® \ » Assetsand Compliance » Ovenview » Devices -2
Assets and Compliance, 2 < Devices 65 items
. Search [] [ search | Add Criteria v
lcon  Name Client | Site Code Client Activity =
[2] & __w 4 o ]
% User Collections [ (A80-00 No
4 ¥ Device Collections " LAg413-10 3 Add Selected tems »
) sp413 LB ERY B Install Client
3 - = =
&, User State Migration ": e 7 Reassign Site
» [2] Asset Intelligence = o Client Settings >
i W LABa13-14 B oot x
& Software Metering & —" B
&2 i ; rove
Compliance Settings R PP
» [Z] Endpoint Protection & a7 Black
o Lasazas RS
™ LAB413-19 B8 Manage Out of Band »
™ LaBa132 Clear Required PXE Deployments B
Edit Primary Us
Assets and Compliance LAB0-00 & dit Primary Users .
Change Ownership
Software Library General Information K Delete Delete Related Objects =
Bl Monitoring Name: LAB0-00 G Refresh Fs Primary User
= Client Type: None B o
(2] Administration Client Check Result RcIiey
- i Software Scan: b
Summary [ Client Check Detail | Malware Detail | Antimalware Policies | Client Settings
Ready




2. Aan Next

Before You Begin

Install Configuration Manager Client Wizard

Installation Options
Summary
Progress For client push installation to succeed, we recommend that you verfy all dependencies, which

Completion include the following

- The site server computer account or a Client Push Installstion Account is a member of the Local
Administrators group on the client computer.

- The site server can resolve the computer name forthe client and access the ADMINS share.

- The Windows firewall and any other firewalls between the client computer and the site server
are configured for exceptions to client push installation.

- The management point is operational .

Failed installation attempts repeat every hour for up to 7 days. f you have installed a fallback
status point. you can use the client installation reports to help monitor the client installation.

can clients for from the Download Center.

P g 8y

@ Client push installation is suppurled for ‘.'\fmduws operating systems only. You

For more infermation about client push installation, see the online document, TechMet
documentation.

| Summary

3.

? Installation Options

EmalEnE Specify Client Push Options
Installation Opticns
Summary

Progress
[ Allow the client software to be installed on domain controllers

f you have corfigured client push installation to domain cortrollers in the Client Push
Installation Propeties dialog box, this option is unavalable.

o [v] Always install the client software:

When @ computer aready has the Configuration Manager cient installed. you can repair,
upgrade, or reinstall the client software.

Completion

[] Uninstall existing Corfiguration Manager client before the client is installed

[ Install the client software from a specified ste

e Site: |SCM-S[EM 2012 R2 Informatics Ste v

The site server in the specified site will install the client software. When you do not use this
option, the site server in the assigned site for the resource wil install the cliert software.

159



4. @dn Next

@ Summary

Before You Begin
Installation Options

Progress

Completion

Confirm The Settings

Details:

Summary of dlient push installation
+ Resource ID: 2087152061
« Object name: LAEO-00
» Include domain controllers: No
« Always install (repair or upgrade existing client): Yes
» Force uninstall and reinstall Configuration Manager client: No
« Total resources selected to install the Configuration Manager client: 1

Summary of client push installation resources
» Resources to be installed from site <SCM=: 1

To change these settings, click Previous. To apply the settings, click Mext.

MNext > | Summary || Cancel

5. @@an Close

Completion

Before You Begin
Installation Options
Summary

Progress

@| The Install Configuration Manager Client Wizard completed
successfully

0 Success: vy of client push i
=+ Resource ID: 2097152061
= Object name: LABCO-00
+ Include domain controllers: No
= Always install (repair or upgrade existing client): Yes
= Force uninstall and reinstall Configuration Manager client: No
= Total resources selected to install the Configuration Manager dlient: 1

0 Success: v of client push installati
» Resources to be installed from site <SCMz=: 1

To exit the wizard, click Close.

< Previous | | Mext > | | Summary

160
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6. lofnfuasaduLalAsaInauiImasITNUTaNAWIS System Center Lag

Configuration Manager A9A1W

* Contral Panel

» All Contral Panel tems v O Search (
Chrome

Greiowe MusH puter's settings by
Cache Configurations Metwork.
General Compaonents Actions Site:
Select an action to un a client syels independently from schedules that are rive E
corfigured in the Configuration Manager console. -
_.‘!_ Device Manager ess C
il & File History Autions:
lessaging Indieing Ooti Application Deployment E valuation Cycle )
) } s Indexing Options Discovery Data Collection Cycle fFions
Microsoft Edge € Language File Collection Cycle d Sha

. Hardware Inventary Cycle
Microsoft Power BI 3 Power Options Machine Policy Fietiiewal & Evaluation Cyele
™5 Remotedpp and Desktop Software Inventary Cycle
g storage Spaces Software Metering Uzage Report Cycle
Software pdates Deployment Evaluation Cycls
& Troubleshooting Software pdates Scan Cycle rewa
User Palicy Fetrizval & E valuation Cycle
‘windows Installer Source List Update Cycle

& Work Folders

Bun Mow

Ok Cancel Apply

12:44 AM
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NANUIN 4
¢ 2| . " a Y a wa
"3 deploy #aNALIsIUN Collection inTspauRImesluU URNTS

o . o a o a ua
15 deploy ¥awWLIsLUN Collection 3asnaumesiuviosfininig
1. @359 Folder @wsunurendnasuazwys Folder

RN AN Local Disk (C:) =N 12 X
Home Share View v 0
®© - | v ThisPC b Local Disk () v & [ Search Locel Disk (C) 2|
- ~
St Favorites MName Date modified Type Size
Bl Desktop . Download File folder
i Downloads . Download 5CCM — i P
- x ercet
] Recent places J Downloads : ST i (e I_I | .
- Advanced Shari
& For SCCM | General | Shering | Securty | Previous 12
1% ThisPC | inetpub ]
i W] Share this foldk
I Desktop | Perflogs Metwork File and Folder Sharing [v] share this folder
E Software Settings
El D it § |
| Documents Program Files ,I‘ Nat Shared - i
& Downloads | Program Files (x86) : are name: l
. Network Path: Software
)
1 : usic ProgramData Nt Shared
| Pictures ) SCCMContentlib Add Remove
3 Videos | SMSPKG

Limit the number of simultaneous users to: 167775

i Local Disk (C:) MSPKGCS
ced Sharing
SPKGSIG Comments:
. om permissions, create muttiph
€ Network SMSSIGS ced sharing options
= @Mranced Sharing
| Sourcessxs ———————
) Users

. Windows
- WsUs ‘ oK | ‘ Cancel | ‘ Apply |
] CompMgrProv
] ConfighgradminUiSd 145 KB
ghig

27items 1 item selected

[ =

7 Summary [ Deployment Apply
o . . I3
2. AMnUA Permission Wu Full Control
1 Permissions for Software -

Share Permissions

(Froup Or USer Names:
[ 82, Everyone

|_ Add... | | Remave |
Permigsions for Evenyone e Allow Deny
Full Control i O
Change O
Read O

oK Cancel || My |




3. Wlusinsu SCCM (denisy Software Library —> Overview > Application

163

Management --> Applications Adn Create Application 31ATULADAFILULSTILYS
woNALISLY uazAdn Next

Folder Tools

Folder 5]

4 B gg

Feedback Saved

carches
Import Information

P
Application| Application

Create Feedback Search

€ & - [E Vv Softwerelibrary + Ow

Create Application Wizard

Specify settings for this application

Summary
Software Library
Progress Applications contain saftware that you can deploy to users and devices in your Corfiguration Maniager environment
b+ & Overview Completion Applications can cortain muttiple deployment types that customize the installation behavior of the application.
4[] Application Management
[&7 Applications e
Automatically detect information about this application from installation files:
Packages
[l Approval Requests Type: ‘W\ndnws Installer {*msi fil)

[] Global Canditions.

Location [\soom

#4 App-V Virtual Environments

y\puty msi

Example: \\Server\Share'\File
% Windows Sideloading Keys

[ Application Management Policies

[#] App Configuration Policies

() Manually specify the application information
= Software Updates

4 [l Operating Systems

#] Drivers

#& Assets and Compliance
71 Software Library
Bl Monitoring

[Z]], Administration

Cancel

4. @an Next

= Create Application Wizard .
g___g Import Information
Erae View imported information
Import Information
General Information
Summary
Progress Application information successfully imported from the Windows Installer (* masi file) file.
Completion
Details:
Application name: PuTTY release 0.69 (64-bit) ~
Publisher.
Software version:
Deployment type name: PuTTY release 0.63 (64-bit) - Windows Installer {*msi file)
Product Code: {5FE84905-DAF1-4319-8282-D60BCADISBCE}
Installation behavior: Install for system
Corntent location: Y\sccm'\Software \msi‘\Putty*
Number of files: 1
Contert files
putty-64bit-0 63-nstaller msi
v
To modify any details from the imported information, click Next. To exit this wizard without creating the application,
click Cancel.
< Previous ||| Next > I | Summary | | Cancel
< ] >
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5. Mvuatie Loty nduivuaivaneas 2 Wy Install System uazadn Next

? General Infoermation

Eize ify information about this application
Import Information

Summary Name: [PuTTY relese 0.69 (545it) |
Lagss Administrator commerts: ~
Completion ha
Publisher: ‘Puﬂy |
Software version [ed J
Optional reference: \ |
Admiristrative categories ‘ - Select.
v
Specify the installation program for this application and the required installation rights

Installation program [msiexec 4 “putty 54610, 63 installer msi” /a | [ Browse

["] Run installation program as 32-bit process on B4bit clients.

Install behavior: Install for system W

6. Aan Next

General

Confirm the settings for this application
Impaort Information

General Information
Details:

Progress General Information”

Completion = Application name: PuTTY release 0.69 (64-bit)
= Administrator comments:

= Publisher: Putty

= Software version: 0.69

» Optional reference:
Categories:
Deployment type name: PuTTY release 0.63 (64-bit) - Windows Installer (*.msi file)
Requirement rules:
Content:
- Content location: \isocm\SoftwareimsiPuthy!.
» Installation program: msiexec /i "putty-64bit-0.63-installer.msi" /g
Detection Method:
» Product code: {SFEB4905-DAF 1-4319-82B2-DE0BCADSSBCE}

User Experience:
= Installation behavior: Install for system

To change thess ssttings, iick Previous. To apply the ssttings, dlick Next

< Previous | Next > I Summary Cancel




7. @dn Close
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i

General

Progress

Impart Information
General Information

Summary

Create Application Wizard

The Create Application Wizard completed successfully

Details

& Success: General Information
- Application name: PuTTY release 0.69 (54-bit)
« Administrator comments:
= Publisher- Putty
= Software version: 0.69
« Optional reference:

& Success: Categaries:

& Success: Deployment type name: PuTTY release 0.69 (B4-bif) - Windows Installer (*.msi file)
Q Success: Reguirement rules
& success: Content

« Content locstion: iscem! SoftwarelmsitPutty!

« Installation program: msiexec /i “putty-54bit-0.6%-installer msi” /g

& success: Detection Method:
« Product code: {5FE845905-DAF 1-4318-82B2-DE0BCADSSBCE]

o Success: User Experience:
= Installation behavior: Install for system

mn

To exit the wizard, click Close

o

8. AANUINNTDNAW?

3 ¥

$idaans Deploy dan Deploy

Applications 1 items

iew b Application Management »

Applications

- ¥
|

Search Search | Add Criteria ™
lcon Name Deployment Types Deployments. Status
=] PuTTY release 0.59 (64-bit) 1 0 Active

PuTTY release 0.69 (64-hit)

Application Properties

Software Version: 0.69
Manufacturer: Putty
Superseded: Na
Comments:

Application Statistics

Devices with Application:
Devices with Installation
Failure:

Users with Application:

Related Objects [

“# Content Status

Summary | Deployment Types | Depl

ments
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'

9. 1a9n Browse 71 Collection a1nuutden Collection Computer 161990153 Deploy
wagAdn OK

=5 Deploy Software Wizard X
t |
lanage Access
[Devies Collections v|[Fiter.. p
4 ] Fot " Mamhar Covnt
) e Bowse.
Tt |
|
[ ]
[

<Previous | [ Net»> || summory | [ Cancel

10. AN Next

Content
Deployment Setti

Scheduling

Specify general information for this deployment

L B Software [PuTTY release 0,69 (64-bt)

Alerts Collection [TEsT

Summary

=] Use 0=fa0R etibution pomnt oroups associsted to this colection

Progress

Completien [¥] Automatically distribute content for dependencies

Comments (optional):

B p,w%> Summary Cancel




11. Aan Add wags@an Distribution Point

@ Content

General

Deployment Settings
Scheduling
User Experience
Alerts

Summary

Progress

Completion

Specify the content destination

Distribution points or distribution point groups that the content has been distributed to

Name Type

There are no items to show in this view.

associated with collections to distrbute content to:

Additional distibution poirts, distrbution point groups, and the distibution point groups that are cumently

Filter...

Add -

Name Description

Associations

There are noitems to shaw in this view.

Distribution Point

~ Distribution Point Group

<previous | [ Neas> || summan ||

Cancel

12. @an@sniies wazaan OK

Deploy Software Wizard

Select distribution points that will host this content

General
Deploym|
Scheduli
User Exp Available distribution points:
Hais Fitter... P
B Name Type Description
Progress [w] SCCM.INFORMATICS LAB On-premises
Completion

|| Summary || Cancel

167
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13. Aan Next

@ Content

General

Specify the content destination

Deployment Settings

Scheduling Distribution poirts or distribution peirt groups that the content has been distributed to:
User Experience

Alerts MName Type
Summary There are no items ko show in this view
Progress

Completion

Additional distribution points, distribution point groups, and the distribution point groups that are cumently
associated with collections to distribute content to

Filter 5 Add 2
Mame Description Associations
SCCMINFORMATICS L.

Distribution point

< Pre MNext > Summary Cancel

=4

14. Tugies Action 1den Install 91nUUYBS Purpose @wnsaldenld 2 LuuAe Available
Idldideniaginaswenanis uag Required seUyU SCCM 2012 R2 azfinddlvilae
naRINEONILAINAN Next

‘? Deployment Settings

General Specify settings to control how this software is deployed

Content

Deployment Settings

Scheduli
S Adtion [Instal v]
User Experienc

i Pupose: [Avaiable v
Summary
Progress

2 [ Require administrator approval f users request this application
Completion

) Next> | [ Summery | [ Cancel
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15. Aan Next

@ Scheduling

R Specify the schedule for this deployment
Caontent
Deployment Settings
S This application will be availzble as soon as possible by default. f this application should be made available at a
ecuing diferent time, change the availabilty time to the desired UITC time.
User Experience
Alerts
Summary
ez Time based on: | uTC
Caatn [] Schedule the application to be available at
[18/ 6/ 2560 |[15:54 3

< Pi

=

16. vinwtav 1 1@en “Display in Software Center” wangiad 2 @an “Commit” uag

Aan Next

? User Experience

N
General Specify the user experience for the installation of this software on the selected
Content devices
Deployment Settings
Scheduling

Specify Lk ience, T
Alerts Usern : [ Display in Software Center, and only show nofications for computer restarts v
Summary

When the installation deadline is reached. allow the following activities to be performed outside the maintenance
window:

Progress
Completion
[] Software Installation

[] System restart {f required to complete the installation)

Write fiter handling for Windows Embedded devices

[ Comnit changes at deadine or during a maintenance window frequirss restarts)

e If this option is not selected, cortent will be applied on the overlay and committed later




17. Aan Next

Alerts

General
Content
Deployment Settings
Scheduling
User Experience

e
Summary
Progress

Completion

Specify Configuration Manager and Operations Manager alert options

Corfiguration Manager generates alerts when this application iz deployed

Threshold for successful deployment

[] Create a deployment alert when the threshald is lower than the following:

Percent success

Hter: 25/ 6/ 256

Threshold for failed deployment

[] Create a deployment alert when the threshald is higher than the following

Percent failure

Enable System Center Operations Manager maintenance mode f you want Operations Manager to generate
alerts when this application is deployed.

[] Enable System Center Operations Manager maintenance mode

[[] Generate System Center Operations Manager alert when a software installation fails

< Previous I Mext > l Summary Cancel

18. AN Next

General
Content
Deployment Settings
Scheduling

User Experience
Alerts

Progress

Completion

Confirm the settings for this new deployment

Details:

General )
- Software: PuTTY release 0.69 (64-bit)
« Collection: TEST (Member Count: 4)
« Use default distribution point greups associated to this collection: Disabled
» Automatically distribute content for dependencies: Enabled

Deployment Setfings
= Action: Install
» Purpose: Availzble
= Allow clients to use a metered Internet connection to download content: Disabled

Agglication Settings (retrieved from application in software library)
+ Application Name: PuTTY release 0.69 (64-bit)
« Application Version: 0.69
- Application Deployment Types: Windows Installer (*.msi file)

Scheduling
= Time based on: UTC
» Avzilable Time: As soon as possible
= Deadline Time: Disabled
« Delayed enforcement on deployment: Disabled

User Experience
« User notifications: Display in Software Center, and only show notifications for computer restarts
+ Ignore Maintenance Windows: Disabled
+ System restart (if required to complete the installation): Disabled
+ Commit changes at dezdline or during a maintenance window (reguires restaris). Enabled

Alerts
= Enable System Center O ions Manaoer maintenance mode: Disabled

To change these settings, click Previous. To apply the settings, click Next

< Previous I Hext) I Summary Cancel
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19. Aan Close

(=52 Deploy Software Wizard -
g Completion

General

Content

0 The Deploy Software Wizard completed successfully
Deployment Settings

Scheduling Details
User Experience ;
Alerts @ success: General
v Software: PuTTY release 0,65 (64-bit)
Summary + Collection: TEST {Member Count: 4)
Progress = Use default distribution point groups associated to this collection: Disabled
- « Autematically distnbute content for dependencies: Enabled

mpl .
B Sucoess: Deployment Settings

= Action: Install

« Purpose: Available

« Allow clients to use a metered Internet connection to download content: Disabled

m

E_‘ Sucosss: Application Settings (retrieved from application in software library)
« Application Mame: PuTTY release 0.69 (64-bit)
« Application Version: 0.
« Application Deployment Types: Windows Installer (*.mai file)

2 Sucoess: Scheduling
» Time based on: UTC
» Ayzilable Time: As soon as possible
» Deadling Time: Disabled
« Delayed enforcement on deployment: Disabled

c," Sucoess: User Expenience
« User notifications: Display in Software Center, and only show notifications for computer restaris

»_lonore Maintenance WWindows: Disabl

To exit the wizard, click Close

20. MmaTImauiineslulusunsy Software Center AUsIN UoNAWISIVE LSWGEN
Ane
Connected with INFORMATICS\adminsccm”™

BBl [2° Software Center - - -

Informatics Burapha University

Available Software Installation Status Installed Software Options

Show cptional software SEARCH
Find additional application

PUBLISHER AVAILABLE AF... STATUS
W PUTTY release 0.69 (64-bit) 6/18/2017 Available

[E=] PuTTY release 0.69 (64-bit)

OVERVIEW REQUIREMENTS DESCRIPTION
Status: Available Restart required: Might be required

Wersion: 0.69 Download size: 2MB

Date published: ot specified Estimated time: Mot specified

Help document: None Total companents: 1

INSTALL SELECTED

11:26 PM
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Note @131350d3l1s Collection @mnsasugandlIsusanIsoNANA1e 9 Sulaviufilaenis
AANY19 Collection A1ntUdan Client Notification wazldan Download Computer
Policy tae Download User Policy

Selected Object Folder Tools = m el iguration Manager ni 0 = nformatics
Home Collection Close

; M _@)Manage Affinity Requests 1% Add Resources 2/ Copy Eb D

* =@Claar Required PXE Deployments EEndpaint Protection = ?( Delete
Install

. . Deploy Properties
Selected ltems ~ Client TE. Update Membership #¥ Export =
Collection Deployment | Properties
6 > |{p‘ Y » Assets and Compliance » Overview » Devices » TEST
|Assets and Compliance « TEST 3 items
4 B Overview “ | Search
-?_i Users lcan Narne Client Type Clhient Site Code Client Activity
4 K Devices M LABO-00 Computer Yes SCM Active
| £ TEST Computer Yes SCM Active
Close 3
# User Collections Computer Yes SCM Active
Add Selected It >
4 &¥ Device Collections Eﬂi Siee =ms
9 5p-413 F”,:.f Install Client
9 TEST _LE?_) Manage Affinity Requests
% Clear Required PXE Depl it
,39 Usar State Migration (g Sl B
- =] Update Membershi
F [ Asset Intelligence Bl [F sl Sl
1% Add R
= software Meterin — Siouees
= . ‘i Client Notification I =] Download Computer Policy
* L1 Compliance Settin
bl Encipoint Eratection E Endpoint Protection 3 E) Download User Policy
- Export
* L1 All Corporate-owned Devices 7 |Eo
= Copy '%é Collect Software Inventory
# Assets and Compliance ?( Delate Deleta @ Collect Hardware Inventory
tﬁ Softwerelibery 3 Simulate Deployment [ Evaluate Application Deployments
& Deploy . @ Evaluate Software Update Deployments
!u ity _ @ Switch to next Software Update Point
D Properties
Tl Administration . @ Evaluate Device Health Attestation
7 Feedback

-




AM1ANUIN ﬂ
A15Wnld PXE on Distribution Point

n15\Uald PXE on Distribution Point
1. 1Wa Server Manager M@$wWiia3 SCCM 9niulden Add Roles and Features uag
AAN Next

Server Manager

= Add Roles and Features Wizard

Before you begin et mtomten s -

This wizard helps you install roles, role services, or features. You determine which roles, role senvices, or
features to install based on the computing needs of your arganization, such as sharing documents, or
hosting a website:

File|
. To remove roles, role servicss, or festures: _
o s Start the Remove Roles and Features Wizard -
Q] WS/ Before you continue, verify that the following tasks have been completed:

* The Administratar account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

Hide
[ Skip this page by default
| TVETT ‘ | TVErT
Services Services -

2. Aan Next

R Server Manager

Add Roles and Features Wizard

Select installation type Smintaaes s -

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation

Install required role services fer Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hide

TYETT ‘ |
Services Services -




3. Aan Next

174

Server Manager == 2

i Log]
Al
WE File
o 1s

B ws

Select destination server

Before You Begin

Installation

Add Roles and Features Wizard

DESTINATION SERVER
SCCMLinformatics.lab

Select a server or a virtual hard disk on which to install roles and features,

Select a server from the server pocl
() Select a virtual hard disk

Server Pool

Filter: ‘

Name IP Address Operating System

SCCM.informatics.lab

10.80.5.14

Microsoft Windows Server 2012 R2 Datacenter

Hide

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the

Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

CVETIC CVENL
Services ‘ ‘ Services ‘ e
A 5 a
4. 1@en Windows Deployment Services 91nuUuUNA Add Features Wagmaan Next
=] Server Manager = | =
[= Add Roles and Features Wizard
DESTINATION SERVER
Select server roles Scimtomatics st -
i Loc! Before You Begin Select one or more roles to install on the selected server.
iiE Al Roles Description
ii File T o A Windows Deployment Services
- [] DHCP Server provides a simplified, secure means =
® 1S .
[ ONS Server of rapidly and remotely deploying
g] WS . Windows operating systems to
[ Fax Server computers over the network.
&+ [m] File and Storage Services (2 of 12 installed)
Role Services [ Hyper-v

Confirmation

[] Network Policy and Access Services
] Print and Document Services

[ Remote Access

[ Remote Desktop Services

Hide
[ Volume Activation Services

b [H] Web Server (IIS) (28 of 43 installed)

indows Deploy

nent Servic

| [ Windows server Essentials Expenence L
p [m] Windows Server Update Services (2 of 3 installed) o

< n >

TVENT

TVENT ‘

Services Services
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Aan Next
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i

i Al
ii File|
fo 1s

Server Manager

Select features

Before You Begin

Add Roles and Features Wizard

DESTINATION SERVER
SCCM.informatics.lab

Select one or more features to install on the selected server,

Hide

Installation Ty, Features Description
~ JNET Framework 3.5 combines the
FNET Framevork 35 Features (nsialled]
b LIl lzrn el eatllie U Saller] power of the NET Framework 2.0
bl ! APls with new technologies fer
B[] B d Intel £ building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect
. your customers' personal identity
[ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Chient for NFS the ability to model a range of
business processes.
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[ Failover Clustering
[] Group Policy Management
[C] 1S Hostable Web Core
[[] Ink and Handwriting Services
— o v
< [ >
Install
TVETTT ‘ ‘ TVENT
Services Services

6.

Aan Next

Server Manager

WDS

Before You Begin

Installation Type

Confirmation

Add Roles and Features Wizard

DESTINATION SERVER
SCCMuinformatics.lab

You can use Windows Deployment Services to install and configure Microsoft Windows operating
system remotely on computers that are PXE-enabled. Windows Deployment Services replaces Remote
Installation Services (RIS) and assists with the rapid adoption and deployment of Windows. The
Windows Deployment Services MMC snap-in allows you to manage all aspects of Windows Deployment
Services. Windows Deployment Services also provides end-users with an experience that is consistent
with Windows Setup.

Things to note:

* Deployment Server requires that DHCP and DINS services are available on your network. Transpart
Server does not require any additional roles or services. Bath of these services require an NTFS
partition for the file store.

* Before you begin, you need to configure Windows Deployment Services by running either the
Windows Deployment Services Configuration Wizard or WDSUtil.exe. You will also need to add at
least one boot image and one install image to the image store.

* To install Windows operating systems from a Windows Deployment Services server, either the client
computers must be PXE-enabled, or you must use the Windows Server 2008 R2 version of Windows
Preinstallation Environment (Windows PE).

< Previous Install Cancel

Hide

TVETT ‘ ‘ TVETT ‘

Services Services




7. @0neunLIYEaY 1 wagAan Next
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Server Manager

i Loc|
#7 Al
BE File
e 1s
B1 ws

Select role services

Before You Begin

Confirmation

Add Roles and Features Wizard

DESTINATION SERVER
SCCMLinformatics.lab

Select the role services to install for Windows Deployment Services

Role services Description

Deployment Server provides the full
+ functionality of Windows

Transport Server Deployment Services, which you can
use to configure and remotely install
Windows operating systems, With
Windows Deployment Services, you
can create and customize images
and then use them to reimage
computers. Deployment Server is
dependent on the core parts of
Transport Server.

Hide

BT 2

8. A

an Install

Server Manager

[

Confirm insta

Before You Begin

Installation T

ation selections SCCM.nformatics b

Add Roles and Features Wizard

DESTINATION SERVER

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Opticnal features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

Remote Server Administration Tools
Role Administration Tools
Windows Deployment Services Tools
Windows Deployment Services
Deployment Server

Transport Server

Export configuration settings
Specify an alternate source path

Mext >

Hide

TVETIT ‘ ‘ CVETT

Services Services




9. \lofnfs Windows Deployment Services 1@5a@unan Close

177

& Server Manager

[ Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation
| —
Installation succeeded on SCCM.informatics.lab.

Remote Server Administration Tools
Role Administration Tools
Windows Deployment Services Tools

Windows Deployment Services
Deployment Server

Transport Server

DESTINATION SERVER
SCCM.informatics.lab

Hide

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > ose Cancel
LCVETIC ‘ ‘ LCVETIC ‘
Services Services

10. 1UT Server Manager 8nasaidan Tools Laglden Windows Deployment Services

= Server Manager

'WELCOME TO SERVER MANAGER

Component Services
Computer Management

Defragment and Optimize Drives

o Configure this local server

Event Viewer

Internet Information Services (I1S) 6.0 Manager
Internet Information Services (IIS) Manager
iSCSI Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Manitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

e 1s QUICK START
B WDs 2 Add roles and features
LB 3 Add other servers to manage
WRATS HEW 4 Create a server group
5 Connect this server to cloud services
LEARN MORE
ROLES AND SERVER GROUPS

Roles:4 | Servergroups: 1 | Servers total: 1

File and Storage
Services

1 o us 1

@ Manageability

Events

Manageability
Events

Services Services

System Information
Task Scheduler

Windows Deployment Services

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x26)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup

Windows Server Update Services
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11. AANYNTRSNIDS waziden Configure Server

File Action View Help

=2 7= cBHE

! Windows Deployment Services

45

L Active Directory Presta ployment Services is not configured

ot cenfigured. To configure this server, right-click the server, and then click Configure Server,
ocal administrator to perform this task.

Configures this server for the first use.,

12. Aan Next

]

File Action View Help
«= #[E & @
! Windows Deployment Servy

4 33 Servers

i SCCM.informatics.| .
I :a Active Directory Presta Before You Bagin

Windows Deployment Services

You can use this wizard to configure Windows Deployment Services. Once the serveris
configured, you will need to add at least one boot image and one install image to the server
before you will be able to install an operating system

Before you begin. ensure that the following requirements are met:

—  The serveris a member of an Active Directory Domain Services (AD D5) domain, or
a domain controller for an AD DS domain. if the server supports Standalone mode, it
can be corfigured without having a dependency on Active Directory.

There is an active DHCP server on the network. This is because Windows
oyment Services uses Pre-Boot Bxecution Environment (PXE), which relies on

DHCP for IP addressing.

There iz an active DNS server on your networlk.

Thig server has an NTFS file system partition on which to store images.

To continue. click Next.




13. 180N “Integrated with Active Directory” wazadn Next

L] Windows Deployment Services
File Action View Help

e nE o @

! Windows Deployment Serv

4 33 Servers

i SCCMuinformatics.|
I+ :i} Active Directory Presta,

Select one of the following options:
®) Integrated with Active Directory

This server is a member of an Active Directory Domain Services (AD DS) domain
or a domain cortroller for an AD DS domain.

() Standalone server

Configure the server so that it is standalone, operating independently of Active
Directory.

[t e oo |

ure Server.

14. FoneunusitAulng uazaan Next

L7 Windows Deployment Services
File Action View Help
e 2 o @

! Windows Deployment Servy
4 33 Servers
a SCCM.informatics.lg

b .j Active Directory Prestag Remote Installation Folder Location

The remote installation folder will contain boot images. instal images. PXE boot files,
and the Windows Deployment Services management tools. Choose a partition that is

large enough to hold all of the images that you wil have. This parition must be an
NTFS partition and should not be the system partition.

Enter the path to the remote installation folder.
Path:
C:\Remotelnstall

179




180

15. 168 “Respond to all client computer (known and unknown)” uagaan Next

]

File Action View Help

L L

Windows Deployment Services

& H=

ﬂ Windows Deployment Sery

i SCCMinformatics.|
I [mi Active Directory Prestag

PXE Server Initial Settings

4 33 Servers Windows Deployment Services Configuration Wizard . ;

You can use these settings to define which client computers this server will respond to. Known clients are

the clients that have been prestaged. When the physical computer performs a PXE boot, the operating
system will be installed based on the settings that you have defined.

Select one of the following options:

) Do net respond to any client computers

() Respond only ta known client computers

(®) Respond to all cliert computers fknown and unknown)
Require administrator approval for unknown computers. When you select this option, you must
added to the list of prestaged clients

[ approve the computers using the Pending Devices node in the snap-+n. Approved computers will be

To corffigure this server, click Mext

<Back || Net> | [ Cancel

[=lel =]

ure Server,

16. Aan Finish

File Action View Help
s =

Windows Deployment Services

[g| H

i Windows Deployment Serv)
4 3 Servers

i, SCCM.informatics.]
b [mi Active Directory Prestag

indows Deployment Services Configuration Wizard
Operation Complete

You have successfully configured Windows Deployment Services. To modify any of the server
settings, right-click the server, and click Properties.

Now that you have corfigured the server, you will need to add images. These images include a boot
image {which is the bootable environment that you initially oot the computer into), and the install
images (which are the operating system images that you deploy).

To add images when this wizard closes, select the following check box. To add images at 2 later time,
right-click the Install Images or Boot Images node in the snap-n.

["] Add images to the server now

To close this wizard, click Finish.

< Back

M

jure Server.




17. pAnINAESLIB3S 1Fen Properties a1ntudeniuy PXE Response e

“Respond to all client computer (known and unknown)” Lagaan OK

L] Windows Deployment Services = | =] =3

File Action View Help
@ 7@ o= H
B Windows Deployment Services

a en
b SCCMinformatics.lab

g rete TT

SCCM Properties

[ Advenced |  Netwok | TFTP |
PXEResponse | | ADDS | Boot | Cient | DHCP |

PXE Response Policy

Define which client computers this server will respond to. Known
clients are clients that appear in the list of prestaged devices

—
L i BootImages

b [ Pending Devices
I (53 Multicast Transmissions

p [ Drivers

b [ Active Directory Prestaged Devices

REREDZ

) Do niot respond to any client computers

(O Respond only to known client computers

(®) Respond to all client computers (nown and unknown)

[] Require administrator approval for unknown computers. When
you select this option, you must approve the computers using
the Pending Devices node in the snap-in. Approved computers
will be added to the list of prestaged clients

PXE Response Delay
Adjust how quickly this server responds to clients.

Delay inseconds: |0 2

a oK | [ Cancel Poply
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18. \UalUsinsa SCCM 1denY Administration --> Overview --> Distribution Point

PNUUATNVLTITHLIOT uazAdn Properties

ystem Lenter Lonnguration Vianager (Lonnected 1o E nformatics Sitej
Home |

T//' __Q !% (3 Refresh 6 B

Feedback Saved Add Set Security Properties
Searches ~ Selected Items ~ Scopes
Feedback Search Distribution Point Classify Properties
* = ‘% % » Administration » Overview » Distribution Points
Pdministration < Distribution Points 1 items
[} Boundary Groups Search
5 Bxchange Server Connectors lcon | Location Type Pull Distribution Point Distributi
(& Database Replication -m] SCCMLINFORMATICS.LAB - No
) £ Add Selected Items v
Q File Replication
% Refresh F5

A"n Active Directory Forests
» [ Cloud Services @ Set Security Scopes

4 [ Site Configuration e B Properties
B2 sites

B Servers and Site System Roles

K Client Settings

" Security

% Distribution Points e
Stribution PoInt Groups

» [ Migration -
< 1

B Assets and Compliance SCCM.INFORMATICS.LAB
ﬁ Software Library Properties
B Monitoring Logation: SCCMINFORMATICS.LAB
- " Distribution Point Graup
Administration Member: Mo

Count of Group

7 summary
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19. Lﬁamw PXE AN UADNAUMNNEEY 1 Auasianiulununegay 2 aan OK 7

NULAY 3 hazAan OK

[x]

SCCM.INFORMATICS.LAB Properties

| General | PXE | Multicast | Group Relationships I Content I Content Validation I Boundary Groups I Securty |

[#] Enable PXE support for clisnts
Windows Deployment Services will be installed f required

[#] Allow this distibution paint to respond to incoming PXE requests

[+] Enable unknown computer support

[+] Require a password when computers use PXE
Password: [ it N
Confim password: 2 (]
User device a
Metwork intq
® Re 4 If you enable unknown computer support, any unknown computers
=ha i that use PXE-initiated operating system deployments will attempt to
) Respol run required task sequences, Required task sequences that include
operations such as Apply Operating Systern Image or Format and

Partiticn Disk will destroy all data on those unknown systemns.

e oK

Specify the PXE server response delay (seconds):

<

Apply

|u
==l




AMANUIN §
N13AANEIUNTT deploy sEUVURURNNS
(Operating system deployment)

158519 Boot Image
1. @lUsunsu SCCM 2012 R2 Laamﬁﬂé Software Library --> Overview -->

Operating Systems —-> ﬂﬁﬂ‘m’l‘ﬁl Operating System Images \don Add Operating

System Image

Folder Tools fem Center Configuration Manager (Con {s] = MTOrmatics Siej

- Home Folder
& ¥ R

Add Operating | Feedback Saved
System Image Searches *
Create Feedback Search
(- g | B\ » Software Library » Overview » Operating Systems »  Operating System Images
Software Library < Operating System Images 1 items
4 & Overview || search
-1 Application Management lcon  Mame Version Scheduled Updates Date Scheduled Updates §
4[] Software Updates B Windows 10 Enterprise

S All Software Updates

57 sof pdate Groups
(Y De| 1t Packages

|2 Automatic Deployment Rules

m

4[] Operating Systems

] Drivers

B Driver Packages

ES Operating System Imag;

B Operating System Upgr 8 [Add Operating System Image |

&3 Boot Images 7 Feedback

[ Task Sequences Folder 3

ets and Compliance

Software Library I

-. Meonitoring

Z[, Administration

Beac)
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2. Reniunisnioguadlild Windows uagidenlug installvim uazadn Next

@ Data Source

Browse to the data source for the operating system image
General

Summary
Progress
Completion
Specify the path to the opersting system image file.

or-

[\scem'\03_Deployment\Windows_10_1511_32\sourcestinstallwin | \ Browse...
BExample: \\servemamesharename’\path'file WIM

J m| Summary ‘ | Cancel

3. MyruaYaLazAan Next

Data Source Type general information for the operating system image

Summary

Progress Provide & name, version. and commert for the operating system image.
Completion

Name [Windows 10 Enterprise 1511 320t |

o Version [1511 328l |
Commert:

[>]

[ Net> ||| Summay |[ cancel




4. @dn Next

185

? Summary

Data Source
General
Progress

Completion

To create the Operating System Image, click Next

Details:

Data Source Information
= Source location: Yisccm\0S_Deploym _10_1511_32

Package Information
= MName: Windows 10 Enterprise 1511 32hit
« Version: 1511 32 bit

wim

To change these settings, click Previous. To apply the settings, click MNext.

< Previous | Summary H Cancel

5. @an Close

Completion

Data Source
General
Summary
Progress

Completion

The Add Operating System Image Wizard completed

successiully

Details:

9 Success: Data Source Information
+ Source location: Viscem!'OS_Deploymentiindows_10_1511_32!

°Succms: Package Information
= Mame: Windows 10 Enterprise 1511 32bit
=+ Version: 1511 32 bit

wim

To exdt the wizard, click Close.

< Previous | | Mext = ‘ | Summary |@
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6. ntudonLuYy Boot Image wazAANYIN Boot image 7ilsd@en1siden Distribute

Content

Home | Folder

m / 3; 3 Refresh % %‘3 “i&|Create Prestaged Content File ] @
4 £/ 75 Delete 4 25 Manage Access Accounts ot

AddBoot | Feedback | Saved Distribute Update Move | SetSecurity | Properties
Image Searches © Content Distribution Points Scopes.
Create | Feedback |  Search Boot Image Deployment Move Classify Properties
& - \ # \ » Softwarelibrary » Overview » Operating Systems » Bootlmages
|software Library < Boot Images 2 ftems
4 & Overview * | search
» [ Application Management lcon  Name Version Comment Image ID ol
4 [ Software Updates =] Boot image (x64) 10.0.15063.0 SCMO00035 1
» 5] All Software Updates 5CME0002 1
T4 Refresh F5
5T Software Update Groups
7< Delete Delete
[l Deployment Packages

& Distribute Content n ]‘
|

S Update Distribution Points

[ Automatic Deployment Rules

4[] Operating Systems
& Create Prestaged Content File
25 Manage Access Accounts

=] Drivers

15 Driver Packages

perating System Images ove
0 3 ! &M

Boot image (x86)

@ Set Security Scopes

¥ Boot Images Summary lontent Status

Properties
Task Sequences . Comment:
Architectu X35
& Assets and Compliance Version: 100.15063.0
Language: Invariant Language (Invariant Country)

0 Targeted (Last Update: 24/4/25]

Bl Monitoring

[, Administration

™ Summary

Ready

7. @an Next

General

Review selected content

Content Destination

Summary
Progress You have selected the following content for distribution.
Completion
Content |Boot image {<86) ~
v

Some content might have associated dependencies that must be installed before the content can be
installed.

[] Detect associated content dependencies and add them ta this distribution

Mext > | Summary || Cancel




8. AANTIVIUNELAY 1 WeLaen Distribution Point @uvNNeLaY 2 kazAan Next

@ Content Destination

General

Specify the content destination
Summary
Progress

Content will be distributed to the following distribution points, distribution point groups, and the:
Completion distribution point groups that are cumently associated with collections.

Content destination: o

Fiter.. S A~
\MName " Description | Associations
e [SCCM.NFORMATICS.L... Distribution paint

| Net> || summay |[ Conce

9. @an Next

? Summary

General Confirm the settings
Content Destination
Summary

Progress Details:

Completion Content (1):
= Boot image (xBE)

Collections (0):

Distribution point groups (0):

Distribution paints (1)
+ SCCM.INFORMATICS LAB

To change these settings, click Previous. To apply the settings, click Next.

< Previous | Summary || Cancel

187



10. Aan Close

Completion

General
Content Destination

Summary

Progress

P
h

Details:

Io\l The Distribute Content Wizard completed successfully

188

Content (1):
« Boot image (x86)

Collections (0):
Distribution point groups (0):

Distribution points (1):
» SCCM.INFORMATICS LAB

To exit the wizard, click Close.

< Previous | |

Mest =

|| Summary |I E‘ose I

- =

13 Distribute Image
1. AaNUI7 image U@

Folder

¥138n Distribute Content

» [ Application Management

|£* Automatic Deployment Rules
4[] Operating Systems

1 Drivers

B Driver Packages

Operating System Images

¥, Operating System Upgrade Packages

&5 Boot Images
& Task Sequences

& Assets and Compliance

571 Software Library

Bl Monitoring

t Administration

lcon  Name Version
4 [ Software Updates L2 Windows 10 Enterprise
» 5] All Software Updates. L Windows 10 Enterprise 1511 32bit 1511]32 bit
&1 Software Update Groups
Deployment Packages

Windows 10 Enterprise 1511 32bit

Summary
Comment:
Version: 1511 32 bit
Language: English (United States)

m. / ;Q e (i Refresh E| S ‘i Create Prestaged Content File @
£/ g 7< Delete A 25 Manage Access Accounts

Add Operating | Feedback Saved Schedule Cancel Distribute Update Move | SetSecurity | Propertid
System Image Searches » | Updates Scheduled Updates Content Distribution Points Scopes

Create Fecdback Search Operating System Image Deployment Move Classify Propertiq
© 5~ |EJ \ b SoftwereLibrary » Overview » Operating Systems b Operating System Images
|[Software Library < | Operating System Images 2 items
+ & Overview “ | Search

Scheduled Updates Date Scheduled Updates Status

i3

Schedule Updates
Cancel Scheduled Updates
Refresh

Delete Delete

Distribute Content

i .

“Update Ditribution Ponts
(Create Prestaged Content File

Manage Access Accounts

v ewHElXo

Mave

W Success:
[% In Progreq
W Failed: 0
= Unknown

@ Set Security Scopes

Properties

0 Targeted (Last Update: 30/6/2560 22:24)

" Summary [Details | Disk Configuration | Update Status
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2. Aan next

? General

Review selected content
Content Destination

Summary
Progress You have selected the following contert for distribution.
Completion

Content: Windows 10 Enterprise 1511 32bit|

E

Some cortent might have associated dependencies that must be installed before the content can be
installed.

[[] Detect associated content dependencies and add them to this distribution

< Previous

I M) I Summary Cancel

3. iy Distribution point uazAdn Next

Content Destination

Eavae Specify the content destination

Content Destination

Summary
Progress Content will be distributed to the following distribution points, distribution poirt groups, and the
Completion distribution point groups that are cumently associated with collections.

Content destination:
IFHer . | ;)

MName Description Associations
SCCMNFORMATICS.L... Distribution point

< Pre | Summary || Cancel

w
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4. @dn Next

? Surnmary

& Confirm the settings
Content Destination

Progress Details:

Completion Content (1)
= Windows 10 Enterprise 1511 32bit

Collections (0):
Distribution point groups (0):

Distribution points (1):
» SCCM.INFORMATICS LAB

To change these settings, click Previous. To apply the settings, click MNext.

<Previous | |_Net> || cummen |

5. @@an Close

? Completion

General

Sontent Destnation @ The Distribute Content Wizard completed successfully

Summary

Progress Details:

Content (1):
= Windows 10 Enterprise 1511 32bit

Collections (0):
Distribution point groups (0):

Distribution points (1):
+ SCCM.INFORMATICS LAB

To exit the wizard, click Close.

< Previous | | Mext > | | Summary | |




A3fmun Task sequences
1. AANYI17 Task Sequence wazidian Create Task Sequence

2.

Folder Tools

Home Folder

3 8 3

[em Lenter Lonfiguration Manager

Enable

0

2/Copy

/: _49 / & Disable (i Refresh

= nrormatcs Site;

> & s

= @

] All Software Updates
&7 Software Update Groups
Deployment Packages

Automatic Deployment Rules
| Operating Systems

#| Drivers.

1 Driver Packages

Operating System Images

@3 Boot Images
[ Task s

B, Operating System Upgrade Packages

Windows_10_1703

B Assets and Co

h Y
f@ Software Libra ¥ Import Task

Sumthary
Create Task Sequence otion:
- ge ID:
Create Task Sequence Media o Type:
Sequence fnage IC:

7 Feedback

Folder

Windows_10_1703

SCMO0028
4

SCM00005

Create Task  Create Task  Import Task | Feedback Saved Edit Deploy Distribute Create Prestaged |~ Move | Set Security
Sequence Sequence Media Sequence Searches + #¥Export 7 Delete Content  Content File Scopes
Create Feedback Search Task Sequence Deployment Move Classify

kS = [[E %+ Softwarslibrary » Overview b Opersting Systems b Tsck Sequences

£ Lz Taslet es 1 items

L & Overview * | Searcl

~| Application Management lcon | Mame Description Package ID Date Created
4[] Software Updates i3] Windows_10_1703 SCM00028 27/6/2560 16:09

" Summary [References | Daployments |

=
LEBN

Install an existing image package hagAan Next

Install Windows

Configure Network

State Migration
Include Updates
Install Applications
Summary
Progress

Completion

Create New Task Sequence

Task Sequence Informatii

Install Configuration Mar

Create Task Seguence Wizard

Create New Task Sequence

Atask sequence performs multiple steps or actions on a client computer at the commanddine level
without requiing user intervention. Select the type of task sequence to create. You can use the
task sequence editorto add steps to your task sequence.

Create a new task sequence

Install an existing image package

) Build and capture a reference operating system image

() Install an existing image package to a virtual hard disk

) Upgrade an operating system from an upgrade package

) Create a new custom task sequence

Cancel

191
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MMuUATe Task Sequence Waglasn Browse 71 Boot image

? Task Sequence Infermation

Create Mew Task Sequence

Specify task sequence information

Task Sequence Informati
Install Windows
Configure Network

Install Configuration Mar
State Migration Task sequence name: [Windows 10 1511
Include Updates Description: 32 bit]

Install Applications

Surmmary

Progress

Completion ST

< Previous | | Mext > | | Surmmary | | Cancel

Y

\d8n Boot image MiaIn1shazaan OK

Folders: Boot images:

] Root Fiter..
Boot image (<64) 10.0.15063.0

heol

Image 1D: SCMO0002
Architecture: X86
Description:
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5. @@an Next

? Task Sequence Information

Create New Task Sequence  Spacify task sequence information

Task Sequence Informati

Install Windows

Configure Network

Install Configuration Mar

State Migration Task sequence name: Windows 10 1511

Include Updates Description: 32 bit
Install Applications

Sumrary

Progress

Boot image: Bootimage §:86) 10.0.150630 | |

Completion

| Summary || Cancel

Install Windows

Create New Task Sequence  |ngtgl| the Windows operating system

Task Sequence Informati

Install Windows
Configure Network Specify the Windows operating system image and installation information
Install Configurati ar - _ _
Image package: Windows 10 Enterprise 1511 32bit 1511 32 bit en-US Browse...
BlalShRaHay Image index: 1-Windows 10 Enterprise W
Include Updates
Install Applications [w] Partition and format the target computer before instaling the operating system.
ey ["] Corfigure task sequence for use with BitLocker
Progress
Completion Specify the licensing information for the Windows installation.
Product key:
Server licensing mode: Do not speciy hd

I aximurn server connections

[®) Randomly generate the local administrator password and disable the account on all supported
platforms {recommended)

® Enablethe account and specify the local administrator password

Password TTTTTITTY

Confirm password: sesennael

R
[ Net> | Summey |[ Cancel

m *




7. @9n “Join a workgrou

? Configure Network

Create New Task Sequence

Task Sequence Informati
Install Windows

Configure Network
Install Configuratio
State Migration
Include Updates

Install Applications
Summary
Progress

Completion

p” MuuATouazAaN Next

Configure the network

Select the domain ar workgroup to join

® Join a workaroup
Workgroup [WoRKFROUR| |

' Join a domain

Domain | | ‘ Browse.. |

Domain QL | | ‘ Browse |

Specify the account that has pemmission to join the domain.

Account [ | [ s |

8. @an Next

Task Sequence Informati
Install Windows

Install Configuration Ma
State Migration
Include Updates

Install Cenfiguration Manager

Create New Task Sequence  |nsiall the Configuration Manager client

Cenfigure Network Specify the Configuration Manager client package. Configuration Manager site assignmert and

client configuration is done automatically. You can specify additional installation properties.

Install Applications
Summary

Progress

Completion 0

Package: Corfigurstion Manager Client Package|
Installation properties: DNSSUFFIX=INFORMATICS.LAB
FSP=5CCM.INFORMATICS LAB
MP=5CCM.INFORMATICS LAB

Browse ..
[a]
v]

< Pre 2 Vexd Summary H Cancel
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9. @aAn Next

? State Migration

Create New Task Sequence  Configure state migration

Task Sequence Informati
Install Windows
Configure Network Select the settings on the destination computer to migrate as part of this image deployment.
Install Configuration Mar

Aielilpmian This action will capture the user specfic settings.

Include Updates
L [ Capture user settings and files
Install Applications
Summary USMT Package: ‘Muusoﬂ Corporation User State Migration To:l | Browse:
Progress Save user settings and files on a State Migration Point
Completion ) Save user settings and files locally

Capture locally by using links instead of by copying files

This option is not applicable to versions of USMT that are earier than USMT 4.0

This action will capture the configuration of the networlk.
[T] Capture network settings

This action will capture the Windows specific settings.
[[] Capture Microsaft Windows settings

w1 p—

10. 1d0n “Do not install any software updates” wagAdn Next

Include Updates

Create New Task Sequence  |ngjyde software updates

Task Sequence Informati

Install Windows

Configure Network Install software updates based on the type of software update deployment:
Install Configuration Mar
State Migration

Include Update:

Install Applications

() Required for installation - Mandatery software updates only
() Available for installation - All software updates.

(®) Do not install any software updates

Summary
Progress

Completion

< m [ 2]
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11. AN Next

Install Applications

Create New Task Sequence | nsta]l applications

Task Sequence Informati

Install Windows

Configure Network Select the applications to be un with this operating system image.
Install Configuration Mar Appiications:

State Migration

Include Updates Application name Description

There are noitems to show in this view.

Summary
Progress

Completion

[[] ¥ an application installation fails, cortinue installing other applications in the list

| Summary || Cancel
< m > T—

12. Aan Next

? Summary

Create New Task Sequence Confirm the settlngs
Task Sequence Informati

Install Windows
Configure Network Details:

r ] P
(] Canepe Tl Verify the following task sequence details. =
State Migration
Create a new task sequence
Include Updates = Name: Windows 10 1511

- = Boot Image: Boot image (x86) 10.0.15063.0
Install Applications « Comment: 32 bit

Install the Windows operating system
« Image package: Windows 10 Enterprise 1511 32bit 1511 32 bit en-US
+ Image index: 1- Windows 10 Enterprise

Completion « Pariition and format target computer: Yes

» Enable BitLocker No

+ Server licensing mode: Do not specify

+ Use random password: Mo

Progress

Configure the network
=+ Join workgroup: WORKFROUP

Install the Configuration Manager client
=+ Package: Configuration Manager Client Package L
» Installation properties: DNSSUFFIX=INFORMATICS LAB
FSP=SCCM.INFORMATICS.LAB MP=SCCM.INFORMATICS LAB

Configure state migration
» Capture user setr.ings_: No -

To change these settings, click Previous. To apply the settings, click Next

< ous I Mext > I Summary Cancel




13. Aan Close

@ Completion

Create New Task Sequence

Task Sequence Informati
Install Windows
Configure Network

Details:

| The Create Task Sequence Wizard completed successfully

Install Cenfiguration Mar
State Migration

Include Updates
Install Applications
Summary

Progress

0 Success: The task sequence has been created successfully.

0 Success: Creale a new task sequence
« Name: Windows 10 1511
« Boot Image: Boot image (x86) 10.0.15063.0
+ Comment: 32 bit

0 Success: Install the Windows operating system
« Image package: Windows 10 Enterprise 1511 32bit 1511 32 bit en-US
« Image index: 1 - Windows 10 Enterprise
« Partition and format target computer: Yes
« Enable BitLocker: No
» Server licensing mode: Do not specify
« Use random password: No

0 Success: Configure the network
« Join workgroup: \WORKFROUP

0 Success: Install the Configuration Manager client
« Package: Covrﬁgurfmun Manager Client Package

To exit the wizard, click Close.

< Previous | | Mext > | | Summary

Close

|

A5UTULANAT Task Sequence

1. A@nud Task Sequence \den Edit

Add + | Remove |

g“J [;E Propertiss

[E Install Operating System
Restart in Windows PE
Partition Disk 0 - BIOS
QSReserve Apply 05 to C Drive
Apply Operating System
Apply Windows Settings
Apply Network Settings
Apply Device Drivers

|'d Setup Opersting System

ﬂ Setup Windows and Corfiguration

Type: |Gmup

Name: |Inztall Operating System

Description
image

Actions to run in Windows PE to install and configure the

No settings are required for this action.
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2. @8N Partition Disk 0 — BIOS 1NUUMAUAAIAIUVANIELAY 2 LAY 3

Add - | Remove 29 (3 | Properties | Options
em Type |Fon1131 and Partition Disk ‘
v Panttion Disk 0- Name [Parition Disk 0-BIOS |
W USHESEVE APDIY US 10
4 Description: This action partitions and formats the disk for new
# Apply Cperating System deploymerts of BIOS based computers. This step will not
Apply Windows Settings
£ Aorly Nefwork Seffngs Select the physical disk to fi d Speciy thy I th
b Device Dri ect the ical disk to format and partition. e partition layout to use in the
) ng e\ﬂciang ;::m list below. This action ovenwrites any data on the disk
ﬁ Setup Windows and Configu
é Disk number: |D
Disk type [ standardiMER) v]
System Reserved [Primary] éj
350 ME fixed size. MTFS file spstem.
Windows [Primary] Cg
100 GB fixed size. NTFS file system
Data [Primary]
100% of remaining space on digk. NTFS file sestem
< n >
[ ok [ camed || ey |

3, @An Add > General —> Set Task Sequence Variable 91ntufvundeniu
nueaY 4 “OSReserve Apply OS to C Drive” kagfinuaAIfIviunea 5

“OSDPreserveDrivelLetter” Value = “FALSE”

Properties

" New Group

Type

Set Task Sequence Varable

General
Software
Disks
User State

Images

Drivers

Run Command Line

Run PowerShell Script

Set Dynamic Variables

Join Domain or Workgroup
Connect to Metwork Folder

Restart Computer

(0SReserve Apply OSto C Drive

wvarable name and value.

Settings

Set Task Sequence Variable

0SDPreservelniveletter
FALSE e
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4. Aan Apply Operating System PMNUUEONANMIBLAY 2 uazAdn OK

Add - Remaove | 29 (3

B dl Operating System

¥ Apply Device Drivers
[3 Setup Operating System
& Setup Windows and Configuration

Properties | Options

‘.prlyﬂperaﬁng System Image ‘
[Apply Operating System |

Actions to apply operating system ~

(®) Apply operating system from a captured image

Image package:

Image index:

[SCM00020. Windows 10 Enterprise 151] | Browse.. |

‘ 1-Windows 10 Enterprise w |

O Apply operating system from an original installation source:

Package ‘ | ‘ Browse

Edition ‘ |
[[] Use an unattended or Sysprep answer file for a custom installation

Package ‘ | ‘ Browse...

File name: ‘ |
Select the location where you want to apply this operating system
Destination: ‘ Legical drive letter stored in a variable ] |
Varniable name: |W|nduw5 |

< m >
Cancel | | ool

n13 Deploy s¥uuUfuin1siuland 10

1. AANYI17 Task Sequence #id@s1ataziaan Deploy antuLasn Collection 7

Deploy hagAan Next

? General

Specify general information for this deployment

Commerts [optional)

Deployment Settings
Scheduling
User Experience
Alerts Task sequence: |Ta=k Sequence 5 Test ‘ Browse...
Distribution Points Collection |05 Deployment [ Browse
Summary
g ] Use default distibltion poirt groups associated to this collection
LompiEi. [ Automatically distribute contert for dependencies

R 2 | e
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1d@en Available Avuneiay 1 9ndudsn Only media and PXE %1818 2 uag
Aan Next

? Deployment Settings

Genersl Specify settings to control how this software is deployed
| Deployment Settings |

Scheduling

User Experience
Alerts
Distribution Points O [Available v]

Action: [Instal v]

Summary

Progress.

2 [ Require administrator approval f users request this appication
Completion Speciy whether to make this task sequence available to Corfiguration Manager clients, and whether t is available to
1un when you deploy an operating system by using boot media, prestaged media, or PXE.

Make avalble to the folwing
[0y media and PXE

B 3 | R e

Aan Next

@ Scheduling

Exvae Specify the schedule for this deployment
Deployment Settings

User Experience This program will be available as soon as it has been distributed to the content servers unless it is scheduled for a

Alerts later time below. For required applications, specify the assignment schedule.
Distribution Points
Summary [[] Schedule when this deployment will become available:
Pz (& 7 2560 |[i5:37 B0 utc
Completion [] Schedule when this deploymert wil expire:
[3/ 7 2560 |[18:37 Ff O utc
Assignment schedule: | Mew.. | ‘ Edit... ‘ | Delete

There are no items to showy in thiz view.

Remn behavior: Abways rerun program




201

4. 1@9n “Show Task Sequence process” NueLaY 1 9InUULEDN “Commit” 91
NUNBLAY 2 LageAan Next

? User Experience

General Specify the user experience for the installation of this software on the selected
Deployment Settings devices
Scheduling

Notification settings:
Alerts
Allow users to run the program independently of assignments
Distribution Points

Summary [w] Show Task Sequence progress

Progress
‘When the scheduled assignment time is reached. allow the following activities to be performed outside the
Completion maintenance window:

["] Software installation
[[] System restart if required to complete the installation)

Write fiter handling for Windows Embedded devices

e [w] Commit changes at deadline or during & maintenance window (requires restarts)

If this option is not selected, content will be applied on the overday and committed later.

Intemet based clients:

[ Allow task sequence to run for client on the Intemet

< Pre 3 Mext = | Summary | ‘ Cancel

5. @an Next

? Alerts

General Specify Configuration Manager and Operations Manager alert options
Deployment Settings

Scheduling

User Experience Corfiguration Manager generates alerts when this task sequence is deployed

Distribution Paints Threshold for successful deployment

Summary [] Create a deployment alert when the threshold is lower than the following:

Progress Percent success:
Completion Ater 10/ 7/ 2560 v

Threshold for failed deployment

["] Create a deployment alert when the threshold is higher than the fallowing:

Percent failure

Net> || Summary |[ Cancel
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6. 1aan Download content locally when needed by the running task sequence

kazAan Next

General

Deployment Settings
Scheduling
User Experience
Alerts
Distribution Points

Summary
Progress

Completion

7. @an Next

General

Deployment Settings
Scheduling
User Experience
Alerts

Distribution Points

Progress

Completion

? Distribution Points

Specify how to run the content for this program

Specify how clients interact with the distribution points to retieve content from packages referred by the task

uence:

Deployment options:
| Download content locally when needed by the running task sequence v

Clierts will always try to get content from distribution points in curent boundary group. In addition, interaction with
distribution poinits in neighbor boundary group can be controlled:

[[] When no local distribution point is available, use a remote distribution point
When this content is not available on any distibution points in cument and neighbor boundary groups, you can allow

the client to use a distribution paint in site default boundary group

[] Allow clients to use distribution points from the default site boundary group

[] Allow clients to share content with other clients on the same subnet

& Anetwork access account is required to access content from Windows PE.

Confirm the settings for this new deployment

Details:

General
» Software: Task Sequence 5 Test
« Collection: OS5 Deployment (Member Count: 4)
» Use default distnbution point groups associated to this collection: Disabled
« Automatically distribute content for dependencies: Disabled

« Task sequence deployment option: Only media and PXE
= Allow clients to use a metered Internet connection to dewnload content: Disabled

Scheduling
« Schedule when this deployment will become available: Diszbled
« Schedule when this deployment will expire: Disabled
« Rerun behavior: Always rerun program

.

ser Experience
« Allow users to run the program independently of assignments: Enabled
» Software instzllation: Disabled
» System restart (if required to complete the installation): Disabled
« Allow task sequence to run for client on the Internet: Disabled
« Commit changes at deadline or during a maintenance window (requires restarts): Enabled
» Show Task Seguence progress: Enabled

Alerts

To change these settings, click Previous. To apply the settings, click Mext.

< Previous Cancel

| Nec> ] summay ||




8. man Close

(=)

Q)g Completion

General
Deployment Settings
Scheduling
User Experience
Alerts
Distribution Points
Summary

Progress

Deploy Software Wizard

0' The Deploy Software Wizard completed successfully

Details:

@ Success: General
» Software: Task Sequence 5 Test
« Collection: 05 Deployment (Member Count: 4)
= Use default distribution point groups associated to this collection: Disabled
« Automatically distibute content for dependencies: Disabled

0 Success: Deployment Settings
= Action: Install
» Purpose: Available
« Task sequence deployment option: Only media and FXE
= Allow clients to use a metered Internet connection to download content: Disabled

@ 5yccess: Scheduling
» Schedule when this deployment will become available: Disabled
» Schedule when this deployment will expire: Disabled
» Rerun behavior Always rerun program

- Success: User Expenience
« Allow users to run the program independently of assignments: Enabled
» Software installation: Disabled

= System restart (if required to complete the installation): Disabled
Al 2ol canuansa in rin for dliant an the Infarnat- Dicablad

To exit the wizard, click Close.

| Close

9.

MATDIABUNLMDIHEBN Boot Network wagnm F12

oadcom UNDI

PXE-2.1 v14.2.0

opyright (C) 2888-2818 Broadcom Corporati
opyright (C) 1997-28088 Intel Corporation
111 rights reserved.

CLIENT MAC ADDR: 78 2B CB 9D 86 5D GUID: 44454C4C 4208 1834 8859 C:
DHCP. -
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10. szuvazlnanlnddnsunisAnfaInszuu SCCM 2012 R2

Loading files...

IP: 10.80.5.14, File: \SMSImages\SCMOO0OO5\boot. SCMO0005.wim

11. nSanIWANIUNlANMUALY PXE

Welcome to the Task Sequence
Wizard

g T

P Retrieving policy for this computer...

S [Trcanea ]
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12. 1@9n Task Sequence RN 1sanadkazAdn Next

System Center

Configuration Manager

Select a task sequence to run.

Task sequences:

Name

Task Sequence 5 Test

&

<previous [ ext> ] _ cancel

13. s¥UUvinnsaulnanlidiuladnazyinn1sane

System Center

Configuration Manager

Installation Progress

s =] Orgar
Running: Task Sequence 5 Test

Running action: Apply Operating System
ENNNANEENNENENENEE

Applying image 1 from install.wim
ENENENNEEEEEEEEEE




206

A a & 2 & Yo
14. Jefnmaasaduazlananin

Monday, July 3




MARUIN N
MIAUANAINVNNIEEElna (Helpdesk remote assistance)

MIAUANIINNNITEElnA (Helpdesk remote assistance)
1. wlusunsy SCCM 2012 R2 Lﬁammy] Assets and Compliance --> Overview -->

Devices L@aNABUNLABINABINTG Remote NUUAANUIABN Start --> Remote

Control

Selected Object | Folder Tools SYSIEM CENter CoNMguration Manager [Conn 0 = nTOrMatics Sie)
Home | Cellection Close
[ [ Mansge Affinity Requests 8 Add Resources 2, Copy = D
= ) Clear Required PXE Deployments [ Endpaint Protection - 7€ Dalete
ndd Instal . Deploy  Properties
Selected ltems = Client (=) Update Membership #¥ Export =
Collection Deployment | _Properties
& + [ \ v Assetsend Compliance » Overview » Devices » TEST
lassets and Compliance < TEST 3 items
4 B Overview [ | Search
& Users 9 Client Type Client | Site Code Client Activity
4 {5 Devices - - e rcte
Add Selacted I
TFTEST LAB0-01 & sisciad fems \ctive
g : ¥ oo Remove from Collection l e
 User Collections 5
- 2 nstall Clisnt
4 & Device Collections
7 sD-413
e d 7] Client Settings S
2. ser st T e\lh Start § | 5% Resource Explorer
Asset Inteligence Approve = Remote Control 5
— & PBlock ™ Remote Assistance
[ Seftware Metering LABO0-00 B

. Unblock ‘i Remote Desktop Client
| Compliance Settings

< Eﬂdpomt%temn General Information ) Clear Required PXE Deployments ity
il Client Notification »
| All Corporate-ow ices - MNeme quest: 24/7/2560 20:45
Client Type: & Endpoint Protection * tDDR: 21/7/2560 2

(P& et and Compiance | Gmchecktent g gatnman e : B1/20 2
@ . Active Directary Site: Change Ownership nent Point: SCCM.INFORMATICS.LAB

Software Library ive Directary . .
= Last Logon: @y essage: 20/7/2560 21:36

o ceLast

Bl Monitoring Delete Delete jication: 0

(20 - |

7 Administration Refresh Fs

Endpoint Protection Deplovme =] properties rotection Remediation Information
Client Check Detail |t o e

2. leiden Remote Control kay Fauaszuvausaniuaunsaadminglilaiousd

PULAT D

LABO-00 - Configuration Manager Remote Control ‘;JE-

o

ile View Action Help

‘Connected with “INFORMATICS\adminscem”.

[E3 All Control Panel Items. - [u}
2 B > Control Panel > All Control Panel terms > <[] [Serch Control Panl »
Adjust your computer's settings Viewby: ~Smallicons ¥
inistrative Tools ¥3 Autoplay s Backup and Restore (Windows 7) B¢ BitLocker Drive Encryption

r Management

onfiguration Manager [ Credential Manager Date and Time

efault Programs & Device Manager evices and Printers @ Esse of Access Center
& File Explorer Options @ File History A Fonts
*& HomeGroup & Indexing Options 7] Internet Options
ES Keybosrd @ Language ® Mouse 52 Network and Sharing Center
{5 Phone and Modem 3 Power Options G Programs and Features @ Recovery
 Region #5 RemoteApp and Desktop Connections W Security and Maintenance 4 sound

8 Speech Recognition torage Spaces © Sync Center 2 5ystem

&L, Teskbar and Navigation roubleshooting 82, User Accounts P Windows Firewall

s Windows To Go B Work Folders

~ B % e NG % :’l =]

LABO-00 | Authenticated






